General Construction Methods of
Secret Sharing Schemes and

Visual Secret Sharing Schemes
(BEDHES L OCRARESRERESED—REIERNE)

DJE
Pt
il



(©Mitsugu Iwamoto, 2003.



Abstract

A secret sharing (SS) scheme is a method to encrypt a secret .S into n pieces called shares, each
of which has no information of the secret, but .S can be decrypted from some specified collection
of shares. For example, in (k, n)-threshold SS schemes, any k out of n shares can decrypt S
while £ — 1 or less shares do not leak out any information of S. The (k,n) threshold access
structure can be extended to a general access structure, which is specified by the families of
qualified sets and forbidden sets, such that a qualified set can decrypt the secret, and a forbidden
set does not leak out any information of the secret. SS schemes are one of the most important
techniques for secure data storage, and hence, many researches have been devoted to this subject.

The decoding of ordinary SS schemes is implemented by a computer. But, the decoding of
visual secret sharing (VSS) schemes is realized based on human eyesight by peering at several
shares stacked up. In this thesis, we propose some new efficient construction methods of SS and
VSS schemes, which are treated in Part I and Part II, respectively.

We aim in Part I to construct efficient ordinary SS schemes. First, we derive the lower bounds
of coding rates for ramp SS schemes. Ramp SS schemes are extensions of ordinary SS schemes,
which we call perfect SS schemes in order to distinguish them from ramp SS schemes. Hence,
our results include some known results of coding rates for prefect SS schemes as special cases.

In order to derive the lower bounds of coding rates in ramp SS schemes, we classify shares
into three categories called super-additive, additive, and sub-additive. Then, we clarify that the
coding rates for sub-additive shares are less efficient than the other two types of shares. We also
derive the lower bounds of coding rates for super-additive and additive shares.

In previous works for the lower bounds of coding rates for perfect SS schemes, they are often
classified into two categories called ideal or non-ideal SS schemes, and the properties of access
structures are investigated in each category. In this thesis, we extend the notion of ideal perfect
SS schemes to define well-realized ramp SS schemes. By evaluating the lower bounds of coding
rates for ramp SS schemes, we analyze what kind of access structures cannot be well-realized as
ramp SS schemes. These results are extensions of known ones for non-ideal perfect SS schemes
and ramp SS schemes with general access structures.

Next, we propose a new method to construct SS schemes with general access structures in Part
L. It is well known how to construct efficient (k,n)-threshold SS schemes although no efficient
construction method is known for arbitrarily given general access structures. The cumulative
map, which is a special case of multiple assignment map, is a known simple construction method
of SS schemes with general access structures. But, it is generally inefficient, especially in the
case that access structures are close to (k, n)-threshold access structures. In this thesis, we design
the optimal multiple assignment maps using integer programming. The coding rate obtained by
our method is optimal in the multiple assignment maps, and hence, it is more efficient than the
cumulative map. Furthermore, since the proposed construction is very simple, it can easily be
applied to SS schemes with general ramp and/or incomplete access structures.

In Part II, we propose some construction methods of VSS schemes, which are superior in the
viewpoint of the quality of decrypted images and the generalities of access structures.
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In VSS schemes, each pixel of a decrypted image consists of a set of subpixels which is
represented by a basis matrix. In previous works, it was difficult to derive basis matrices since
they are combinatorially defined. Hence, many known studies on VSS schemes treated only
black-white (BW) binary secret images, and there are few studies of VSS schemes for color secret
images because they must deal with more combinations of colors in basis matrices compared
with the case of BW binary secret images. Based on such backgrounds, a simple construction
method was proposed to derive VSS schemes with color images called algebraic construction,
which does not use the combinatorial methods. It is known that the algebraic construction can
realize an efficient VSS scheme, but it could not be applied to VSS schemes for BW binary
secret images. In order to improve such defects, a modified algebraic construction was proposed.
However, the performance of the modified method has not been studied. In this thesis, we clarify
that the modified algebraic construction can attain the optimal (n, n)-threshold VSS schemes for
gray-scale images, and we also derive the basis matrices for the optimal (n,n)-threshold VSS
schemes for gray-scale images.

We also consider VSS schemes for plural secret images in this thesis. We note that the known
VSS schemes for plural secret images can treat only BW binary secret images. Furthermore,
some definitions of such VSS schemes are not accurate in the sense of security. In other words,
decrypted images may leak out some information of the other decrypted images in such VSS
schemes. Hence, we carefully define the security condition of VSS schemes for plural secret
images. We also propose the construction methods of the secure VSS schemes that satisfy such
security conditions. Furthermore, we note that the proposed VSS scheme can treat color secret
images with shades, and hence, our VSS scheme includes most of previous VSS schemes as
special cases.
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Chapter 1

Overview of the Thesis

1.1 Whatis a Secret Sharing Scheme?

Due to the recent development of computers and computer networks, huge amount of digital
data can easily be transmitted or stored. However, we note that transmitted data in networks or
stored data in computers may easily be eavesdropped or substituted by enemies if the data are
not enciphered by some cryptographic tools. Therefore, information security is one of the most
important technologies in modern computerized society.

For secure data transmission against eavesdropping or substitution attacks, two important
technologies were invented in 1970’s, and the development of secure computer networks was
accelerated by the methods. They are the public key cryptosystem, which was proposed by
Diffie-Hellman in 1976 [34], and the Data Encryption Standard (DES), which is a secret key
cryptosystem adopted by the National Bureau of Standards in U.S.A. in 1977 [75]. The RSA
cryptosystem, which is the first practical public key cryptosystem proposed by Rivest-Shamir-
Adleman in 1978 [97], cleared the key distribution problem in secret key cryptosystems. Fur-
thermore, it is shown in [97] that the digital signature scheme can be realized by the public key
cryptosystems. Based on these public key cryptosystems, many useful cryptographic protocols
are designed. The DES was taken over by Rijndael [31] as the Advanced Encryption Standard
(AES) adopted by National Institute of Standard and Technology in U.S.A. in 2000. In this way,
information security for data transmission has been extensively studied.

In the case of secure data storage, we have the same problems such as eavesdropping and
substituting, and such threats can be overcome by the same cryptographic technologies. How-
ever, we may have other threats such as troubles of storage devices or attacks of destruction. In
order to prevent such attacks, we must make as many copies of the secret as possible. But, if we
have many copies of the secret, the secret tends to leak out, and hence, the number of the copies
should be as small as possible. This contradictive requirement can be solved by a secret sharing
scheme, which was proposed independently by Shamir [99] and Blakley [8] in 1979.

A secret sharing (SS) scheme is a method to encrypt secret information .S into n pieces called
shares Vi,Vs, ..., V,, each of which has no information of secret S, but S can be decrypted
by collecting several shares. For example, consider a (k,n)-threshold SS scheme illustrated in
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Vi )
Secret //v Vy I w S

Encryption into k shares
~— 7, shares >

\

Figure 1.1. A (k,n)-threshold secret sharing scheme

Arbitrary k — 1 No information
7 a7

or less shares of S

Vn)

Figure 1.1. In this SS scheme, any £ out of n shares can decrypt secret S but any &£ — 1 or less
shares do not leak out any information of S. Hence, even if n — k shares are destroyed by an
enemies, we can recover .S from the remaining & shares. Furthermore, even if an enemy steals
k — 1 shares, any information about S does not leak out. This means that the SS scheme is secure
against both destruction and stealing. We also note that the SS scheme is unconditionally secure
because the SS scheme is not based on any assumption of computational difficulties like the
factorization of integers or the calculation of discrete logarithms. Hence, it is appropriate for a
long time data storage. Furthermore, the SS schemes are expected to be used in the environment
of ubiquitous networks to share secrets among many entities.

1.2 Extensions of Threshold Secret Sharing Schemes

The original SS scheme by Shamir [99] and Blakley [8] is a (k, n)-threshold SS scheme. But, it
can be extended in two ways, which is shown in Table 1.1 and summarized as follows.

In the case of (k, n)-threshold access structure, we assume that every share is equally impor-
tant, but there are cases such that we want to make some shares more important than the others.
For example, consider the case that a secret is shared in a company as follows: A president
wants to distribute the shares of a secret .S to directors of the company in such a way as S can
be decrypted if and only if two vice-presidents or more than five directors except vise-presidents
cooperate with each other. In such cases, the shares of directors are less important than those of
vice-presidents. Since this decoding aspect cannot be realized by (k, n)-threshold SS schemes,
a general access structure must be introduced to attain the desired security. A general access

Table 1.1. Extensions of (k, n)-threshold secret sharing schemes

Threshold Type General Access Structure

Perfect SS schemes Shamir [99], Blakley [8] Itoh et al. [47]
Ramp SS schemes | Blakley-Meadows [9], Yamamoto [118], [119] Kurosawa et al. [71]
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structure consists of qualified sets and forbidden sets. A qualified set is the set of shares that can
decrypt the secret while a forbidden set is the set of shares that must not leak out any information
of the secret. In order to realize a secure data storage efficiency, we must make a size of each
share as small as possible, and hence, efficient coding methods for SS schemes with general ac-
cess structures must be established. It is known how to construct efficient (k,n)-threshold SS
schemes [99]. However, we have known no method to obtain efficient SS schemes for given
general access structures.

As another extension of (k, n)-threshold SS schemes, ramp SS schemes were proposed inde-
pendently by Blakley-Meadows [9] and Yamamoto [118],[119] in 1984. A ramp SS scheme is a
SS scheme with intermediate properties between qualified sets and forbidden sets. The first ramp
SS schemes [9], [119] are threshold SS schemes called (k, L, n)-threshold ramp SS schemes. The
(k, L, n)-threshold ramp SS schemes are designed such that a secret S can be decrypted from ar-
bitrary k-out-of-n shares but no information of .S cannot be obtained from arbitrary k£ — L or less
shares. Furthermore, from arbitrary £ — j shares for j = 1,2, ..., L — 1, some information of S
leak out with the amount of < in S. In the case of L = 1, (k, L, n)-threshold ramp SS schemes
reduce to (k,n)-threshold SS schemes, and hence, ramp SS schemes can be considered as an
extension of (k,n)-threshold SS schemes treated in Section 1.1. Furthermore, by introducing
ramp SS schemes, the coding rates of shares can be reduced compared with ordinal SS schemes,
and hence, ramp SS schemes can attain efficient coding rates at a little sacrifice of security. To
distinguish ordinal SS schemes from ramp SS schemes, ordinal SS schemes are called perfect
SS schemes. Furthermore, ramp SS schemes with general access structures were proposed by
Kurosawa et al. [71].

In the case that the number of shares n is large, it is cumbersome to specify whether each
subset of shares is a qualified set or a forbidden set in perfect SS schemes since the number
of subset of shares is 2". Hence, it is desirable to construct a SS scheme even in the case that
we don’t care the properties of some subsets of n shares. We call such an access structure
incomplete. Note that incomplete access structures can be considered for ramp SS schemes in
addition to perfect SS schemes.

1.3 Variations of Secret Sharing Schemes

SS schemes introduced in previous sections, e.g., [8],[99], are based on algebraic calculations
in their realizations. But there are some different realizations from ordinal SS schemes. In such
other realizations, some physical informations are used instead of numbers on finite fields. Table
1.2 shows what kind of secret information is used to realize each SS scheme. In this section, we
introduce such SS schemes.

Since we treat visual secret sharing (VSS) schemes in Part II of this thesis, we first give a
brief introduction to VSS schemes in the Section 1.3.1 and the other SS schemes will be reviewed
in Section 1.3.2.
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Figure 1.2. An example of a (k, n)-threshold VSS scheme

1.3.1 Visual Secret Sharing Schemes

A visual secret sharing (VSS) scheme, which originates from the visual cryptography proposed
by Naor-Shamir [81], may be one of the most well known realization of SS schemes.

The VSS scheme is a method to encode a secret image into several shares, each of which
does not reveal any information of the secret image. Each share is printed on a transparency, and
is distributed to one of n participants. The secret image can easily be decrypted only by stacking
the shares in an arbitrary order. For instance, an example of a (k,n)-threshold VSS scheme is
illustrated in Figure 1.2. Note that VSS schemes can be realized for not only (k, n)-threshold
access structures but also general access structures. Furthermore, VSS schemes for color and/or
gray-scale secret images can be constructed although the example in Figure 1.2 treats black-white
(BW) binary secret image.

We note that VSS schemes need no computation in decryption. This fact distinguishes VSS

Table 1.2. Variations of secret sharing schemes

Based on Name Secret information Proposed first by
Computers SS schemes Numbers in finite fields | Shamir [99], Blakley [8]

Visual cryptography Images Naor-Shamir [81]
Cerebral cryptography 3D images Desmedet et al. [33]
Human Optical cryptography Lights Desmedet et al. [32]
sense Audio cryptography Sounds Desmedt et al. [32]

Tempo-based audio Rhythms Chiou-Laih [26]

cryptography
Quantum Quantum SS scheme Numbers Hillery et al. [41]

information || Quantum SS scheme Quantum states Cleve et al. [28]
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scheme from ordinary SS schemes. Hence, VSS schemes can be used even in the case that any
electrical power or any computers cannot be used, e.g., in the case of disasters. We note that
VSS schemes are unconditionally secure. Therefore, VSS schemes are important and interesting
realizations of SS schemes.

In VSS schemes, we must have importance on the realization of clear decrypted images with
high contrast and high resolution rather than efficient coding rates.

1.3.2 Other Secret Sharing Schemes

In this section, we summarize several different realizations of SS schemes from ordinal SS and
VSS schemes.

The audio cryptography [26], [32], the optical cryptography, [32] and the cerebral cryptog-
raphy [33] are also SS schemes which use human senses in decryption in the same way as VSS
schemes. In the audio and optical cryptography [32], a secret and shares are sounds or lights
which can be considered as waves, and the interference of waves are used in decryption. In other
words, the waves of shares corresponding to a qualified set are strengthened each other to listen
to or to see the secret, but the waves of shares for a forbidden set are weakened each other to hide
the secret. The audio cryptography [32] is not unconditionally secure, although the tempo-based
audio cryptography proposed in [26] can guarantee unconditional security. In the tempo-based
audio cryptography, secret bits are encrypted into rhythms, and security assumptions are similar
to VSS schemes. The cerebral cryptography is a SS scheme based on the so-called stereogram.
The stereogram [56] is an illusion of eyesight that can perceive a 3-dimensional image from two
2-dimensional images. However, the security conditions are not clarified in [33].

Recently, quantum cryptography is extensively studied. As is the case with classical cryp-
tography, quantum cryptography is also designed for secure data transmissions or secure data
storage. The first quantum cryptography for data transmission is the so-called BB84 protocol pro-
posed by Bennett-Brassard in 1984 [5], which is a key distribution protocol. On the other hand,
for secure data storage, quantum secret sharing schemes are proposed in [28], [39], [41], [57].
Compared with classical cryptography, quantum cryptography has remarkable advantages such
that it can detect an eavesdropper and a dishonest participant by measurements of quantum states.
QSS schemes also have such advantages.

The first QSS scheme [41] is a three-party protocol based on three entangled particles called
Greenberger-Horne-Zeilinger (GHZ) state. In this QSS scheme, the measurement result for one
share can be determined by combining measurement results for the other two shares. Hence,
this method in [41] can be considered as an extension of a quantum key sharing scheme rather
than a QSS scheme. A (k, n)-threshold QSS scheme is considered in [57] as an extension of the
method in [41]. In QSS schemes treated in [41], [57], secret information is ordinary bits which
are encoded into quantum states. On the other hand, it is proposed in [28], [39] to encrypt a secret
quantum state into shares. It is shown in [28] that (k, n)-threshold QSS schemes can be realized
only in the case that n < 2k — 1, which comes from the requirement of the so-called no-cloning
theorem. Furthermore, in the case that a secret quantum state is a pure-state, it must hold that
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n = 2k — 1. It is also shown in [39] that QSS schemes for general access structures can be
constructed for any mixed-state secret quantum states if access structures satisfy the no-cloning
theorem. The coding efficiency of QSS schemes is also treated in [39], [87].

SS, VSS, and QSS schemes can guarantee unconditional security, but computationally secure
SS schemes are considered in [23], [69]. In the case of computationally secure SS schemes, the
coding rates of shares are much more efficient than unconditionally secure SS schemes [69].
Furthermore, such SS schemes can treat plural secrets dynamically without redistributing new
shares to participants secretly [23].

1.4 Overview of Backgrounds and Main Results

In this thesis, we treat SS and VSS schemes which will be appeared in Part I and II, respectively.
The background and the obtained results in both topics are summarized as follows.

1.4.1 Part I: Secret Sharing Schemes

We aim in Part I to construct efficient ordinary SS schemes. In order to establish efficient coding
methods of SS schemes, we have to derive the optimal coding rates or the lower bounds of coding
rates for SS schemes with a given general access structure.

In previous works for deriving the lower bounds for coding rates of perfect SS schemes, they
are often classified into two categories called ideal or non-ideal SS schemes, and the property of
access structures of SS schemes in each category is investigated. However, it is still difficult to
derive the lower bounds of coding rates for a SS scheme with a given general access structure
although it is easy to derive it for (k, n)-threshold access structures. Furthermore, there are few
studies of the evaluation of coding rates for ramp SS schemes with general access structures.
Hence, in this thesis, we analyze the coding rates of ramp SS schemes. As we have described
in Section 1.2, ramp SS schemes are extensions of perfect SS schemes, and our results include
some known results of coding rates for prefect SS schemes as special cases.

In order to derive the lower bounds of coding rates in ramp SS schemes, we first classify
shares into three categories called super-additive, additive, and sub-additive. Note that such clas-
sification is not needed in perfect SS schemes since all the shares are super-additive in prefect SS
schemes. Then, we clarify that the lower bounds of coding rates for sub-additive shares must be
different from the other two types of shares. Furthermore, we derive the lower bounds of coding
rates for super-additive and additive shares. Based on these results, we define a well-realized
ramp SS scheme as an extension of an ideal prefect SS scheme, and we analyze the access struc-
tures that cannot be well-realized as ramp SS schemes by deriving the lower bounds of coding
rates for such ramp SS schemes. These lower bounds are extensions of the lower bounds for non-
ideal perfect SS schemes derived by Blundo et al. [15]. Furthermore, our result also includes the
lower bounds of coding rates for ramp SS schemes with general access structures given in [88]
as special cases.
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We also propose a method to construct SS schemes with general access structures in Part I. It
is well known how to construct efficient (k, n)-threshold SS schemes although no efficient con-
struction method is known for arbitrary given general access structures. Actually, the cumulative
map by Itoh et al. [47]-[49] is a known simple construction method of SS schemes with gen-
eral access structures. But, it is generally inefficient, especially in the case that access structures
are close to (k,n)-threshold access structures. Note that the cumulative map is a realization of
so-called a multiple assignment map due to Itoh et al. [47]-[49]. The multiple assignment map
realizes a SS scheme with a given access structures by distributing shares of a (¢, m)-threshold
SS scheme such that ¢ or more shares of the (¢, m)-threshold SS scheme are assigned to qualified
sets but ¢t — 1 or less shares are assigned to forbidden sets.

In this thesis, we design the optimal multiple assignment maps using integer programming.
It is shown that the coding rate obtained by our method is more efficient than the coding rate
obtained by cumulative maps. Furthermore, the proposed construction is very simple, and hence,
it can easily be applied to SS schemes with general ramp and/or incomplete access structures.
Furthermore, this method may be applied to some other realizations of SS schemes with general
access structures shown in Section 1.3.2.

1.4.2 Part II: Visual Secret Sharing Schemes

In Part II, we propose some construction methods of VSS schemes, which are superior in the
viewpoint of the quality of decrypted images and the generalities of access structures.

In VSS schemes, each pixel of a decrypted image consists of a set of subpixels which is
represented by basis matrices. Hence, the construction of VSS schemes is equivalent to the
design of basis matrices. In previous works, however, it was difficult to derive basis matrices for
general VSS schemes since they are combinatorially defined. Therefore, many known studies on
VSS schemes treated only BW binary secret images, and there are few studies of VSS schemes
for color secret images because they must deal with more combinations of colors in basis matrices
compared with the VSS schemes for BW binary secret images. Based on such backgrounds, in
order to derive (k, n)-threshold VSS schemes with color images, a simple construction method,
which does not use combinatorial methods, was proposed by Koga [63] and developed in our
joint work [66]. This method is called algebraic construction, which can easily be implemented
compared with the known VSS schemes. However, this method could not be applied to VSS
schemes for BW binary secret images.

To improve such defects, Kuwakado-Tanaka modified the algebraic construction to deal with
BW binary images [72]. However, they proposed only the modification, but they did not analyze
the performance of the modified method. Hence, we clarify that the modified algebraic construc-
tion can attain the optimal (n,n)-threshold VSS schemes for gray-scale images, and we derive
the basis matrices of the optimal (n, n)-threshold VSS schemes for gray-scale images.

We also consider VSS schemes for plural secret images as extensions of VSS schemes for
single secret images. We note that known VSS schemes for plural secret images can treat only
BW binary secret images. Furthermore, some definitions of such VSS schemes are not accurate.
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In other words, it may occur that decrypted images leak out some information of the other de-
crypted images. Hence, we carefully define the security condition of VSS schemes for plural
secret images. We also propose the construction methods of the desired VSS schemes and it is
proved that the proposed VSS schemes satisfy such security conditions. Furthermore, we note
that the proposed VSS scheme can treat color secret images with shades, and hence, our VSS
scheme includes most of the previous VSS schemes as special cases.

1.5 Organization of Thesis

This thesis is organized into two parts. Part I treats ordinal SS schemes that are implemented
by algebraic computations on finite fields in computers, and Part II is devoted to give the gen-
eral construction methods of VSS schemes. The backgrounds and the known constructions of
ordinary SS and VSS schemes are summarized in Chapters 2 and 6, respectively.

Part I is organized as follows: In Chapter 3, we evaluate the coding rates of ramp SS schemes.
Chapter 4 is devoted to propose an efficient construction method of SS schemes. The proposed
method can be applied to SS schemes with ramp and/or incomplete access structures, which are
also treated in the same chapter.

Part II consists of two topics. In Chapter 7, we apply the algebraic construction given in
Chapter 6 and [66], [72] to VSS schemes for gray-scale images, and it will be shown that the
algebraic construction can attain the optimal VSS schemes for gray-scale images in the case
of (n,n)-threshold access structures. Then, in Chapter 8, we consider VSS schemes for plural
secret images. In this chapter, security conditions are carefully defined for such VSS schemes,
and we show how to construct VSS schemes satisfying the security conditions.

Finally, the summaries of obtained results and future works of Parts I and II will be given in
Chapters 5 and 9, respectively.

1.6 Notation

In this thesis, we use the following notation.

e X: A random variable. Random variables are usually represented by upper-case italic
letters in this thesis.

Fx: A finite field in which random variable X takes a value.

z: An instance of X, 1.e., x € Fx

e Px(z): Probability that X takes value x € Fy.

H(X): The Shannon entropy of X, which is defined by

H(X)= =Y~ Px(x)log Px(x). (1.1)

rE x
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The base of logarithm is 2 in this thesis.

e H(X|Y): The conditional entropy of X given Y, which is defined by

HX[Y)S Y Pe(y)H(X|Y =y)

Y€ v

= — Z Z Pxy(x,y) IOgPX|Y(37’y)- (1.2)

TE x YE v
e /(X;Y): The mutual information between X and Y, which is defined by
I(X:Y) ¥ H(X) - HX]|Y). (1.3)
e /(X;Y|Z): The conditional mutual information between X and Y given Z, which is

defined by

def

I(X;Y|Z)=HX|Z)- H(X|YZ). (1.4)
e X: A set. Sets are usually denoted by upper-case bold-faced letters.
e [ : A finite field in which set X takes values.
e | X|: The cardinality of X.
e X: The complement of X.

def

e X — Y: The difference of sets X and Y,ie., X - Y =X NY.

e X xY: The Cartesian productof X andY,ie., (X, V) e X xY if X € XandY €Y.
e X: A family of sets. Families are represented by upper-case script faced letters.

e x: A vector. Vectors are usually represented by lower-case bold-faced letters.

e 'x: Transpose of a vector .

e x: A color. We represent colors by lower-case san-serif faced letters. For example, red,
green, blue, yellow, magenta, and cyan are expressed by r, g, b, y, m and c, respectively.
Especially, black and white are expressed by 1 and 0, and a general color is represented by
X.

e x LI x": The mixture of colors x and x'. As an example, c LI y = g, which means that the
mixture of cyan and yellow is green.

e A ® B: The concatenation of matrices A and B which have the same number of rows, e.g.,
0 0O 11 00011
0O 00|®(1l1]|]=]000T11

0 0O 11 00011

(1.5)
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Chapter 2

Introduction to Secret Sharing Schemes

2.1 Background and Motivations

A Secret Sharing (SS) scheme is a method to encrypt secret information S into n pieces called
shares Vi,Vs, ..., V,, each of which has no information of secret S, but S can be decrypted
by collecting several shares. As we have described in Chapter 1, SS schemes are important
techniques for secure data storages. The SS scheme originated by Shamir [99] and Blakley [8]
is a (k,n)-threshold SS scheme, which means that any & out of n shares can decrypt secret S
but any k& — 1 or less shares do not leak out any information of S. The (k, n)-threshold access
structure can be generalized to so-called general access structures which consist of the families
of qualified sets and forbidden sets. A qualified set is a set of shares that can decrypt secret .S, but
a forbidden set is a share set that does not leak out any information of S. In this thesis, we usually
assume that every set of shares in 2 is specified with a qualified set or a forbidden set. We call
such an access structure complete. However, in the case that n is large, it is cumbersome to
specify an access structure completely, and hence, SS schemes with incomplete access structures
may be considered in practical uses.

The information theoretic analysis of SS schemes was first studied by Karnin et al. [58].
They evaluate the efficiency of SS schemes by the entropy of each share. Furthermore, it is
shown in [58] that H(V;) > H(S) must hold for the entropies of secret S and shares V;, i =
1,2,...,n, in the case of (k,n)-threshold SS schemes. This means that the rate of each share,
o H (V;)/H(S), must be p; > 1. This result is extended to SS schemes with general access
structures in [24].

In case that some sets of shares are allowed to have intermediate properties between the
qualified sets and forbidden sets, it is possible to decrease the entropy of each share H (V) less
than H(S), i.e., p; < 1, although the security is a little weakened. SS schemes which have the
trade-off between security and coding efficiency is called ramp SS schemes, which are proposed
independently by Blakley [9] and Yamamoto [118],[119]. To distinguish ordinal SS schemes
from ramp SS schemes, ordinal SS schemes are called perfect SS schemes. Note that perfect SS
schemes can be considered as special cases of ramp SS schemes. Although the ramp SS schemes
proposed in [9], [118], [119] are threshold schemes, ramp SS schemes are also extended to have

13
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general access structures in [71], [86], [88].

The perfect SS scheme attaining H(S) = H(V;) for all i is called ideal. There are many
studies of the ideal perfect SS schemes [21], [38], [84], [85], [98], [112], some of which point out
the correspondence between the access structures of ideal SS schemes and matroids. On the other
hand, the access structures of non-ideal SS schemes are investigated in [15], [22], [24], [30], [70],
[89], [114],[115]. Some examples of non-ideal SS schemes are first described in [24], and more
general examples of non-ideal SS schemes are presented in [15]. But, their examples cannot
include some non-ideal SS schemes, e.g., the case shown in [89] or [114], the former of which
is constructed based on combinatorial methods. In other words, it is not known what kinds of
access structures can be or cannot be realized as ideal perfect SS schemes.

In Chapter 3, we consider the coding rates of ramp SS schemes with general access structures
from the viewpoint of ideal and non-ideal ramp SS schemes. Ideal ramp SS schemes are defined
in [71] as extensions of ideal perfect SS schemes. But, we note from the lower bound of the
coding rate derived in [88] that many ramp access structures cannot be realized as ideal ramp
SS schemes. In other words, if we adopt the definition of ideal ramp SS schemes in [71], the
considerations of ideal ramp SS schemes tell nothing about the coding rates of most ramp SS
schemes. Hence, we introduce a notion of well-realized ramp SS schemes as other extensions of
ideal perfect SS schemes, and we evaluate the coding rates of ramp SS schemes based on this
new notion of well-realized ramp SS schemes as follows: First, we classify shares into three
categories, super-additive, additive, and sub-additive shares. Depending on this classification,
we show that the coding rates of sub-additive shares are larger than the ones of additive or super-
additive shares, and therefore, ramp SS schemes with sub-additive shares cannot be well-realized.
Next, by evaluating the lower bound of coding rate, we derive the condition that ramp access
structures only with additive and sub-additive shares cannot be well-realized. The lower bound
is an extension of the lower bound by Blundo et al. [15] for non-ideal perfect SS schemes.
Furthermore, it is shown that it includes not only the lower bounds of coding rates in [88] as
special cases, but also gives tighter bounds for some access structures. By using them, we can
discriminate the ramp access structures that cannot be well-realized.

(k,n)-threshold SS schemes have been studied by many researchers for perfect SS schemes.
But, there are only a few construction method that can be applied to general access structures.
Most of them are modifications of a monotone circuit construction [4] or a cumulative map [47],
which will be introduced in Sections 2.2.3.2 and 4.2, respectively. But, they are much inefficient,
especially in the case that an access structure is close to a (k, n)-threshold access structure with
k # n. Hence, the monotone circuit construction is extended to the so-called decomposition con-
struction [16], [104],[116], which can be used to derive the optimal SS schemes for some special
access structures. For instance, by the decomposition construction, we can derive the optimal
SS scheme if the number of shares are less than four [105],[106], or if access structures can be
represented by graphs with six vertices [113],[115]. However, the decomposition construction
cannot generate an efficient SS scheme in the case that the decomposed SS schemes cannot be
realized efficiently. Hence, this method is applied mainly to the access structures represented by
graphs [16], [104].
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In the case of ramp SS schemes for general access structures, construction methods are pro-
posed only in [71],[103]. But, the construction method in [71] always gives that H(V;) > H(S),
i.e., p; > 1, which does not take advantage of ramp SS schemes to decrease coding rates. On the
other hand, a construction method in [103] is much complicated since the construction is based
on monotone span programming.

In Chapter 4, based on these backgrounds, we propose a simple but efficient construction
method of SS schemes based on integer programming and a multiple assignment map, which
is a generalized concept of the cumulative map. Our method can attain the optimal multiple
assignment schemes, and hence, our method can always generate more efficient SS schemes
than the cumulative map. Furthermore, our method can also be applied to incomplete and/or
ramp access structures to derive the optimal multiple assignments. We show some examples that
our method can attain more efficient coding rates than the cumulative map.

We note that there are many researches for SS schemes outside of the scope of this thesis. In
the following, we summarize some of them.

The relations between SS schemes and error correcting codes are pointed out in [58], [76].
Especially it is shown in [58] that the substitution attack cannot be detected in ideal SS schemes.
In the case of Shamir’s threshold scheme [99], the secret leak out to a cheater if the cheater
submits a false share and legitimate participants try to detect the cheater. Hence, in [110], a
method is proposed to detect the cheater with high probability without leaking out the secret to
the cheater. A verifiable SS scheme is a SS scheme that can verify whether every participant with
a share in a qualified set decrypts the same secret, which is proposed first by Chor et al. [27] and
there are many researches on these subjects [3], [37], [93]-[95].

SS schemes can be considered as extensions of Shannon’s cipher communication system
[100]. Based on such considerations, source coding problems for secret sharing communication
systems are studied by Yamamoto [120], which can also be considered as more general settings
of ramp SS schemes with two or three shares. Furthermore, SS communication systems with two
discrete noisy channels [121] and with two Gaussian wiretap channels [122] are treated.

It is desirable to change a secret dynamically for the sake of security, and hence, a dynamic
SS scheme is proposed by Laih et al. [73]. On the other hand, the SS schemes that can change
shares dynamically without changing a secret is proposed by Herzberg et al. [40]. Furthermore,
Blundo et al. treat the dynamic SS schemes that can change a secret and an access structure [11].
Their results include the SS schemes with disenrollment proposed by Blakley et al. [7], which
can invalidate some shares when a secret is changed. These methods are called pre-positioned
SS schemes since all the changes of secrets and access structures must be previously known and
they must be encoded in pre-distributed shares in advance. In order to change a secret and an
access structure, a common public message is sent to all the participants. On the other hand, a
method is proposed in [90], [108] that SS schemes can change secrets and access structures even
if they are not known previously. But, it is pointed out that such protocols are insecure [74].

A SS scheme with plural secrets, which is called multi SS scheme, is first proposed by Karnin-
Greene-Hellman [58] and studied by Simmons [101]. This kind of SS schemes are related to
ramp SS schemes and dynamic SS schemes, which are pointed out in [18] and [55], respectively.
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Furthermore, the comparisons between SS schemes with plural secrets and with one secret are
considered in [29], and ideal SS schemes with plural secrets are treated in [54].

A secret function sharing scheme, in which a secret is a function rather than a value, is
proposed by Naor-Pinkas [80] as an extension of Shamir’s threshold schemes. They also pro-
posed an unconditionally secure 1-out-of-2 oblivious transfer based on the secret function shar-
ing schemes. This method is extended to ramp secret function sharing schemes, which can be
applied to a 1-out-of-/ oblivious transfer, by Kawamoto-Yamamoto [61].

Finally, we note that the decryption of Shamir’s threshold scheme requires the identification
information of each share. The anonymous SS schemes [20] is the threshold SS scheme that can
decrypt the secret from £ shares even if the ID information of shares are not known.

2.2 Basic Model of Secret Sharing Schemes

2.2.1 Access Structures

In the rest of this chapter, we describe basic models of SS schemes, according to [77], [91], [105].

Let V = {Vi,Vs,...,V,} be aset of shares, and denote by 2 the family of all subsets of V.
We represent the family of qualified sets that can decrypt secret information S and the family of
forbidden sets that cannot gain any information of S by .A; and Ay, respectively. I' = {A;, A}
is called an access structure. If the access structure satisfies (2.1) and (2.2), then it is called a
(k,n)-threshold SS scheme.

A ={Aec2 k<|A|l <n}, (2.1)
Ag={Ac2 :0<|A|<k—1). 2.2)

In SS schemes, it obviously holds that A; N Ay = . If it also holds that A; U Ay = 2 , the
access structure is called complete. Note that any access structure must satisfy the following
monotonicity.

Ac A = A cAforalADA (2.3)
Ac Ay = A cAyforalA'C A (2.4)

Therefore, we can define the family of minimal qualified sets and the family of maximal forbid-
den sets as follows:

AT ={Ac A :A—{V} & A forany V € A}, (2.5)
Af={AeAy: AU{V} & Ayforany V € V — A}, (2.6)

Note that the complete access structure can be determined from the minimal qualified set A7
or the maximal forbidden set .AaL from the monotonicity in (2.3) and (2.4) and the definition of
completeness, i.e., 43 U Ay =2 .
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Definition 2.1 For a given access structure I' = {4;, Ap}, we call V' € V' a significant share if
there exists a share set A € 2 such that AU {V'} € A; but A € Aj. A non-significant share is
called a vacuous share. O

Example 2.2 Consider the following minimal qualified sets .4, with four shares V' = {1}, V5, V3,
Vi}.

Ay = {1, Vel {1, Va}, {1, Vi} {Va, Vs, {Va, Vit ) 2.7)

From the monotonicity in (2.3), the qualified set .4; becomes

Al = {{‘/17 ‘/27 ‘/37 ‘/4}7 {‘/17 ‘/27 ‘/3}7 {‘/17 ‘/27 ‘/4}{‘/27 V?n ‘/4}7 {‘/27 V?n ‘/4}7
(W1, Va}, {V1, Vs}, {V1, Va}, {Va, Va}, {2, Va} . (2.8)

Since we assume that the access structure is complete, the family of forbidden sets are obtained
by Ag =2 — A, as follows.

Ao = {{Va, Va}, {1}, {Va}, {Va}, {Va}, 0} (2.9)

From the monotonicity in (2.4), (2.9) is equivalent to

Af = {{Vs5, Va}, {Wi}, {Va}}. (2.10)
O

For simplicity, we define the access structures of SS schemes by A; and/or AJ instead
of ' = {A;, Ay} in the following sections. Furthermore, we omit the empty set () from the
forbidden sets since it is obvious that () € A,.

2.2.2 Definitions of Secret Sharing Schemes

In this section, we define SS schemes for general access structures. We assume that secret S and
each share V; are random variables, which take values in finite fields Fs and Fy;, respectively.
Then, aset A = {V;,, Vi, ..., Vi, }(C V) takes values in F = Fy, x Fy, x --- x Fy, .

In the case that A C V is a qualified set, S is uniquely determined from A. Hence, we have
H(S|A) = 0, where H(S|A) is the conditional entropy defined by (1.2).

On the other hand, in the case that A C V is a forbidden set, S must be independent from
A. Letting Ps  be the joint probability distribution of (S, A), it must hold that

Pg (sla) = Ps(s) (2.11)

forany s € Fg and @ € F . If we represent the independence by the entropy functions, we have
H(S|A) = H(S) where H(S) is the entropy defined by (1.1). Therefore, SS schemes can be
defined as follows.
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Definition 2.3 Let ' = {A4;, Ay} be a given access structure with V' = {V}, V5, ..., V,,}. Then,
{I", V', S} is called a secret sharing (SS) scheme if it satisfies

H(S|A)=0 forany A € A, (2.12)
H(S|A) = H(S) forany A € A. (2.13)
O

In the case of (k,n)-threshold SS schemes, (2.12) and (2.13) become

H(S|A)=H(S) forany 0 < |A| <k —1, (2.14)
H(S|A)=0 forany k < |A| <n. (2.15)

For any SS scheme, the following theorem holds.

Theorem 2.4 (Karnin et al. [58], Capocelli et al. [24]) Let [' = {A;, Ay} be a given access
structure with shares V' = {V}, V4, ..., V,,}. Then, it holds for every significant share V; that

H(V;) > H(S). (2.16)

|

Note that Theorem 2.4 is proved for any general access structures [24] in addition to (k,n)
threshold access structures [58]. The proof of Theorem 2.4 is omitted since it will be given in
Chapter 3 as a special case of ramp SS schemes. The SS scheme attaining H(S) = H(V;) for all
1=1,2,...,nis called ideal.

Next, we consider what kind of .S can be realized as an ideal SS scheme.

Theorem 2.5 (Blundo et al. [19]) Let {I", V', S} be a SS scheme with a secret S. Then, for any
other secret S’ such that Fgs = Fg and Ps(s) > 0, Ps/(s) > 0 for all s € Fg, a SS scheme
{T", V', 5"} can be constructed from the SS scheme {I", V', S} without changing the entropy of
every A € Ay. O

Now, consider the case that S’ is uniformly distributed on Fg. Then, from Theorems 2.4
and 2.5, it must hold for any significant share V; that H(V;) > log |Fg| since we have H(V;) >
H(S'") =log |Fs/| = log |Fs|. Hence, the following theorem holds.

Theorem 2.6 (Blundo et al. [19]) Let I' = {A;, Ay} be a given access structure with shares
V = {V,Va,..., V,}. Then, it must hold for each significant share V; that

H(V;) > log|Fs|. (2.17)

|
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Note that any ideal SS scheme must satisfy H(V;) = H(S) < log |Fg| for all 7, where the last
inequality holds with equality if and only if Pg is an uniformly distribution. Hence, from (2.17),
an ideal SS scheme can be constructed only when S is uniformly distributed on Fg.!

It is also known that in the case of (k,n)-threshold SS schemes, an ideal SS scheme can
easily be constructed for any £ and n [99], which will be shown in the next section. Now, let
us define the coding rate of a share V; as p; H(V;)/H(S), fori = 1,2,...,n. Since each
p; may be different in the case of general access structures, it is cumbersome to treat every p;
independently in the case that n is large. Hence, we consider only the following average coding

rate p and worst coding rate p* in this thesis.

~ def 1 -
p = =) P (2.18)
n <
i=1
+ def A
pr = Mwax pi. (2.19)

Note that if p; = 1 for all 7, the SS scheme is ideal. Since p; > 1,7 = 1,2,...,n, must hold
for any access structures from Theorem 2.4, p = 1 or p* = 1 are the necessary and sufficient
conditions for a SS scheme to be ideal [24], [58].

Remark 2.7 Note that a vacuous share, i.e., a non-significant share, plays no roll in SS schemes,
and hence, p; = 0 can always be attained for every vacuous share V; in any access structure
I'. Furthermore, if there exists a vacuous share V; with p; > 0, the average coding rate can be
reduced by letting p; = 0 without changing the rates of significant shares. Hence, in this thesis,
we assume that every share in SS schemes is significant. O

2.2.3 Examples of Secret Sharing Schemes

In this section, we introduce two kinds of SS schemes proposed by Shamir [99] and Benaloh-
Leichter [4].

2.2.3.1 Shamir’s Threshold Schemes

Shamir’s threshold scheme is an ideal (k,n)-threshold SS scheme, which is constructed by the
following procedures.

Construction 2.8 (Shamir [99]) For a given secret S € Fg, let Ry, Ry ..., Rx_1 be independent
uniform random numbers on Fg. Then, the i-th share V; is constructed by V; = f(7), where f(x)
is the following polynomial of degree £ — 1 on Fg.

f(x) =S+ Riz' + Rya® + -+ + Ryt (2.20)

In this case, it holds that Fy, = Fy, = --- = [y, = Fg. a

'Note that Theorems 2.4-2.6 also hold in quantum settings, which is proved in [87].
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Next, we check that the share set V' obtained by Construction 2.8 satisfies Definition 2.3.
Now, we assume that S is uniformly distributed on Fg, i.e., H(S) = log|Fg|. Then, for any

share set A = {V;,,V,,,...,V; }, we have the following relation.
01 [1 00 - 0 [ 5 ] 10,.,0'5'
f(i1) 0 iy @7 - ift R 0 R
flio) | = | 0 iy 43 -+ i5" Ry | %] Ry |. @21
: A : : : M :
| flg) | [0 dg dg oo i | Reer | Ri1 |

In the case of ¢ = k, the matrix M is the so-called Vandermond matrix, which has the determinant

det M =[] (iv—id) (2.22)
1<u<v<k
Note that det M # 0 holds since ¢,, # 1, for any u # v. Hence, S and Ry, Rs, ..., Ry_1 can be
determined uniquely from f(i1), f(i2), ..., f(ix) by solving (2.21).
We also note that the solution of (2.21) can be obtained by the polynomial interpolation.

From k coordinates (i1, f(i1)), (i2, f(i2)), ..., (ix, f(ix)), f(x) can be constructed as
k k :
fla) = fa)]] f :ZZ : (2.23)
u=1 E;; uw v

k .
=3 fln) [ —=— (2.24)

v_iu

~

On the other hand, in the case of ¢ < k — 1, we have the following relation.

H(S|A) = H(SA) — H(A)

@ H(SR\Ry - Ry1) — H(A)

= H(S)+ H(R))+ HRy) + -+ H(Rir—1) — H(A)
_ klog|Fs| — H(A)

—
=

(c)
> klog |Fs| — (k —1)log |Fs|
= log |Fs| = H(S), (2.25)

where (a)(b)(c) hold because of the following reasons.
(a): SAand (S, Ry, R, ..., Rx_1) has one to one correspondence from (2.21).

(b): S, Ry, Ry, ..., Ri_1 are mutually independent.



2.2. Basic Model of Secret Sharing Schemes 21

(c): H(A) <log|Fg|F1.

Since it always holds that H(S) > H(S|A), we have H(S|A) = H(S). Therefore, any share set
V obtained by Construction 2.8 satisfies Definition 2.3. Finally, in the case that S is uniformly
distributed, Shamir’s threshold scheme is an ideal SS scheme since it holds that H(V;) = |Fy;| =
|Fs| = H(S) for all i.

Example 2.9 Let us consider a (3, 4)-threshold SS scheme over GF(17) with S = 10. If R; =5
and R, = 7, the polynomial of degree 2 becomes

f(x) =10 + 5z + 72>, (2.26)

Then, we have shares V; = 5, V, = 14, V5 = 3, and V; = 6. From (2.24), it is easy to check that
any three out of four shares can decrypt secret S. As an example, from V7, V5, and V}, we can
calculate secret S as follows.

2 4 1 4 1 2

S 52—14—1+ 1—24—2+61—42—4 0+ 0 (2.27)

|

2.2.3.2 Monotone Circuit Construction

A monotone circuit construction is a construction method of SS schemes for general access
structures, which uses (¢, t)-threshold SS schemes.

Construction 2.10 (Benaloh-Leichter, [4]) Consider a SS scheme for a secret S with a given

general access structure I' = {A;, Ao} where A] o {A1,As,...,A;}. For A; ={V;,, Vi,,...,

Vi bhi=12,...,¢letW 7 oo {W LWL W ‘}bethesharesetofan(|Aj|7 | A;)-
J J

11 7 12 7

threshold SS scheme with secret S, and let Z, 7 be defined by

J 3 g .
Z, 0 = {w )i viea, (2.28)
0 if VigA,

Then, each share for access structure I is given by
vi=Jz". (2.29)

|

It can be checked by the next example that the share set V' obtained by Construction 2.10
satisfies Definition 2.3.
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Example 2.11 Let us consider a SS scheme for a secret S with the access structure given by
(2.8) and (2.9) in Example 2.2. From (2.7), we have that A; = {V},V,}, Ay = {V1,V3},
A; = {Vi, Wi}, Ay = {V5, V5}, and A5 = {V5, V,}. Since it holds that | A;| = 2 for all i, we
first construct (2, 2)-threshold SS schemes for secret S as follows.

W t={W, " W, '} ={R1,S — Ri}, (2.30)
W 2 ={W, 2, W;2} ={Rs, S — R}, (2.31)
W s ={W, > W, *} ={Rs;,S — Rs}, (2.32)
W 4= {W, "W, *} ={R4, S — Ry}, (2.33)
W s ={W, > W,°} ={Rs5,S — Rs}, (2.34)
where Ry, R, ..., R5 are uniform random numbers on Fg. From (2.28) and (2.29), the set of

shares are determined as follows.

Vi={W, W, 2 W, *} ={Ry, Ry, Rs}, (2.35)
Vo ={W, ', Wy ", W, *} ={S— Ry, Rs, R}, (2.36)
Vs ={W; 2, W;*} ={S— Ry, S — Ry}, (2.37)
Vi={W,* W, °} ={Rs,5 — Rs}. (2.38)

It can easily be checked that (2.35)—(2.38) satisfy Definition 2.3. This construction method is not
ideal since it holds that p; = p» = 3, p3 = ps = 2,i.e.,, p = 2, and p* = 3. O

Remark 2.12 Construction 2.10, which is proposed originally in [4], is called the monotone
circuit construction because this method it is based on monotone boolean circuits as follows.

First, consider a binary representation {vq,vs,...,v,} € {0,1}" for a share set A C V
defined by
1 if V;eA
vi = { 0 if V, ¢ A. (2.39)
Then, let C(vy,v2,...,v,) be a boolean function such that its output does not change from 1

to 0 even if any input v; changes from 0 to 1. Such a boolean circuit is called a monotone
boolean circuit. Note that, from the monotonicity of access structures in (2.3), we can construct
a monotone boolean function such that the output is 1 if and only if all the inputs corresponding
to a qualified set are 1.

One realization of such a monotone boolean circuit is given by the following disjunctive
normal boolean formula,

Clui,va, ... v0) = \/ [/\ vi] , (2.40)

€Ay LVie

where disjunction V and conjunction A are “and” and “or” gates, respectively. In Construction
2.10, [\/y.c v;] corresponds to the decoding of the (| A[, | A|)-threshold SS scheme. See [4] for
more details. O



Chapter 3

Evaluations of Coding Rates in Secret
Shairng Schemes

3.1 Introduction

In a SS scheme, as shown in Theorem 2.4, the coding rate p; must satisfy that p; > 1 for each
significant share V;, and the SS scheme is called ideal if it holds that p; = 1 for any 7. Note that,
in SS schemes introduced in Chapter 2, we assume that every subset A € 2 is either a qualified
set or a forbidden set. But, in the case of ramp access structures such that some subsets of V'
are allowed to have intermediate properties between the qualified and forbidden properties, it is
possible to decrease the coding rate p; less than 1. The SS schemes having ramp access structure
are called ramp SS schemes [9], [119].

For example, in (k, L, n)-ramp SS schemes [9], [119], secret information S can be decrypted
completely from any & out of n shares, while no information of .S can be obtained from k& — L or
less shares. Furthermore, the information of S leaks out from arbitrary £k — 5 (1 < j < L — 1)
out of n shares with the amount of £ 7 (S). It is known that arbitrary (k, L, n)-ramp SS schemes
must satisfy that H(V;) > @ foralli = 1,2,...,n, and how to construct (k, L, n)-ramp SS
schemes attaining the equality [119]. Therefore, ramp SS schemes can achieve efficient coding
rate at a little sacrifice of security. Ramp SS schemes for general access structures are discussed
in [71],[86],[88]. In the case of L = 1, ramp SS scheme coincides with ordinal SS schemes,
and hence, ramp SS schemes are extensions of ordinal SS schemes. To distinguish ordinal SS
schemes from ramp SS schemes with L > 2, we call the access structure of ordinal SS schemes
perfect.

In this chapter, we consider the coding rates of ramp SS schemes for general access structures.
First, we point out that there may exist non-significant shares in ramp SS schemes, and we
classify shares into three categories as super-additive, additive, and sub-additive. Then, we show
that the lower bound of coding rate must be different depending on the categories. Based on
these arguments, we define well-realized ramp SS schemes as extensions of ideal perfect SS
schemes, which were defined in [71], and we analyze what kind of ramp SS schemes cannot be
well-realized. In perfect SS schemes, it is known that some access structures cannot become

23
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ideal [22], [24], [30]. Especially in [15], general access structures for non-ideal SS schemes are
represented, which includes the results of [22], [24], [30] as special cases. In this chapter, we
clarify the general access structures of ramp SS schemes that cannot be well-realized. The result
can be considered as an extension of the result in [15]. We note our result also include the
examples of ramp SS schemes that are not well-realized in [88] as special cases.

This chapter is organized as follows: In the next section, we define ramp SS schemes for
general access structures. In Section 3.3.1, we point out that there may exist non-significant
shares in ramp SS schemes and we classify the shares of ramp SS schemes into three categories.
Furthermore, we show that the lower bound of each share depends on the category of shares, and
we define well-realized ramp SS schemes as extensions of deal SS schemes defined in Section
2.2.2. Section 3.3.2 is devoted to give the sufficient condition that ramp SS scheme is not well-
realized, which is an extension of the result in [15]. Furthermore, we show that the ramp access
structure satisfying such condition includes the examples of non-ideal ramp SS schemes in [88]
as special cases. The contents of this chapter are appeared in [51].

3.2 Definition of Ramp Secret Sharing Schemes

In this section, we define ramp SS schemes based on [9],[71],[119] as an extension of SS
schemes presented in Section 2.2.2.

Let V be the set of shares and denote by 2 all the subsets of V. Suppose that L + 1 families
A; C2 ,5=0,1,2,..., L, satisfy the following.

H(S|A) = ?H(S), forany A € A, 3.1)

Equation (3.1) implies that secret S leaks out from any set A € A; with the amount of £ H(S).
Especially, S can be decrypted completely from any A € Aj, and every A € A, leaks out
no information of S. Note that, in the case of L = 1, ramp SS scheme reduces to ordinal
SS scheme defined in Section 2.2.2. To distinguish ordinal SS schemes from ramp schemes,
ordinal SS schemes are called perfect SS schemes. We call "' = {Ag, Ay, ..., AL} the access
structure of the ramp SS scheme with L + 1 levels. Without loss of generality, we can assume
that 4; N A;; = ) for j # j'. Furthermore, the access structure I'? is called complete if T
satisfies that Uf:o Aj=2 .

For example, the access structure of a (k, L, n)-threshold ramp SS scheme [9],[119] is de-
fined as follows:

Ac={Ac2 :0<|A|<k-L}, (3.2)
Ai={Ac?2 |Al=k—L+i} for1 <j<L-1, (3.3)
Ar={A €2 :k<|A|<n}. (3.4)

Note that (k, L, n)-threshold ramp SS schemes can easily be constructed by modifying Shamir’s
threshold SS schemes in (2.20) in Construction 2.8 as follows.

f(ﬂ?) = SO + 51371 —+ 4 SL_lﬂfL_l + RLxL + RL_HJ?L—H + -+ Rk_lﬂfk_l, (35)



3.3. Lower Bounds of Coding Rates in Secret Sharing Schemes 25

where a secret is an L-tuple {Sy, S1,...,Sr-1} and R, Rp41, ..., Rk are independent uni-
form random numbers. It is known that this construction can attain that p; = %, 1=1,2,...,n,
for any £, L and n.

Now, defining families A, and A;, j = 0,1,..., L, as

L
A U (3.6)
J
é U 3.7

the monotonicity of perfect SS schemes in (2.3) and (2.4) are extended as follows:

AcA; = A cAiforalA'D A (3.8)
AcA; = A cAjforal A CA (3.9)

Therefore, the minimal and the maximal families of an access structure denoted by '~ =
{Ay, AL, ..., AL yand TR = {AS, AT, ..., AL}, respectively, can be defined as

A ={Ac A A—{V} & Aforany V € A}, (3.10)

A}L:{AEAj:AU{V}%AjforanyVEQ — A} (3.11)

The coding rates p;, ©« = 1,2,...,n, the average coding rate p, and the worst coding rate p* can
also be defined in the same way as perfect SS schemes in (2.18) and (2.19).

From the above considerations, we can define the set function ¢ : 2 — {0,1,..., L} that

gives the level of A € 2 ,i.e., if A € Aj, then {(A) = j. Clearly, it holds that ¢(#)) = 0 and
¢(V') = L. From the monotonicity defined by (3.8), it also holds that

((A) < ((B), (3.12)

for any share sets A and B satisfying A C B. Furthermore, we have from (3.1) that

H(S|A) = (1 - E(L_A)) H(S). (3.13)

3.3 Lower Bounds of Coding Rates in Secret Sharing Schemes

In this section, we consider the lower bound of coding rate p; in ramp SS schemes. First, we
define a well-realized ramp SS scheme as an extension of an ideal perfect SS scheme. Then, we
discuss what kind of ramp access structures cannot be well-realized.

3.3.1 Well-realized Ramp Secret Sharing Schemes

The following lemma holds for ramp SS schemes.
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Lemma 3.1 Let I'* be an access structure with L -+ 1 levels. Then, for share sets A, B,C C V,

it holds that

((AC)+({(BC)— {{(ABC) +¢(C)}
L

[(A; B; S|C) = H(S), (3.14)

where I(A; B; S|C) is defined by I(A; B; S|C) % I(A; B|C) — I(A; B|SC) and the condi-
tional mutual information /(X;Y|Z) is defined by (1.4).! O

Remark 3.2 The left hand side of (3.14) can be considered as the information commonly con-
tained in random variables A, B and S with given C, intuitively. However, we note that
I(X;Y; Z|W) may be negative although the conditional mutual information /(X;Y|Z) is al-
ways non-negative [124]. We also note that /(X;Y'; Z|IW) takes the same value for any permu-
tationof XY, Z, e.g., [(X;Y; Z|W) = I(Z;Y; X|W). O

Proof of Lemma 3.1

I(A;B;S|C)=1(S;A;B|C) =I(S; A|C) — I(S; A|BC)
= H(S|C) - H(S|AC) — {H(S|BC) — H(S|ABC)}
((AC)+{(BC)—{{(ABC)+((C)}

_ - H(S), (3.15)

where the last equality follows from (3.13). O
From the definition of I (A; B; S|C), (3.14) can be transformed into

{(AC) + ((BC) — {{(ABC) + ((C)}
L

Hence, the following theorem by Dijk can easily be obtained by letting L. = 1 in (3.16).

I(A; B|C) = I(A; B|CS) + H(S). (3.16)

Corollary 3.3 (Dijk [115, Theorem 2.1.5]) Let I" be an access structure for a perfect SS scheme.
Then, for share sets A, B, C' C V/, it holds that

I(A;B|C)— H(S) if AC,BC € A, and C € A,
I(A;B|SC)=<( I(A;B|C)+ H(S) if AC,BC € Ay and ABC € A,, (3.17)
I(A; B|C) otherwise.

|

Note that the proof of Lemma 3.1 is simpler than Dijk’s proof. Furthermore, the next corol-
lary holds by letting C = () in (3.16).

Corollary 3.4 For any access structure ['? with L + 1 levels, it holds that

((A)+ ((B) — ((AB)
L

forany A, B CV. O

I(A;B) = I(A; B|S) + H(S) (3.18)

L . . . f
'For simplicity of notion, we use A B to represent the union of sets A and B, i.e., AB “fAUB.
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Letting B = {V;} C V in (3.18), we have

(A{Viy) — €(A) — (({Vi})
L

H(S) = —I(A;Vi: S). (3.19)

The left hand side of (3.19) represents how the security level changes when V; cooperates with
A. Now, we classify each share according to the sign of the change.

Definition 3.5 In a ramp SS scheme for an access structure I'" with L + 1 levels, if share V; € V
satisfies

Jmax, {0AV) = HA) = (({Vih)} > 0, (3.20)
Jmax, {0AV]) = HA4) = (({Vi)} =0, (3.21)
Jmax, {0A{V]) = HA) = (({Vi)} <0, (3.22)

then V; is called super-additive, additive, sub-additive, respectively. If V; is an additive share
with £(V;) = 0, then it is called a vacuous share. O

In the case that V; is a super-additive share, there exists a share set A such that A and V;
can obtain more information of S if they cooperate with each other than they do not gather
together. In the case of perfect SS schemes, i.e., L = 1, a super-additive share must satisfy
that /(A{V;}) = 1 and {(A) = 0 for some A C V. Hence, a super-additive share becomes a
significant share in this case.

If an additive share V; satisfies that ¢(V;) = 0, V; plays no roll, and hence, such V; is called
vacuous. However, in the case of additive share V; with ¢(V;) > 0, there exists a share set
A C V — {V;} that has the supplementary information of V; for S. For instance, let S =
{S0 5@ SN and V; = S®, i = 1,2,..., L, be a secret and shares, respectively. Then,
every share V;, i = 1,2,..., L, is an additive share with ¢(V;) > 0.

A sub-additive share may also occur in ramp SS schemes. From (3.22), sub-additive shares
may contain the same information of S. As an example, letting S = {S®, @ . S} be a
secret, and V; = SV, V; = {SW) 8@} i =2 3,..., L, be shares, the share V] is sub-additive.

Note that in perfect SS schemes with no vacuous shares, there is no additive and sub-additive
shares because each share V' € V' must satisfy that £({V'}) = 0. In the case of ramp SS schemes,
we also assume that no vacuous shares exist in the same way as perfect SS schemes, but non-
vacuous additive shares and/or sub-additive shares may exist.

The next corollary holds from (3.16).

Corollary 3.6 (Okada-Kurosawa [88]) In any ramp SS scheme for access structure ' with
L + 1 levels, it holds for any A, B C V that
@) ({(AB) —((A)

H(B|A) = I(B;S|A) + H(B|AS) ¥ - H(S) + H(B|AS), (3.23)

((AB) — ((A)
L

H(B) > max H(B|A) > max H(S). (3.24)
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Especially, by letting B = {V;} C V in (3.24), we have

((A{Vi}) — ((A)
pi = Cm?{cvi} 7 ) (3.25)

|

Note that equality (a) in (3.23) is obtained by replacing A and C' with B and A, respectively
in (3.16). In the case of perfect SS schemes, i.e., L = 1, it holds for any significant share V; that
ma>{< }{E(A{%}) — ((A)} = 1. Hence, Theorem 2.4, which gives the lower bound of p; for

c —-{vi

perfect SS schemes, can be derived from Corollary 3.6.

We note that the lower bound of p; given by (3.25) may not be tight because /(A; B) =
H(B) — H(B|A) may be positive for the first inequality in (3.24). Actually, we show that
(3.25) is not tight in the case of sub-additive shares.

Theorem 3.7 In any ramp SS scheme for access structure I'? with L + 1 levels, if V* € V is
sub-additive, then the coding rate of /°, say p’, satisfies that

({v’y ((A{V}) — ((A)
S

(3.26)

O
Proof of Theorem 3.7 From (3.18) and (3.23), we have

H(V?)
= H(V’|A)+1(V"; A)

L L
. e(A{vb}L) — e(A)H(S) L HA)+ e<{vb1}:) — E(A{Vb})H<S>
= MH(S). (3.27)

L

Hence, the first inequality in (3.26) holds. Furthermore, in the case of sub-additive shares, it

holds from (3.22) that forany A C V'
((A) +(({V°}) — ((A{V’})

L

This means that the second inequality in (3.26) holds. O
From Theorem 3.7, sub-additive shares are inefficient. But, their coding rates can be im-
proved by decreasing only the level of V', i.e., £({V"*}), to Cma?{(w}{é(A{Vb}) —/{(A)}, which

H(S) > 0. (3.28)

means that secret S becomes more secure against 1V°. Note that the new access structure obtained
by this modification still satisfies the monotonicity. This modification means that the sub-additive
share V° becomes additive, and hence, the lower bound of the modified V* can be evaluated by
(3.25). Hence, from the viewpoint of coding rates and security, we should take this modifica-
tion, by which all the shares become additive or super-additive and they satisty (3.25). Based on
(3.25), we now extend the notion of ideal perfect SS schemes to ramp SS schemes.
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Definition 3.8 A ramp SS scheme is called well-realized if every share V; € V satisfies

_ ((A{Vi}) — ((A)
pi = gm?{(‘/i} i . (3.29)

|

It is defined in [71] that a ramp SS scheme is ideal if p; satisfies p; = % for all 7 since any p;
must satisfy p; > 1. Since it holds that

((A{V;}) —4(A) _ 1
> _
) L =1

(3.30)

an ideal ramp SS scheme is a well-realized ramp SS scheme. Actually, any (k, L, n)-threshold
ramp SS schemes are ideal and well-realized.

But, there exist many ramp access structures that satisfies (3.30) with strict inequality. Hence,
from (3.25) in Corollary 3.6, there are many ramp SS schemes that are well-realized but not ideal.
The following is such an example.

Example 3.9 Consider the following ramp access structure 'l with three levels for three shares

V = {W, Vs, Vs}.
Ay = {{W1,Va}}, (3.31)
Ay = {{Va, V5}}, (3.32)
Ay = {Vi}, {1, Va}}. (3.33)

Then, a ramp SS scheme for I'!? is realized as follows.

Vi = {Ry, R}, (3.34)
Vo ={S1 — Ry, S — Ro}, (3.35)
Vs = {R:}, (3.36)

where a secret S is given by S = {51, S2} and Ry, R, are independent uniform random numbers.
It is easy to check that p; = po = 1 and p3 = %, and hence, the ramp SS scheme for Ff 1s well-
realized but not ideal. O

In the case of ideal perfect SS schemes with L. = 1, both sides of (3.30) becomes 1 because
for any significant share V; € V, there exist a share set A C V' — {V;} such that /(A{V;}) =1
and /(A) = 0. Hence, both of ideal ramp SS schemes and well-realized ramp SS schemes are
extensions of ideal perfect SS schemes. But, ideal ramp SS schemes may not be well-realized.

From Theorem 3.7, the following theorem obviously holds.

Theorem 3.10 Any ramp SS schemes with sub-additive shares cannot be well-realized. O

Note that we need not care Theorem 3.10 in the case of perfect SS schemes since there exists
no sub-additive share. In the next section, we show that there exist ramp access structures that
cannot be well-realized.
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3.3.2 Ramp Access Structures With No Well-realized Ramp Secret Shar-
ing Schemes

In this section, we show that even if all the shares V;, ¢« = 1,2,...,n, are super-additive or
additive shares, there exist an access structures that cannot be well-realized.

Lemma 3.11 For a ramp SS scheme with access structure I'? with L + 1 levels, let { X;}™, and
{Y;}, be partitions of A and B, respectively,i.e., A = J,_, X, B =] Y5 XiNXp =

Y :NY = (O for k # k. Note that X ;, and Y, may be empty. Then, /(A; B) can be represented
as

(Zﬁ +/(A AB)) @ + 7, (3.37)

where 9J; and T are defined for B; = UZ:1 Y ; and B, = () by

9; < U(X,B;) — ((X;Bj), (3.38)
TN {I(X; Y4B 1) + (A - X;;Y,|X;B; 1 S)}, (3.39)
=1
which are non-negative. O

Proof of Lemma 3.11

I(A; B)
® 1A B|S) + ﬁ(A)+£(L;)—£(AB)H<S>
_ i [(AY B, ,8) + 1A) M(? —HAB) g
_ ig(Xj; Y 1B, S) + 1A~ XY X,B,,5)) + AP ZHAB)
o i{ I(X;;Y;Bj1) + [(A— XY X;B;j.S5)
U(X;B;) + {(Bj-1) z UX;Bj1) — £<Bj)H(S)} L uA)+ f(BL) - E(AB)H(&

Zﬁj + ((By) — {(B,,)

H(S) | U(A) +(B) - (AB)
L L

NE

IS
I

9, + ((A) — E(AB)) H<LS) +, (3.40)

<.
I
N



3.3. Lower Bounds of Coding Rates in Secret Sharing Schemes 31

where equalities (a) and (b) are obtained from (3.18) and (3.16), respectively, and equality (c)
holds because B,, = B and ((B,) = 0. O

From (3.23), we have

((AB) - ((B)
L

Hence, adding both sides of (3.37) and (3.41), we obtain

H(A|B) =

H(S)+ H(A|BS). (3.41)

H(A) = (i 9; 4 L(A) — e(B)> @ + 7T + H(A|BS). (3.42)

Since Y and H(A|BS) are nonnegative, the next theorem holds.

Theorem 3.12 In any ramp SS scheme for access structure I'? with L + 1 levels, H(A) is
bounded by

S H(S)
> ; —{(B) | —= 4
H(A) > (;ﬁﬁf(A) “ >> 7 (3.43)
where 1, is defined in (3.38). Hence, at least one share V; € A must satisfy
1 m
p; > TTA] (; 0+ 0(A) — e(B)> . (3.44)
O

Letting L = 1 in Theorem 3.12, we have the following corollary.

Corollary 3.13 (Blundo et al. [15], Padro-Saez [92]) In perfect SS schemes, if there exist par-
titions of A, B - V such that g(XZBZ) = 1, £<Xsz—1> = O,Z = 1, 2, o, Mm, and f(B) = 0, it
holds that

s  (MEDHES) ifACA

B { mH(S) if A€ A. (3.45)

Therefore, in the case of A € A, at least one share V; € A must satisfy p; > ™% and hence,

m 9

such SS schemes are non-ideal. O

We can know from Corollary 3.13 that the access structure treated in [24], [30] cannot be
realized by ideal perfect SS scheme as shown in the following example.

Example 3.14 (Capocelli et al. [24]) Let us consider the following access structure with four
shares.

Ay ={{V1, Va}, {Va, Va}, {V5.Vi} ) (3.46)
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Let A = {V},V,} € Ay and B = {Vj3,V,}, and consider their partitions such that X; = {14},
Xy, ={W}L Y, ={Vs},and Yo = {V;}. Then, we can obtain from (3.45) that H(V,V5) >
3H(S), and hence, it must hold for i = 1 or i = 2 that p; > % In the same way, we obtain that
H(A) > 3H(S) forany A € A . Therefore, this access structure cannot be realized as an ideal
SS scheme. O

Next, based on Theorem 3.12, we consider the ramp SS schemes treated in [88] and we show
that they are not well-realized.

Example 3.15 Consider the following access structure I'Y with 3 levels for share set V' =
{Vi, V2, V3, Vil

Ar ={{W,Va}, {Va, Vi}}, (3.47)
Ay ={{V1, V2, Va}}. (3.48)
Then, it must hold that H (V1 V,) > 2H(S) and H(V2V,) > 2H(S). O

Note that each share in T'} is super-additive. We can easily prove that H(V;V,) > 2H(S)
from Theorem 3.12 by letting A = {V,V,}, B = {V,, V3}, X1 = {V4}, Xo = {1}, Y, =
{Vo} and Y, = {V3}. Similarly, by letting, X; = {V4}, Xo = {V2}, Y, = {Vi}and Y, =
{V5}, we have H(V,V,) > 2H(S).

In order to realize the access structure I'} as a well-realized SS scheme, it must hold that
H(Vi) = H(S), H(V2) = H(S), and H(V,) = 1 H(S) from Definition 3.8. But this contradicts
the result of Example 3.15. Hence, the ramp access structure '} cannot be well-realized.

Example 3.16 (Okada-Kurosawa [88]) For the access structure Ff defined in (3.47)—(3.48), it
must hold that H(V1V,) > 2H(S) and H(V2Vy) > 2H(S), and hence, if S is uniformly dis-
tributed,

log |Fy, | + log |Fy,| > 2log |Fs|, (3.49)
log |Fy,| + log |Fy,| > 2log |Fs|. (3.50)

The ramp SS scheme attaining the inequalities (3.49) and (3.50) with equalities is realized as

follows.
Vi ={Ry, R3}, (3.51)
Vo = {Ra, Ra}, (3.52)
Vs ={Ry+ Ry + S1, Ry + Rs + Sa}, (3.53)
Vi=A{R1+ 51, R2 + S1}, (3.54)

where secret S is given by S = {51, S2} and Ry, Ry, ..., R4 are independent uniform distributed
random numbers. O
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Example 3.17 Consider the following access structure I'Y with L = 2 for share set V =
{Vi, V2, Vs, Vi, V51

A ={{Vi} {51}, (3.55)
Ay ={{Vi, Vst {Va, Va}, {V5, V5 }, {VA, V2, Vs, Vi 1. (3.56)
Then, it must hold that H (V2V5) > 2H(SS). O

Example 3.17 holds from Theorem 3.12 by letting A = {15, V5}, B = {V4, V5, V5, V,},
X =0, Xy, ={V5}, X5 ={WVh, Xa =0,Y, = {Vi}, Yo = {3}, Y3 = {1}, and
Y, = {Vh}. It is easy to check that each share in T'}! is super-additive but 'Y cannot be well-
realized.

Furthermore, since it must hold from (3.25) that H (V;) > H(S), we have H(V})+H (V,V5) >
3H(S), we have the following example.

Example 3.18 (Okada-Kurosawa [88]) For the access structure I'Z defined in (3.55) and (3.56),
if S is uniformly distributed, we have that

log |Fy, | + log |Fy,| + log |Fyv. | > 3log |Fg]. (3.57)

The ramp SS scheme attaining the inequality in (3.57) with equality is realized as follows.

Vi = {Si, R}, (3.58)
Va = { R}, (3.59)
Vs = {Rs}, (3.60)
Vi={Ri+ R+ Rs + S2}, (3.61)
Vs = {Ss, R2 + S1, R3 + S5}, (3.62)

where secret S is given by S = {S1, 52} and Ry, Ry, R3 are independent uniformly distributed
random numbers. O

Note that Example 3.17 cannot be derived from Example 3.18.

From the above examples, Theorem 3.12 can be used to check whether given access struc-
tures, e.g., the ones treated in [15], [88], can be well-realized or not. However, a general coding
method to attain the inequality in (3.43) with equality is not known although the inequalities
(3.49), (3.50), and (3.57) can be attained with equality by known methods.

3.4 Conclusion

In this chapter, we defined ramp SS schemes for general access structures and considered their
coding rates. In ramp SS schemes, we classified shares into three categories, and we derived the
lower bound of coding rates for each category of shares. Then, we defined well-realized ramp
SS schemes as extensions of perfect ideal SS schemes. Furthermore, we showed that Theorem
3.12 can be used to check whether given access structures can be well-realized or not.






Chapter 4

Constructions of Secret Sharing Schemes
Based on Integer Programming

4.1 Introduction

In this chapter, we consider the construction method of SS schemes for general access structures.
As shown in Section 2.2.2, the efficiency of SS schemes is measured by the entropy of each
share. It is known that the entropies of secret S and shares V;, © = 1,2,...,n, must satisfy
H(V;) > H(S) for any access structures [24],[30],[58]. On the other hand, in the case of
(k,n)-threshold SS schemes, the optimal SS schemes attaining H(V;) = H(S) can easily be
constructed [99]. However, it is hard to derive efficient SS schemes for arbitrarily given general
access structures although several construction methods have been proposed.

For example, the monotone circuit construction [4] shown in Section 2.2.3.2 is a method to
realize a SS scheme by combining several (m, m)-threshold SS schemes. This method is simple
but inefficient, and hence, it is extended to the decomposition construction [104], which uses
several decomposed general SS schemes. Although the decomposition construction can attain
the optimal coding rates for some special access structures, it cannot construct an efficient SS
scheme in the case that decomposed SS schemes cannot be realized efficiently.

On the other hand, for any given general access structure, a SS scheme can be constructed
from a (¢, m)-threshold SS scheme by a multiple assignment map such that ¢ or more shares of
the (¢, m)-threshold SS scheme are assigned to qualified sets but ¢ — 1 or less shares are assigned
to forbidden sets. A cumulative map is a simple realization of the multiple assignment map [47]-
[49], and from its simplicity, it is often used in visual secret sharing schemes for general access
structures [1], [66], which will be treated in Section 6.4. However, it is known that SS schemes
constructed by the cumulative map are generally inefficient, especially in the case that access
structures are close to (k, n)-threshold SS schemes with k& # n. Recently, a modified cumulative
map is proposed to overcome this defect [109]. But, the modified cumulative map is not always
more efficient than the original cumulative map.

In this chapter, we propose a new construction method that can derive the optimal multiple
assignment map by integer programming. The proposed construction method is not only very

35
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simple but also optimal in the sense of multiple assignment maps. Furthermore, it can be applied
to incomplete and/or ramp access structures.

This chapter is organized as follows. In Section 4.2, we introduce the multiple assignment
map. We also introduce the construction methods of the cumulative map and the modified cu-
mulative map, and we point out their defects. To overcome such defects, we propose a new
construction method of the optimal multiple assignment map by integer programming in Section
4.3. Finally, Sections 4.4 and 4.5 are devoted to present the applications of the proposed method
to incomplete access structures and general ramp access structures, respectively. The contents of
this chapter are appeared in [50].

4.2 Multiple Assignment Schemes

Let I" = {A;, Ay} be a given general access structure with family of qualified sets .A;, family of
forbidden sets Ay, and share set V- = {Vi, V5, ..., V,,}. Then, for a share set of a (¢, m)-threshold
SS scheme, W .,y = {Wl(t), WQ(t), e Wéf)}, we consider amap ¢r : {1,2,...,n} —2 @«m
and a map ®r(A) which is defined as $r(A) of Uv.e ¢r(i) for share subset A C V.. Then,
or is called a multiple assignment map for access structure I if each share V; is determined by
Vi = or(i) and ®r(A) satisfies the following conditions:

Br(A)| >t ifAE A, 4.1)
Br(A)| <t—1 if A€ A, 4.2)
Br(V) = W itm). (4.3)

To distinguish Wj(t) € W m) from the shares V; of I, we call Wj(t) a primitive share.

Since any (¢, m)-threshold SS scheme can easily be constructed as an ideal SS scheme [58],
[99], we assume in this chapter that the (¢, m)-threshold SS scheme with W, ,,,) = {Wl(t), WQ(t),
ey Wﬁf)} is ideal. Then, the average and worst coding rates defined by (2.18) and (2.19) become

I .

p==> ler@l: (4.4)
i=1

P = max lor (i), (4.5)

respectively, since it holds that p; = |¢r(7)].

In the case of ¢ = m, it is known that the multiple assignment map ¢r satisfying (4.1)—(4.3)
can be realized for any access structures [47]-[49]. Suppose that access structure I' = {A;, Ao}
has

Al ={F,,F,....F,}. (4.6)

Note that m = | AJ|. Then, consider a map ¢ : {1,2,...,n} — 2 mm defined by

u= U {wim}, (47

J3Vié
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where F; € AJ and W, ) = {Wlm), WQ’”), o W&m)} is the set of primitive shares of an
(m, m)-threshold SS scheme. The multiple assignment map r is called a cumulative map.

Example 4.1 Assume that n = 4 and an access structure I'; is defined by

AT = ({1, Vo, Va3, {V4, Vi }, {Va, Vi }, { V3, Vi } ), (4.8)
AL = {{ni, o}, {1, 3}, {Va, Va}, {Vi}}. (4.9)

Then, m = |A{| = 4, and the cumulative map ¢r, is given from (4.7) as follows.

Vi = o, (1) = {wi? Wi}, (4.10)
Va = ur,(2) = {Wi", Wi}, @.11)
Vi = ur,(3) = {W", Wi}, (4.12)
Vi =ur, (4) = {wi, Wi wit ). @.13)
In this example, it holds that p = 2 and p* = 3. ]

It is known that the next theorem holds for the cumulative map .

Theorem 4.2 (Simmons et al. [102]) For any multiple assignment map ¢r : {1,2,...,n} —
2 m with ¢ = m, it must hold that |[W (,, )| > |A{], i.e., m > |A7]. The equality holds if
and only if ¢r(7) is equal to the cumulative map v (i) defined by (4.7).! O

Theorem 4.2 means that, in the case of ¢ = m, the cumulative map ¢)r can minimize the
number of primitive shares m. But, the minimization of m does not mean the realization of an
efficient SS scheme generally because it does not minimize the average coding rate p and/or the
worst coding rate p*.

For instance, consider the case that I' is a (k, n)-threshold access structure with k& # n. If
we construct shares V; by the cumulative map ¢ for this I', each V; must consist of the (Zj)
primitive shares of an ((,",), (,",))-threshold SS scheme because of | A | = (,",). This means
that p = p* = (,",). But, if we use the (k, n)-threshold SS scheme itself, we have p = p* = 1
because each V; consists of one primitive share. Hence, the cumulative map is quite inefficient
in the case that I is close to a (k, n)-threshold access structure. In order to overcome this defect,
a modified cumulative map is proposed in [109] based on (¢, m)-threshold SS schemes. The

modified cumulative map ;. is constructed as follows.

Construction 4.3 (Tochikubo [109]) For a given I' = { A, A7} and a positive integer g o
min |A], let Go C A7 be the family defined by

€A;

Go={G € A : |G| > g}. (4.14)

'We assume that all ¢r’s obtained by all permutations of F';’s in (4.6) are the same.
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When Gy = {G1,Ga,...,G,}, let p; def |G;| — g+ 1fori=1,2,... u,and g; def Z;lej.
Then, consider a (g+qu, n—i—qu) threshold SS scheme and the set of primitive shares W ;. ni4.)

= {(wlte) yylota) Wr(lf;]q“ }. Furthermore, let U; be the subset of primitive shares de-
fined by
(9+qu (9+qu (9+qu
U {an-q,q 1+1» an—q,q 1420 - an—q,q } ) (415)

where gy = 0. Then, the modified cumulative map /1. is defined by

v = {wirebud | Ui (4.16)

JVig

|

In the case that I' is a (k, n)-threshold access structure, it holds that i[-(i) = {m(k)} for
= 1,2,...,n [109]. Hence, the modified cumulative map v is efficient if I" is close to a
(k,n)-threshold access structures. Furthermore, it is shown [109] that if the access structure I’
satisfies
n

A = 1Gol = (u = 1G0)* 2 = (4.17)

then it holds that >y, [¥rp(i)] < > y.c  [¥r(i)], which means that the average coding rate
of ¢ is smaller than r.

But, as shown in the following example, ;- is not always more efficient than v if I" does
not satisfy (4.17).

Example 4.4 Consider the access structure ['; given by (4.8) and (4.9) in Example 4.1, which
does not satisfy (4.17). Since we have that g = 2 from (4.8), Gy becomes Gy = {{V1, Va}, {V4, V5},
{Va, V3}} def {G1, G5, G3}. Furthermore, since we have that p; = po = p3 = land g3 = 3,U,’s
are determined as U, = {W"}, Uy = (WP}, Uy = {WP} for W5y = (W WP
W ")}, Finally, we have from (4.16) that

Vi = uf, (1) = {wi?, W}, (4.18)
o, (2) = {mf Wi} (4.19)
o, (3) = {wi® Wi}, (4.20)

Vi =i, (4) = Wi Wi W wi} @21

In this example, the coding rates are given by p = g and p* = 4, which are larger than the coding
rates of Example 4.1, i.e., p = 2 and p* = 3. O

Note that (4.17) does not guarantee that the worst coding rate p* of ¢} is smaller than .
Actually, the next example shows the case that ¢} attains smaller average coding rate but gives
larger worst coding rate than r.



4.3. Optimal Multiple Assignment Maps 39

Example 4.5 Consider the access structure [’y given by

Al_ = {{‘/17 ‘/27 ‘/37 ‘/5}7 {‘/17 ‘/27 ‘/4}7 {‘/17 V?n ‘/4}7 {‘/17 ‘/47 ‘/5}7

{Va, V5, Vi }, {Va, Vi, V5 }, {V3, Vi, Vs }} (4.22)
= {{V1, V2, V3},{V1, Vo, V5 }, {V1, V3, V5 }, { V2, V3, V5 },

{Vi, Va}, {Va, Va}, { V5, Va}, {Va, V5 }}. (4.23)

Then, the cumulative map vr, is constructed as follows:
— (1) = {WAES), w® Wi WS(S)} (4.24)
U, (2) = {W;&, we® w®, wg8>} (4.25)
Uy (3) = {WQ(S), w® W, wg8>} , (4.26)
Vi = r,(4) = {wi¥ Wi i i} (427)
= Y, (5) = {Wfs), w® w®, Wés)} , (4.28)
which attains that p = p* = 4. On the other hand, the modified cumulative map v, is given by
=, (1) = {w". "} (4.29)
=t (2) = {wi" "} (4:30)
= 0, 3) = {wi" w0, (431)
Vi =i, (4) = Wi Wi Wi w wi | (432)
W, (5) = {Wé”, Wg”}. (4.33)

Observe that the rates of ¢r,, are given by p = %, p* = 5. Hence, ¢ gives smaller p but larger
p* than ¢p. O

As shown in Examples 4.4 and 4.5, the modified cumulative map cannot always overcome the
defects of the original cumulative maps. Hence, in the next section, we propose a construction
method of multiple assignment maps that can attain the optimal average or worst coding rates
based on integer programming.

4.3 Optimal Multiple Assignment Maps

For a multiple assignment map or : {1,2,...,n} -2 ¢m AC V,andk € {0,1,...,2"—1},
let X 4)» be a subset of W,y defined by

Xup=1| () ec@|n| [) ex®], (4.34)

i:[k]y ' =1 i:[k]5 ' =0
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Figure 4.1. Relation between ¢r(i)’s and X ;’s in the case of n = 3.

where [£]} denotes the binary number of integer & with n bits, and [k]}" is the i-th least significant
bit of [k]. For example, in the case of k = 5 and n = 4, it holds that [5]4 = 0101, [5]5" = [5]5° =
1, and (4.34) becomes X191 = g0p(4) Ner(3) N g0p(2) N ¢r(1). For simplicity, we abbreviate
X [kjp as X . Figure 4.1 is the Venn diagram which shows the relation between X ;’s and ¢r()’s
in the case of n = 3. Then, it is easy to check that X ;’s satisfy the following equations for an

arbitrary n, N Lhon _ l,andany A C V.

X, =0 (4.35)
XN Xy =10 if ke # k' (4.36)
iy=J Xxx (4.37)
k:[k]y =1
A)= | er(i U Xk (4.38)
Vi€ Rk

for some V;e

N
=Jxx (4.39)
k=1

Note that (4.35), which means that ();__, goF—(z) = (), follows from the fact that primitive shares not
contained in any share are not necessary in ['. Hence, we consider only X, fork =1,2,... . N
in the following.

Letting 2, = | X x|, the cardinality of ®r(A) is given by

|Or(A Z Tk, (4.40)

k: [k n l
for some v; €

from (4.36) and (4.38). For a set of shares A = {V;,,V;,,...,V;,}, define an N-dimensional
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row vector a(A) def [a(A)1,a(A)s, ..., a(A)N] € {0,1} as
0 if [k =[k]y™ = =[k]3™ =0

1 otherwise. @41)

o4y~ {

Then, the right hand side of (4.40)can be represented by inner product a(A) - © where x o
(1,22, ..., zN]|. Furthermore, denoting the Hamming weight of [k]} by Ay, it holds from (4.37)
that

leor \—Z > xk—zhkxk—h z, (4.42)
=1 g g)i=1

where h = [h, hs, ..., hy] € ZV. Hence, the average coding rate j in (4.4) is given by + h - @.
Now, from (4.40)—(4.42), we can formulate the integer programming problem IP;(I") that
minimizes the average coding rate p under the constraints of (4.1) and (4.2) as follows:

1P, (1)
minimize h- -z
subjectto a(A)-x >t for Ae Al
a(A)-z<t—1 for A€ A
x>0

The optimal multiple assignment map @r that attains the minimum average coding rate can
be constructed as follows. First, let & = [¥1, %o, ..., Zy] and f be the minimizers of the integer
programming problem IP;(I"). Then, for m o |Op(V)| = SO0, &1, we use a (,m)-threshold
SS scheme with primitive shares W ; ;) = {Wl(f), WQ(E), cee ng) }, and for each £ we assign
Ty, different primitive shares of W ; 5,y to X';, under the conditions (4.36) and (4.39). Finally, the
multiple assignment map ¢r is obtained by (4.37).

Remark 4.6 In the case of perfect SS schemes, without loss of generality, we can assume that
zy =0, ie, Xy = (), ¢r(i) = 0 because it is not necessary to consider the set of primitive
shares commonly contained in all the shares. O

In the same way as IP;(I"), the integer programming problem IP,-(I') that minimizes the
worst coding rate p* can be formulated as follows:

IP,(1)
minimize M
subjectto  a(A)-x >t for Ae Al

a(A)-z<t—-1 for AcAf
a{V}) - x<M for VeV
x>0
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The multiple assignment map ¢ attaining the minimum p* can also be constructed in the
same way as the construction of Qr.

Example 4.7 For the access structure I'; defined by (4.8) and (4.9) in Example 4.1, the integer
programming problem IP;(I';) can be formulated as follows:

IP;(I')
minimize 1 + To + 223 + x4 + 225 + 226 + 37 + T8 + 229 + 2210
+3$11 + 25612 + 3%13 + 3%14

subjectto 1 + X2 + X3+ x4+ x5 + T + T7 + X9
+x10 + 211 + T12 + T13 + T14 2
$1+$3+$5+$7+$8+$9+1’10+$11+$12+l’13+$142
$2+$3+$6+$7+$8+$9+l’10+$11+$12+l’13+$142
$4+$5+$6+$7+$8+$9+l’10+$11+$12+l’13+$142

~ ~+ ~+

T+ rotaxst+as+axg+rr+r9g+xiotaxnn triztra t—1
T+ r3taxst+as+axg+rrt+rgtaxnt+rxetrztra t—1
I2+$3+l’4+$5+$6+l’7+$10+$11+l’12+$13+$14§t—l

Ts+rx9g+ a0+ T+ x0+ T3+ < t—1

x> 0k=1,2,...,14

From Remark 4.6, we assume that 215 = 0. By solving IP;(I';),? we obtain that the value of the
objective function is 5 which is attained by the following minimizers:

Gi=dy=ds=1,d5=2, 7 =0 fori=3,5670910,...,14, andi=3. (4.43)
Then, m is given by m = Z,lﬁil Zr = 5, and X’s become

X, = {Wf?’)}, X, = {WQ(S)}, X, = {ng?’)}, Xg = {Wf’), 5(3)}, (4.44)

where W (3.5 = {Wf?’), A wg3>}. Finally, from (4.37), @r, is constructed as

Vi =on (1) = {w}, (4.45)
Ve = gr,(2) = (W}, (4.46)
Vi =n(3) = {wi”}. (4.47)
Vi=gr,(4) = (W WL (4.48)

In this case, we have that p = 2 and p* = 2, which are smaller than the coding rates of ¢r, and
Y. Integer programming problem IP,.(I';) derives the same solutions as (4.43), and hence, it
holds that ¢r, = ¢, in this example. O

*Integer programming problems in this Chapter are solved with the aid of a software program called 1p_solve
by M. Berkelaar available in http://www.cs.sunysb.edu/ algorith/implement/lpsolve/
implement.shtml.
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Example 4.8 For the access structure I'; defined by (4.22) and (4.23) in Example 4.5, we can
obtain the following multiple assignment map by solving integer programming problem IP;(I's).

Vi=gr,(1) = (W'}, (4.49)
Va = or,(2) = {Wi"}, (450)
Vi = or.(3) = {Wi"}, @51)
Vi = or,(4) = {wi” Wi}, (4.52)
Vs = or, (5) = {wg4>} , (4.53)

where Wf“ € Wye). Then, it holds that p = g and p* = 2, which are smaller than the coding
rates obtained by ¢r, and +1,,. We note that p* = 2 is optimal because ¢y, (i) derived from

IP,«(I'y) coincides with @, . O

Since any access structure can be realized by the cumulative map (and the modified cumula-
tive map), there exists at least one multiple assignment map for any access structure. Therefore,
the next theorem holds obviously.

Theorem 4.9 For any access structure [ that satisfies monotonicity (2.3) and (2.4), integer pro-
gramming problems IP;(I") and IP,-(I") always have at least one feasible solution, and hence,
there exists the optimal solution. O

Furthermore, it is also clear that the proposed construction method has the following proper-
ties.

Theorem 4.10 If I is a (k, n)-threshold access structure, the multiple assignment maps obtained
from integer programming problems IP;(I") and IP,- (I') satisfy that |@r(¢)| = |op(i)| = 1 for
all 7. O

Next, we clarify what kind of access structure can be realized as an ideal SS scheme by the
multiple assignment map.

Theorem 4.11 For an access structure I', the SS scheme constructed by the optimal multiple
assignment map is ideal, i.e., p; = 1 for all ¢, if and only if .A; of I" can be represented as

Al_ — U {Ajl X 14]2 X oo X Ajt}7 (454)

V{i1.92:--:0t}

Cc{1,2,...,m}

where ¢ is a positive integer and { A;, As, ..., A,,} is a partition of V' which satisfies
Ja;=v, (4.55)
j=1

A;#0 for j=1,2,...,m, (4.56)
A;iNA; =0 if j#j. (4.57)



44 Chapter 4. Constructions of Secret Sharing Schemes Based on Integer Programming

Proof of Theorem 4.11 If there exists such a partition { A, As, ..., A,,} satisfying (4.54)—
(4.57) for the access structure I', an ideal SS scheme can be obtained by letting

or(i) =W ifV; € A; (4.58)

foreachi = 1,2, ..., n. Next, we show the necessity of (4.54)—(4.57). Suppose that p; = 1 holds
for all 7. Then, we can consider the inverse map of ®r such that ¢ 1. W (m) — 2 satisfies

oyt (Wj(t)) -y (4.59)

forall j = 1,2,...,m. Hence, A; satisfies (4.54), (4.55) and (4.56). Furthermore, if there exist
Aj and Aj, j # j', not satisfying (4.57), there exists a share V; € A; N Aj. This means
or(i) 2 {Wj(t), Wj(/t)}, which contradicts p; = |er ()| = 1. O

In the case of ¢ = 2, it is known that an access structure I' can be realized by an ideal SS
scheme if and only if I' can be represented by a complete multipartite graph [17]. We note that
this condition coincides with (4.54)—(4.57) in this case. Furthermore, in the case that |A;| = 1
for j = 1,2,...,m, the access structure coincides with the (¢, m)-threshold access structure.

We note that any access structures not satisfying (4.54)—(4.57) must have p > 1 and p* > 2
if the multiple assignment map are used. But, an access structure not satisfying (4.54)—(4.57)
might be realized as an ideal SS scheme if we use another construction method. For example,
refer [104].

We also note that integer programming problems are NP-hard, and hence, the proposed algo-
rithms may take much time in solving for large n (= |V'|). But, in the case that n is not large, the
solution is obtained quickly. For instance, integer programming problem IP,(I'3) for the access
structure ['s with n = 6 in the next example can be solved within 0.1 seconds by a notebook
computer.

Example 4.12 Consider the following access structure ['s:

Ay = {1, Vs, Vi, Vs b, {1, Vs, Vs, Vs b, {V1, Vi, Vs, Vb, { Vs, Vi, Vs, Vb, {V1, Ve, Vi,
{‘/17 ‘/27 ‘/5}7 {‘/17 ‘/27 ‘/6}7 {‘/27 ‘/37 ‘/4}7 {‘/27 ‘/37 ‘/5}7 {‘/27 ‘/37 ‘/6}7 {‘/27 ‘/47 ‘/5}7

{Va, Vi, Ve }, { Va2, Vs, Vs } 1, (4.60)
A(—)’— = {{‘/1’ ‘/3’ ‘/4’ ‘/6}7 {‘/17 ‘/27 ‘/4}7 {‘/17 V?” ‘/5}7 {‘/17 ‘/47 ‘/5}7 {‘/17 ‘/57 ‘/6}7 {‘/37 ‘/47 ‘/5}7
(Va, Vi, Ve, {Va, Vi, Vb, (Va, Vi b, {Va, Vs ), {Ve, Vi ) 4.61)

Then, we obtain the following multiple assignment map by solving IP; (I's).
Vi = gry(1) = {W® Wi}, (4.62)
Va = gr,(2) = (W wi® Wi wio (4.63)
_ {Wg@} , (4.64)

2 ={w®, WS(G)} , (4.65)
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Vi = ry(5) = {Wi®, Wi}, (4.66)
Ve = or, (6) = { W%} (467

where W% ¢ W 6.8)- Pr, attains that p = 2 and p* = 4. On the other hand, the cumulative map
i (6,8)- ¥Ts P P
Yr, for the access structure I'; are given by

Vi= o, (1) = W, Wi Wl it wigh wit (4.68)
Va = vy (2) = {0, Wit w0 it il w wh (4.69)
Vi =y (3) = { Wi Wit gt wit it it} (4.70)
w—wrg(zl):{wgf“ W D e W(”}, 471
%:¢F3(5):{W” W, W(“}, 4.72)
Ve = vry(6) = { Wi, Wit wift il wit wr (4.73)

where me € Wai). Yr, has p = % and p* = 7. Furthermore, the modified cumulative
map for I's, ¢}, requires a (12, 15)-threshold SS scheme and has p = 3 and p* = 9. O

In this thesis, we assume that every share is significant. But, if there exist vacuous shares in an
access structure I, it is cumbersome to check whether each share is significant or vacuous. From
Remark 2.7, the optimal multiple assignment map ¢r attaining the minimum average coding rate
must satisfy that |¢r(i)| = 0 for any vacuous share V;. On the other hand, it clearly holds that
lor(i)| > 1 for every significant share V; since p; > 1 holds for any significant share. Hence, by
solving integer programming problem IP;(I'), we can know whether each share is significant or
vacuous.

4.4 Multiple Assignment Maps for Incomplete Access Struc-
tures

In the previous sections, we considered how to construct a SS scheme for a complete general
access structure I' = {4, 4y }. But in practice, it may be cumbersome to specify whether each
subset of V' is a qualified set or a forbidden set because the number of subsets is 2". Hence, a
method is proposed in [49] to construct a SS scheme even for the case that we don’t care the
properties of some subsets of V.

We consider only the minimum average coding rate in this section. But, for the minimum
worst coding rate, integer programming can be formulated in the similar way.

Theorem 4.13 (Itoh et al. [49]) Let [ = {.Ag, Ag} be an incomplete access structure, which
has A% U A% # 2 . Then, there exists a complete access structure I' = {A;, Ay} such that
Al C A, (4.74)
Al C A, (4.75)
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if and only if it holds that for any A € A% and B € A%,
A¢ B. (4.76)
O

In the case that (4.76) is satisfied, a SS scheme with the incomplete access structure I'# =
{.Ag, Ag} can be realized by applying the cumulative map to the complete access structure [' =
{ Ay, Ao}. In fact, for the access structure I = {A*, A%}, a SS scheme is constructed in [49] by
letting ¢ (i) = Uj.y.¢ J_{Wj(t)} for A5t = {F\, F5,..., F,}. This construction corresponds
to the case that

A=A and A, =2 — A,. 4.77)

However, 1 is not efficient generally because ¢+ is based on the cumulative map, which
is inefficient as described in Section 4.2. Furthermore, (4.77) may not be the optimal complete
access structure to use the cumulative map for the given incomplete access structure I'¥.

In our construction based on integer programming, the optimal multiple assignment map for
the incomplete access structure I = { A", A%} can easily be obtained by applying IP;(I") or
IP,«(I) directly to I'%.

Example 4.14 Let us consider the following access structure I = { A%, A%}
Ai = {{V2, Vi, Vs, Vi} {2, Ve, Vst {ViL Ve, Vb, {Va, Va, Vih Ve, Vi, Vi), (4.78)
Al = {{Vi, Va, Vi, Vb {VA, Vi, Vo, {VA, Vs, Vs, { Vs, Vi, Ve b, {Va, Vs, Vi), {Va, V51, (4.79)

Note that A} and A} satisfy A% C A7 and A5 C A7 for T's = {A;, Ay}, which is defined by
(4.60) and (4.61) in Example 4.12. Then, by solving IPﬁ(Fg), we obtain the following multiple
assignment map.

Vi= o (1) = {wi*}, (4.80)
Va = ops(2) = {30, Wi}, (4.81)
V= (3) = {wi"}, (4.82)
Vi= g (4) = WiV}, (483)
Vs = g (5) = {Wi" (4.84)
Vo= oy (6) = {Wi"}. (485)

where Wf” € W 46), and it holds that p = % and p* = 2. If we apply the cumulative map to T,

14 1s constructed from a (6, 6)-threshold scheme, and it has p = 3 and p* = 5. Finally we note
r! P p y

that p = % and p* = 2 are smaller than the rates of I'3 obtained in Example 4.12. O

Similarly to the case of complete SS schemes, if there exist vacuous shares V; in I =
{ A%, A%}, we can know them from | (i)| = 0 by solving IP;(T*).
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4.5 Ramp Secret Sharing schemes with General Access Struc-
tures

In this section, we treat the construction of ramp SS schemes based on the multiple assignment
maps. We consider only the minimum average coding rate in this section. But, for the minimum
worst coding rate, integer programming can be formulated in the similar way. Furthermore, we
also assume that access structures are complete although the case of incomplete access structures
with Uf:o A; # 2 can be treated in the same way as Section 4.4.

4.5.1 Preliminaries
Ramp SS schemes can be constructed if and only if the following conditions are satisfied.

Theorem 4.15 (Kurosawa et al. [71]) A ramp SS scheme with access structure I'? = { A, A,
..., Az} can be constructed if and only if ./le (or ./le) satisfies the monotonicity (3.8) (or (3.9))
forall j =1,2,..., L, where Aj and A; are defined in (3.6) and (3.7). O

In Theorem 4.15, the necessity of the condition is obvious, and the sufficiency is established
by the next construction.

Construction 4.16 (Kurosawa et al. [71]) Let S = {S™W,S® ... 5% be a secret, and let
o ={A;2 —A;},j=1,2,..., L, be the perfect access structures obtained from a given
access structure I'®. Since each 'V is a perfect access structure satisfying the monotonicity (2.3)
and (2.4), we can construct a SS scheme for secret S and T@). Letting {W,7), W7 ... W
be shares for 5% and T'), the share V; = {W, ", W . W/!"} realizes the access structure
TR, For I'®, a ramp SS scheme can also be constructed from {2 — A;, A;} instead of T'7)

{2 _"lew’zlj}'

ol

Remark 4.17 Note that in Construction 4.16, we have p; > 1 for any access structure. For
example, in the case that Construction 4.16 is applied to a (k, L, n)-threshold access structure,
the constructed ramp SS scheme has p; = 1 although the (k, L, n)-threshold SS scheme can be
realized with p; = % Therefore, Construction 4.16 is not efficient generally. O

Example 4.18 Consider the following ramp access structure T'Y for V' = {V}, V5, V3,V }:

Az = {{V1, V5, V3, Vi }}, (4.86)
Az = {{V1, Vo, Va}, {V1, V3, Vi}}, (4.87)
A = {{V1, Vo, Vi}, {V, V5, Vi } }, (4.88)
Ao={A:0<]A] <2} (4.89)

By Construction 4.16, we obtain that V; = {Pl(g),Q(13),R(14)}, Vo = {PQ(S),Q(;),R(;)}, Vs =
(P, Q7 Ry, Vi = {P”, Q5 RV}, where R € W14, Q1 € Wz, PY) € Wigy).
Since each share consists of three primitive shares for three secrets SV, S SG) the con-

structed ramp SS scheme has p = p* = 1. O
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Remark 4.19 In Construction 4.16, any A € A; can decode SV, S ... SU) In other words,
A € Aj expose some parts of the secret S = {5, 5@ . S Since it is insecure in part,
such ramp SS schemes are called weak ramp SS schemes [119]. On the other hand, strong ramp

SS schemes are also defined in [119]. The strong ramp SS scheme requires that for any A € A;
and {0y, 0o, ..., 0,} C{1,2,...,L},1<u<L-—j,

H(S), 86 gt] A) = %H@) (4.90)

in addition to (3.2)—(3.4). Note that the ramp SS scheme given by (3.58)—(3.62) in Example 3.18
is an example of weak ramp SS schemes since S; and S, exposes to V; and V5, respectively. On
the other hand, the (k, L, n)-threshold ramp SS scheme given by (3.5) is an example of strong
ramp SS scheme.

It is easy to convert a weak ramp SS scheme to a strong one by transforming the tuple of the
secret as follows:

SrL) S
S7(2) S(2)

. =M . , (4.91)
5/.<L> 5<.L>

where M is an L X L non-singular matrix defined on a finite field. If we select M adequately
and encrypt { SV, §"@ . S"11} instead of the original secret S = {SM, 5@ . S the
obtained ramp SS scheme becomes strong for S. O

The construction of ramp SS schemes for general access structures are treated in [103]. But,
since the construction in [103] is based on monotone span programming, it is much complicated
compared with the multiple assignment map.

4.5.2 Optimal Multiple Assignment Maps for Ramp Secret Sharing

Schemes
First, let W, 1,m) = {Wl(t’L), WQ(t’L), o Wéf’L)} be the set of primitive shares for a (¢, L, m)-
threshold ramp SS scheme with coding rate p; = % Then, the optimal ramp SS scheme by

the multiple assignment map for a general access structure I''* can be obtained by solving the
following integer programming problem:

IP,(I)
minimize h-x
subjectto a(A)-x >t for Ae A
a(A)-x=1t—j for Ac ATUA; for 1<j<L-1 *)
a(A)-x<t—L for AecV
x>0
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Remark 4.20 From the monotonicity defined in (3.8) and (3.9), it is sufficient to consider only
A € AT U A; instead of all A € A; on the marked line () in IPZ (I'*). Note that in the case
of Ay # () in ramp SS schemes, the same primitive shares may be distributed to all the shares.
Hence, we may have xy # 0 in ramp SS schemes although we can always assume that xy = 0
in perfect SS schemes. u

From Definition 3.5 and Corollary 3.6, non-vacuous shares V; must satisfy that |or(:)| > 1 for
any multiple assignment map @r. On the other hand, |¢r(¢')| = 0 must hold for vacuous shares
Vi, in the optimal multiple assignment map ¢r attaining the minimal average coding rate.

Example 4.21 If the access structures I'f in Example 4.18 is applied to integer programming
problem IPX (T'f), the following multiple assignment map is obtained

Vi = pop(1) = {W, Wit} (4.92)
Va = prp(2) = Wi, w1}, (4.93)
Vs = prp(3) = {Wi, Wi, (4.94)
Vi = prp(4) = {Wi™, w9, (4.95)
where WY € W (757). oF attains that j = p* = 2 O

We note that the coding rates less than 1 cannot be achieved by Construction 4.16. Further-
more, our construction is much simple compared with the method in [103]. But, unfortunately,
the integer programming problem may not have any feasible solutions in the case of ramp SS
schemes.

Example 4.22 The following access structure I'?* cannot be constructed by any multiple assign-
ment map since the corresponding integer programming problem has no feasible solution.

Ay = {{V1, Vo, V3, Vih, {V1, Vo, Vi, Vs }, {Va, V3, Vi, Vs 1}, (4.96)
Az = {{Vi, Vo, V3, V5 }, {V1, V3, Vi, Vs }, {V1, Va, Va}, { Vi, Vo, Vi, {1, V3, Vi,

{1, Vs, Vs}, {Va, V3, Vi}}, (4.97)

As = {{V1, Vo, Va1, {V1, Vi, Va1, { V2, V3, Va1, {V2, Vi, Vs }, { V3, Vi, Vs }, { Vi, Va1, {1, Vs 1,
(4.98)
Ay = {{V1, Va}, {Va, V3}, {V5, V4} }, (4.99)
= {{V1, Va}, {Vo, V5}, {Va, V5}}. (4.100)
O

In this case, we can modify the definition of ramp SS schemes given by (3.1) as follows.
H(S|A) =0, forall A € A, (4.101)
L
H(S|A) > LJH(S), forall A€ A;, 1<j<L—1, (4.102)
H(S|A) = H(9), forall A € A,. (4.103)
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In order to implement (4.101)—(4.103) in the integer programming, it suffices to replace the
marked line (x) in IP5 (T'%) by a(A;) - @ < t — j. Letting IPf* (T'?) be the modified integer
programming problem, the next theorem holds.

Theorem 4.23 The integer programming problem IPX? (I') always has at least one feasible
solution for any ramp access structure I'Z. O

Proof of Theorem 4.23 Let VV be a multiset in 2 , some elements of which may be the same.
Then, for V and A C V, we define N(V, A) as follows.

N(V,A)=|{A"eV:AC A}, (4.104)

where all A’ € V are treated as different ones even if some of them are the same. Now we
construct a multiset I from I'® = { Ay, Ay, ..., AL} by the next construction.

Construction 4.24
(1) LetU := P and j := 1.
(2) Foreach A € Aj_; satisfying N(U, A) < j, weadd AintoU, (j — N(U, A)) times.
(3) Letj:=j+1.
4) If j < L,goto (2). Incase of j = L, go to (5).
(5) Output U. O

From the monotonicity of ./le in (3.8), family ¢/ can always be constructed. Then, letting
U={F,F,,. ..  F,} wecandefineamap :{1,2,...,n} —2 mLm by

OENY {W}’”’L)} , (4.105)

JVig

where W}m’L) € Wi(n,m). Noting that in the case of L = 1, (4.105) coincides with the
cumulative map in (4.7), it is easily shown that share V; = 1))(i) satisfies (4.101)—(4.103). Hence,
IPZ2 (T') always has at least one feasible solution. |

Note that as shown in the following example, Construction 4.24 does not give the optimal
assignments of primitive shares generally.

Example 4.25 Assume that the access structure F? in (4.96)-(4.100) satisfies the conditions
(4.101)—(4.103). First, we apply Construction 4.24 to the access structure I'f*. Then, we ob-
tain the following multiset Z/{Fé?,.

Upr = {{Vi, Vo, Vi, Vi), {V2, Vi, Vi V3 b, {Vi, Vi, Vb, {VA, Vi, Vi) AV, Vi, Vs ), {1, V3, Va),
{Va, Vi, Vi}, {V, V. Vi), {Va, Vi, Vo), (Vi Vi, Vi), {2, VA ). (4.106)
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Hence, we can obtain V; = (i), i = 1,2, ..., 5, as follows:
Vi=G(1) = (WO Wi Wi i whol, (4.107)
Ve =0(2) = {wi 0wt wii wi (4.108)
Vi = 1/;(3) _ {ngll’4), W4(11’4), Wé11’4), Ws(HA)a W9(11,4)’ W1(111’4)}, (4.109)
Vi = d(4) = {w wih ) wt oy (4.110)
V= (5) = {wit ) w0 it @.111)

where W; € W (y1.411). Then, we have p = 21 and p* = 2 since it holds that H(m(11’4)) —
LH(S) for each i.

On the other hand, we can construct the following multiple assighment map ¢r, by solving
integer programming problem IPﬁR2 (TH).

Vi =rp(1) = W0 WP}, 4.112)
Va = prp(2) = {WiSH WO Wi (@.113)
Vi = or(3) = Wi, Wi}, (4.114)
Vi = prp(4) = {wi0 Wi, @.115)
Vs = ors(5) = WP}, (.116)

where W,*" € W 5,0), and it holds that 5 = 1, and p* = 2. Note that (4.107)~(4.111) and
(4.112)—(4.116) do not satisfy (3.1) but satisfy (4.101)—(4.103). For instance, in (4.112)—(4.116),
it holds for {V1, V5} € A, that H(S|V1V;5) = H(S) > 1H(S).

Finally, consider the case that we apply Construction 4.16 to access structure 'Y, If we use
the cumulative map for each perfect SS scheme of access structure Féj >, 7 =1,2,3,4, we obtain
p = % and p* = 2, which are very inefficient. O

4.6 Conclusion

We proposed a method to construct SS schemes for any given general access structures from
(t, m)-threshold SS schemes based on integer programming. The proposed method can attain
the optimal average and/or worst coding rates in the sense of multiple assignment maps. Hence,
the proposed method can attain smaller coding rates compared with the cumulative maps and
the modified cumulative maps. Furthermore, the proposed method can be applied to incomplete
and/or ramp access structures.






Chapter 5

Conclusions of Part 1

5.1 Summary of Results

In Part I, we discussed SS schemes from the viewpoints of coding rates and construction methods.

In Chapter 3, we evaluated the lower bounds of coding rates for ramp SS schemes. We
pointed out that there may exist non-significant shares in ramp SS schemes although all shares
can be assumed to be significant in perfect SS schemes. Based on such facts, we classified the
shares of ramp SS schemes into three categories, i.e., super-additive, additive, and sub-additive,
and we proved that the lower bound of the coding rate for sub-additives share is strictly larger
than that of the other two types of shares. Then, we defined a well-realized ramp SS scheme as an
extension of an ideal perfect SS scheme, and we showed that ramp SS schemes cannot be well-
realized if it has sub-additive shares. Finally in Chapter 3, we derived a theorem to discriminate
the access structure that cannot be well-realized even if it consists of additive and super-additive
shares. We also showed from the theorem that some examples of access structures in [15] cannot
be well-realized.

In Chapter 4, we proposed a new efficient construction method of perfect SS schemes for
general access structures based on (¢, m)-threshold SS schemes and integer programming. Our
method uses the multiple assignment scheme proposed by Ito et al. [47]-[49]. In the multiple
assignment schemes, the shares of (¢, m)-threshold SS schemes called primitive shares are as-
signed to each share of a given general access structure in such a way that ¢ or more primitive
shares are assigned to qualified sets, but ¢ — 1 or less primitive shares are assigned to forbidden
sets. The cumulative map proposed by Ito et al. [47]-[49] is a simple realization of the multiple
assignment scheme, but it is inefficient, especially in the case that access structures are close to
(k,n)-threshold access structures. Furthermore, although the modified camulative map [109] is
proposed to overcome such defects, it is not always efficient. Hence, we designed the multiple
assignment map that can minimize the average or worst coding rates using integer programming,
and we presented some examples of access structures to show that the proposed method can attain
much lower coding rates than the cumulative map and the modified cumulative map. Our method
can also be applied to incomplete and/or ramp access structures, and efficient SS schemes can
also be obtained in such cases. Note that integer programming problem is known as NP-hard,
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but the optimal multiple assignment map can be obtained quickly by the proposed method in the
case that the number of shares is not large.

5.2 Future Works

In Chapter 3, we studied the lower bounds of coding rates in ramp SS schemes. But, it is difficult
to determine the exact optimal coding rates, which still remains an important open problem. To
approach this problem, we have to specify what kind of access structures can well-realized or
not. In other words, we must clarify completely what kind of characteristics in access structures
distinguish well-realized and not well-realized ramp SS schemes. The relations between ideal
SS schemes and matroids are studied in [21], [38], [84], [85], [98], [112] for perfect SS schemes,
although such relations have not been studied for ramp SS schemes except [71]. Hence, it is also
an important problem for future works to clarify the relations between well-realized ramp SS
schemes and matroids.

For future works concerning Chapter 4, we have to design faster algorithms than the proposed
method in the case that the number of shares n is large. In order to obtain faster algorithms, it
may be most important to reduce the number of variables in the corresponding integer program-
ming problem, since we use O(2") variables in the proposed method. It may possible to design
faster algorithms by using some structures of SS schemes, e.g., the monotonicity of access struc-
tures. As for other approaches, fast algorithms may be derived if access structures satisfy some
properties, e.g., in the case that they can be represented by a matroid or a graph. In all examples
treated in the framework of the multiple assignment maps, we note that one of the optimal multi-
ple assignments in the sense of the average coding rates is also optimal in the sense of the worst
coding rates. Hence, we conjecture that there exists at least one optimal solution to minimize
both the average and the worst coding rates at the same time. It is also a future work to prove
this conjecture.
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Visual Secret Sharing Schemes
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Chapter 6

Introduction to Visual Secret Sharing
Schemes

6.1 Background and Motivations

In Part I, we have discussed ordinary SS schemes in which encryption and decryption are carried
out by algebraic calculations on finite fields. Since such calculations are complicated, they are
usually processed by computers. However, what should we do in such a case that no computation
power is available, for example, in the case of earthquake or electric power failure? From the
viewpoint of data security, we should be able to decrypt secret information in any time even if
we have no computational power. Visual secret sharing schemes may answer to such problems.

The visual secret sharing (VSS) scheme, which originates from the visual cryptography pro-
posed by Naor-Shamir [81], is a method to encode a secret image into several shares, each of
which does not reveal any information of the secret image. Shares are printed on transparen-
cies for example, and distributed to n participants. The secret image can easily be decrypted
only by stacking the shares in an arbitrary order. This property, i.e., the VSS scheme needs no
computation in decryption, distinguishes the VSS scheme from the ordinary SS schemes.

Naor-Shamir’s VSS scheme is a (k, n)-threshold scheme for black-white binary (BW-binary)
images, which we call a (k, n)-VSS-BW scheme. An example of a (2, 2)-threshold VSS scheme
is shown in Appendix A.1. The quality of decrypted images can be evaluated by contrast and
pixel expansion that determine the clearness and the resolution of decrypted images, respectively.
The optimization of such parameters is treated in many researches [10],[12], [35], [36], [42],
[46],[68], [81],[117].

It is shown in [81] that in any (n,n)-VSS-BW scheme, pixel expansion must be larger
than 2"~1. Furthermore, in [81], a simple method is proposed to construct an (n,n)-VSS-BW
scheme that attains the optimal 2"~ ! pixel expansion. However, it is difficult to extend this
result to (k,n)-VSS-BW schemes. Actually, although the optimal pixel expansion and/or con-
trast of (k,n)-VSS-BW schemes are obtained in the case of £ = 2 [12] and in the cases of
k = 3,4,5,n — 1 under some restrictions [13], their results are too complicated. Hence, the
efficient construction methods of (k,n)-VSS-BW schemes are studied in [10], [12], [13], [35],
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[36], [42], [46], [68],[117] for general k and n. Furthermore, for (k,n)-VSS-BW schemes, the
asymptotic optimal contrast, as n is increased, is derived for fixed & in [13], [42], [68].

The (k, n) structure of VSS-BW scheme can be extended to general access structures which
are specified by qualified sets and forbidden sets [1]. A qualified set is a subset of n shares
that can decrypt the secret image while a forbidden set is a subset of shares that can gain no
information of the secret image. In [1], some methods are proposed to construct VSS schemes
with general access structures for BW-binary secret images, and the minimum pixel expansion is
derived in the case that the number of shares are less than 4.

VSS schemes with color secret images are also studied in [43], [45], [66],[67], [82], [96],
[117],[123] for (k,n)-threshold schemes. The technical difficulty of color VSS schemes comes
from how to treat a mixture of colors LI in basis matrices, which describe the colors of encrypted
pixels on each share. In the case of BW-binary secret images, a mixture of colors can be treated
simply as the binary “OR” operation, but it is difficult to extend the operation to general colors.
Actually, [96], [117], [123] treats only a special case that a mixture of colors {red, green, blue}
can be regarded as a “generalized OR” operation, and [67] treats the mixture of colors as a join
operation in a bounded upper semilattice of colors, as we will see in Section 6.2.1. However,
the construction method of VSS schemes proposed in [67] is not applicable to the case that the
mixture of colors gives another color, e.g., the case that the mixture of cyan and yellow gives
green. In order to overcome this defects, Koga proposed (n, n)-threshold VSS schemes that can
deal with any mixture of colors by introducing symmetry into basis matrices, and he pointed out
that such basis matrices can be corresponded to polynomials [63]. Furthermore, it is shown in
[63] that (k, n)-threshold VSS schemes can easily be obtained from the basis matrices of (k, k)-
threshold VSS schemes. However, [63] did not give a systematic construction of (n, n)-threshold
VSS schemes for general n.

A systematic construction of (n, n)-threshold VSS schemes based on symmetric basis matri-
ces is developed in our joint work [66], which is called algebraic construction.!

In this construction, the definition of (n, n)-threshold VSS schemes is rephrased into simul-
taneous partial differential equations based on the one to one correspondence between basis
matrices and homogeneous polynomials of degree n, which are called basis polynomials. By
introducing these techniques, combinatorial problems in VSS schemes can be transformed to
algebraic problems, which can easily be treated. The algebraic construction of VSS schemes
for color images will be reviewed in Chapter 6. The algebraic construction can realize (k, n)-
threshold VSS schemes for color images, but it has two problems. One is that the algebraic
construction cannot be extended to VSS schemes with general access structures, and the second
is that VSS schemes for BW-binary images cannot be realized by the algebraic construction.
For the first problem, we review in Chapter 6 how to construct VSS schemes for general access

I'This construction method was originally called analytic construction in [66] since it uses simultaneous partial
differential equations. However, this construction method has also many algebraic aspects. For example, colors are
represented by variables, which satisfy the OR operation or some operation on an upper bounded semilattice. Pixels
are represented by matrices, which are classified by equivalence classes. The equivalence classes are identified with
polynomials. Furthermore, it is pointed out in [64] that the set of polynomials can be identified with a set of lattice
points in some linear space. Hence, this construction method is called algebraic rather than analytic in this thesis.
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structures from (n, n)-threshold VSS schemes based on the results in [66].

For the second problem, Kuwakado-Tanaka [72] modified basis polynomials for BW-binary
secret images. In [52], based on their results, we extend their method to VSS schemes for gray-
scale images including BW-binary images as special cases, and we proved that constructed VSS
schemes for gray-scale images are optimal in all the (n, n)-threshold VSS schemes for gray-scale
images. In Chapter 7, such construction of the optimal (n,n)-VSS schemes will be described.
Furthermore, in Chapter 7, a construction method of VSS schemes for color images with shades
is presented based on the algebraic constructions. From these results, efficient VSS schemes of
(k,n)-threshold access structures for any kind of secret images can easily be constructed only by
solving simultaneous partial differential equations.

In the above schemes, we assumed that secret is a single image. But, VSS schemes with
plural secret images can also be considered [35], [53], [60], [62], [107]. Kato-Imai [60] proposed
a method to reproduce different secret images as the number of shares is increased, and Suga et
al. [107] treated VSS schemes for plural secret images with general access structures represented
by graphs. Furthermore, Droste [35], Klein-Wessler [62] proposed methods to decrypt different
secret images for every subset of n shares. However, note that the previous studies [35], [60],
[62],[107] treat only BW-binary secret images, and any VSS schemes have not yet been studied
for general cases such that secret images are plural color images with shades and their access
structures are general. Moreover, as we will see in Section 8.2, the definitions of VSS schemes
in [60], [107] are not accurate, i.e., it occurs that decrypted images leak out some informations
of the other secret images, even in the case that the security conditions given in [60],[107] are
satisfied.

As other research directions, VSS schemes with identification (ID) images are studied in
[2],[25], [43], [78]. In these researches, it is assumed that each share has an identification image
instead of a random sandstorm-like image. VSS scheme with BW-binary ID images and their
optimizations of contrast are discussed in [2], while VSS schemes with color ID images are
proposed in [43]. Furthermore, in [25],[78], (2,2)-VSS schemes with ID images are treated
for the case that we attach importance to the quality of decrypted images at the sacrifice of
secrecy. Note that VSS schemes with n ID images and a single secret image can be considered
as VSS scheme with (n + 1) secret images by treating the ID images as secret images that can
be decrypted from a single share.

Based on such background, in [53], we propose VSS schemes with plural secret images for
general access structures under accurate security definitions, which guarantee that decrypted im-
ages do not leak out any information of the other secret images. We establish the construction
method of such VSS schemes that can attain the security conditions perfectly without degener-
ating the quality of decrypted images compared with the methods in [35],[107]. Furthermore,
our VSS schemes proposed in [53] can treat color images with shades. In the sequel, our VSS
schemes for plural secret images can be applied to any type of plural secret images and any kind
of access structures. In other words, our method includes almost all previous VSS schemes. In
Chapter 8, we describe the details of these VSS schemes.

Finally, we note that Koga [64] studied the correspondence of a set of basis polynomials and
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a linear space, and he also constructed an algorithm to derive the optimal VSS schemes with
BW-binary images for (k,n)-threshold access structures [65]. Furthermore, the results of [64]
are extended to color secret images by Ishihara-Koga [44]. Applications of VSS schemes are also
studied in [6], [60], [72], [79]. Authentication systems can be constructed from VSS schemes as
shown in [60], [79], and it is studied in [6], [72] how we can detect cheaters in VSS schemes.
But, these studies of VSS schemes are out of scope of this thesis.

In the remaining of Part II is organized as follows: In Section 6.2, we introduce how to
treat colors mathematically and define (k,n)-VSS schemes with color secret images. In Section
6.3, we review the algebraic construction of (n,n) and (k, n)-threshold VSS schemes, and it is
shown in Section 6.4 how these results can be extended to general access structures. In Chapter 7,
modified basis polynomials [72] are applied to VSS schemes for gray-scale images. Furthermore,
we clarify the optimality of the proposed method. In Chapter 8, VSS schemes for plural secret
images are treated. Finally in Chapter 9, we summarize our results obtained in Part IT and future
works are discussed.

In Appendix, we show some examples of VSS schemes treated in this thesis.

6.2 Basic Definitions of Visual Secret Sharing Schemes

6.2.1 Representations of Colors

In this thesis, colors are expressed by lowercase san-serif fonts. For example, we denote black,
red, green, blue, yellow, magenta, cyan, and white by 1, r, g, b, y, m, c and 0, respectively. A
general color is expressed by x.

Let U represent the subtractive mixture of colors which corresponds to overlapping the colors
printed on transparencies. Then, 1 Llg = gll1 = 1,and cUy = y LI ¢ = g hold, for example.
Let £ be a set of colors printed on shares. Note that LI is commutative for the elements in &.
In the case of £ = {1,r,g,b,y,m,c,0}, it is known that £ forms a bounded upper semilattice
represented by a Hasse diagram L) in Figure 6.1 if we consider a mixture of colors LI as a join
operation on L. [67].2 Furthermore, if we restrict L to two elements 0 and 1, the mixture
of them can also be considered as the binary “OR” operation by regarding 0 and 1 as the binary
numbers 0 and 1, respectively.

In VSS schemes, we note that secret images are not completely reproduced. As is illustrated
in Figure 6.2, each pixel on a decrypted secret image DI, which corresponds to a pixel on a secret
image S1, is constructed by a set of m subpixels, and each subpixel takes a color in £. Hence,
the color of each pixel in DI is a little different from the one in S7, but they are similar color.
Parameter m is called pixel expansion, which should be as small as possible from the viewpoint
of the resolution of decrypted image D/. In this thesis, we treat only the case that when the color

A partially orders set L is called an upper semilattice if the least upper bound of x and y denoted by x LI y
belongs to L for any x,y € L. In the upper semilattice L, it is known that the idempotent law, the commutative law,
and the associative law hold with respect to the join operation.
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1(Black)

r b
(R lue)
Yy C
(Yelld ) (Cyan)

0 (White)

Figure 6.1. Hasse diagram L.

of a pixel is x in S1,* each subpixel of the corresponding pixel in DI is x or 1. A pixel with color
x is called pixel x. Let D be the set of colors used on DI. Then, we assume that £ is adequately
selected for D.

Example 6.1 Let us consider a VSS scheme with a set of decrypted colors D = {c,y, g}. Then,
€ ={0,c,y, 1} may be adequate for D since it holds thatc =0Llc,y =0Uy,g=cLly. O

6.2.2 Basis Matrices of Visual Secret Sharing Schemes

As we pointed out in the previous section, each pixel on a decrypted secret image D/, which cor-
responds to a secret image S/, is constructed by a set of m subpixels. Letting V' = {V}, V5, ...,
V,.} be a set of shares, we encrypt each color x € D of a pixel into an n X m matrix

it tim
toptog- - -to
T=|. " |eem (6.1)

tnlth' : 'tnm

where t,, € £€,1 < u <n, 1 < v < m,denotes the color of the v-th subpixel of the subpixel on
the u-th share V,,. The correspondence between matrix 7" and subpixel on shares is depicted in
Figure 6.3.

We introduce an equivalence relation ~ into matrices in £ [52]. For two matrices A, B €
EM A ~ B means that A can be obtained by a column permutation of B. In other words, it

3Color with shades are treated in Section 7.5.
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~— Secret image, S/ N
Black pixel
-
7
White pixel
—
7
\ J

~—— Share 1, V] Y% N

~—— Share 2, 1, N

- o J

Each pixel consists
of 4 suppixels

- J

Figure 6.2 Correspondence between pixels on a secret image and a decrypted image in the case
of (2, 2)-threshold access structure with £ = {0,1} and m = 4
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Subpixels of one
pixel on share 1

YA e

Subpixels of one
pixel on share 2

Subpixels of one
pixel on sharen

Figure 6.3. A set of pixels on n shares represented by a matrix 7'

holds that for any permutation o : {1,2,...,m} — {1,2,...,m},

[a'lan o a’m] ~ [a'a(l)a'a(Q) e a’o‘(m)]u (62)

where a;’s are column vectors of a matrix 7" € £™™. It is easy to check that this relation satisfies
the three conditions of the equivalence relation, i.e., the reflective law, the symmetric law, and the
transitive law. Hence we can consider the quotient set £""/~, which consists of the equivalence
classes. An equivalence class is represented as (R) by a representative R in the class.

For two matrices X € £"™ and Y € £""2, denote by ® a concatenation operation, i.e., it
holds that X ® Y € £*(™1+m2) - Ag an example, see (1.5). Furthermore, we can define naturally
that (X) & (V) ¥ (X @ V).

For m-dimensional row vectors of colors @ = [ x; X2+ X |, Y = [ Y1 Y2 Ym | Where

X;,¥; € £, we define an operation Ul as
Uy =[xUyxoUys- X LUym ], (6.3)

which represents the subtractive mixtures of two pixels with m subpixels. For a matrix S =
Hayxo---x,] € E™, where ¢ means the transpose of a matrix, and an arbitrary set X =
Vs Vgs - sV, } € V, an | X| x m matrix S[X] is defined as S[X] = [@y, @u, - - - X0, ] €
&l Im_Then, the colors obtained by stacking the u;-th shares, i = 1,2, ..., r, are represented by
the mapping 1 : £ ™ — £™ defined by

D(S[X]) = u, U @y L -+ U . (6.4)

A (k,n)-threshold VSS scheme is defined as follows:
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Definition 6.2 (Koga-Yamamoto [67]) * For D = {d;,ds,...,d;} and pixel expansion m, an
n X m matrix By, is called a basis matrix® of d; for a (k,n) access structure if all By, j =
1,2,...,J, satisfy the following conditions:

(i) It holds for any A C V with |A| = k that
1 (Bqy,[A]) ~ [djdj -+~ dj 11---1], (6.5)

where the number of d; is constant. In the case of d; = 1, the right hand side of (6.5)
consists of only 1’s.

(ii) For any set A C V with |[A| = k — 1, all By, [A],7 = 1,2,...,J, belong to the same
equivalence class in & 1™/~

A VSS scheme is called a (k,n, E, D)-VSS scheme if for each colord; € D, j = 1,2,...,|D|,
each pixel d; is determined by a matrix randomly selected from (By,) € £"™ /~, where By, is
the basis matrix of d;. O

Letting N; be the number of d; in (6.5), N; represents the brightness of decrypted pixel d;.
Hence, we define the contrast of decrypted images as follows.

Definition 6.3 (Koga et al. [66]) A contrast of a (k,n,E, D)-VSS scheme is defined as follows:

N,
a= min -2 (6.6)

d;€D, d;#1 m
where m is pixel expansion. O

Note that, in the case of £ = {0, 1}, the contrast in Definition 6.3 coincides with the contrast
defined by Naor-Shamir [81]. We also note that contrast o should be as large as possible.

Example 6.4 (Koga-Yamamoto [67]) Let £ = {0,c,y,m,1} and D = {0,y,m,c,r,g,b,1}.
Then, for the (2,2, &, D)-VSS scheme, the basis matrices of D can be realized as follows:

o e
- [
- 1ot
o [t

4The original definition of (k,n, &, D)-VSS schemes in [67] does not use the notion of equivalence relations,
which we introduced in [52].
Basis matrices are firstly defined by Droste [35].
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p- [yt
e [t
- o
- s

It is easy to check that (6.11)—(6.13) satisfy Definition 6.2-(i) and (ii). For example, the first rows
of (6.11)—(6.13) are equivalentto [y m c0 11 1 1]. Pixel expansion and contrast are given by
m = 8, a = £, respectively. O

Example 6.5 For the (2, 3, £, D)-VSS scheme with colors € = {0,c,y,1} and D = {c,y, g}, the
basis matrices are given as follows.

[0c101cy11y11]
B, = |c001cllyllyl (6.15)
[ 11cc0011y1ly

[0y101ycllcll]
B, = |y00lyllcllcl (6.16)
| 11yy0011cllc

[cylcly011011]
By = |yccly1101101 (6.17)
| 11yycc110110

Then, it holds that m = 12 and a = ;. O
Remark 6.6 Note that in Example 6.5, a secret image can be reproduced from any two shares,
but all pixels become black if we stack all three shares. Hence, in the case that we have more than

k shares of a (k,n, &, D)-VSS scheme, we have to use only k shares to stack up in decryption. O

The next theorem is proved for BW-binary secret images in [1] but the same arguments also
hold for any kind of secret images.

Theorem 6.7 (Ateniese et al. [1]) Suppose that for a (k,n,E,D)-VSS scheme, basis matrices
By, Ba,, - - ., B4, contain the same columns. Then, the matrices By, obtained by deleting the
same columns from By, are also basis matrices for the (k,n, £, D)-VSS scheme. O

We omit the proof since it is clear. Note that we should delete the same columns from basis
matrices in order to reduce pixel expansion m.

Example 6.8 Consider basis matrices for the (2,2, &, D)-VSS scheme with £ = {0,c,y,m, 1}
and D = {r,b}. In this case, from Example 6.4, B, and B, given by (6.11) and (6.13) can be the
basis matrices of D = {r, b}. But, B, and B, commonly contain the following columns

m ’ H ’ m ’ m ' (6.18)
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Hence, by deleting (6.18) from (6.11) and (6.13), we obtain the following basis matrices.

~  |ymcl
B, = [mylc} (6.19)
~  |mcyl
By, = [c mly} (6.20)

In this case, we obtain that m = 4, o = i. Note that Br and Bb attain higher contrast and lower
pixel expansion than B, and By, in Example 6.4. O

6.3 Algebraic Construction of Visual Secret Sharing Schemes

In this section, a simple construction of VSS schemes called algebraic construction are described
according to [66] with a few modifications. See Remark 6.20 for the differences.

6.3.1 Column-Permutation Matrices and Polynomials

Let v be an n-dimensional row vector, each element of which is a color in £. Then, define an n x
n! matrix C),(v) called a column permutation (CP) matrix which consists of all n! permutations
of ‘v [63]. For example, in the case of v = [ r g b |, we have

rgrbbg
C3(v) = |grbrgb| . (6.21)
bbggrr

In the case that all the elements of v are different, there are (n!)! matrices that are equivalent
to C,(v) in the equivalence relation ~ introduced in Section 6.2.2 and [52]. However, by the
benefit of equivalence relations ~, it suffices to consider only one matrix that is a representative
in the equivalence class.

Note that in the permutation of ‘v, all n colors in v are treated different colors even if two or
more elements in v are the same color. Hence, as an example, it holds that

gligll
Cs ([gl1]) ~ [1gllgl| . (6.22)
11glilg

We now introduce the polynomial representation of basis matrices by identifying each equiv-
alence class of basis matrices with a homogeneous polynomial of degree n as follows.®

Let us identify colors x with variables z. For instance, r, g, b, y, m, c and d are identified with
r, g, b, y, m, c and d, respectively. Especially, 1 (black) and 0 (white) are identified with z and a,
respectively.

Then, for a row vector v = [ X3 X2 -+ X, |, we can also identify an equivalence class of CP
matrices (Cy,(v)) and the concatenation operation ® defined by (1.5) with a monomial []_, z;

5The polynomial representations were developed in [66] based on [63].
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and operation +, respectively. For example, an equivalence class of a concatenation of (6.21)
and (6.22) is identified with a polynomial rgb + g22.

Let C)(v) be an (n — 1) x n! matrix obtained by deleting an arbitrary one row in C,,(v).
Then, note that C},(v) consists of a concatenations of CP matrices with n — 1 rows. For instance,
C}([r g b]) can be represented as

csee~ ] [ o o 8

~ Cy([r g]) © Ca([r b]) © Co([b g])- (6.23)

It is worth noting that the polynomial representation for the equivalence class of the right hand
side of (6.23) is ab + bc + ca, which is obtained by applying a partial differential operator % +
a% + 2 to rgb, the monomial representation of (Cs([r g b])).

It is easy to generalize the above argument. Let £ = {ej,eq,...,e,1} (e; # 1) be a set of
colors used in encryption and {xy,Xs, ..., x,} C &. Then, the polynomial representation of the
matrix that consists of arbitrary n — 1 rows of (C,([x1 X2 -+ Xy])) is given by

Sy xn) = >[5 (6.24)

i=1 j=1
J#i

where the partial differential operator = is defined as

1
=> % + ai (6.25)
=1 7t o
Let X be a matrix constructed by a concatenation of CP matrices and X’ be the matrix obtained
by deleting arbitrary one row of X. Note that when X has n rows, X’ has n — 1 rows. Then, (X)

(1]

can be represented by a homogeneous polynomial F' of degree n, and (X') can be represented
by =F, which is a homogeneous polynomial of degree n — 1.

Example 6.9 For the set of colors £ = {0, ¢, y, 1}, let X be the following matrix with three rows,
each element of which takes value in £.
cylycl cyOycO
X = |ycyllc yey00c| = Cs([cy 1]) ® Cs([cy 0]). (6.26)
11ccyy 00ccyy
Note that X is constructed by a concatenation of CP matrices, and hence, X" is also constructed
by a CP matrices as follows.
Y |y ly cl cy Oy <0
yc yl 1c yc y0 Oc

= Ca(ley]) © Co([1y]) © Cy([e 1]) © Ca([e y]) © Co([0y]) © Co([c0])  (6.27)

The polynomial representation of (X) and (X’) can be represented by F' = cyz + cya and
F" = 2cy + ac + ay + az + cy, respectively. It is easy to check that F” = =F holds where the
partial differential operator = is given by = = a% + % + a% + %. O
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6.3.2 Polynomial Representations of Basis Matrices

In this section, we construct basis matrices for an (n,n, &, D)-threshold VSS scheme based on
CP matrices. Now, we assume that D = {d;,ds,...,d,} and each color d; € D is a mixture of
hq, different colors dy) € & as follows.

d;=d Ud® U ud) (6.28)

0 . . hd, . . .
where each dy) is used in u; times, and ), u; = n. Then, the corresponding n-dimensional
row vector vy, is given by

(ha;)

J ]

-

(ha)
;o

— 14D (1 (2 (2)
vy, = [d; ...dedj ~~~de~~~d

g g g

w1 times ug times Uhy . times
J

) ) W)

For an (n,n, €, D)-VSS scheme, a basis matrix of d;, ij , can be constructed by using CP matrix
Cn(vy,) as follows.

Ba.

J

= Cn('vdj) ® de, (6.30)

where Xy, € E™™ is a matrix which consists of concatenations of several CP matrices. Then, in
order to satisfy the condition (i) in Definition 6.2, i.e., (6.5) for V, it is sufficient that n(Xq, [V'])
consists of all 1, because it holds that

1(Ba; [V]) ~ n(Cn(va))[V]) © n(Xa, [V]) ~ [djdj ---d; 11 ---1], (6.31)
where 7)(-) is defined in (6.4). Then, Xy, must contain at least one 1 in each column’ and the
polynomial representation of (6.30), say Fy,, is given by

ha, .
Fo, =TT (a)" + 2fa,. (6.32)

=1

where f4; is a homogeneous polynomial of degree n — 1. We call Fy; the basis polynomial
corresponding to By;. Since Fy; is a homogeneous polynomial of degree n, (6.32) is equivalent
to

Fo ~T1(4")"] =0 (6.33)

z=0

Note that (6.33) is the condition required for a basis polynomial, which corresponds to the con-
dition (i) in Definition 6.2.

7A]though it holds that r LIb = 1 in the case of Figure 6.1 for instance, it is difficult to realize the complete black
from the mixture of colors except black in practice. So, we impose this requirement.
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Next, let us consider the second condition (ii) in Definition 6.2. In the case of (n, n)-threshold
access structures, B{jj must be required for all d;, i.e., forall j =1,2,...,J, that

By ~ B, (6.34)

where B’ € £~U™ s a matrix that does not depend on d;. This means in the polynomial
representation that for = defined in (6.25), Fy, must satisfy

EFy, = F', forall j (6.35)

where F” is a homogeneous polynomial of degree n — 1 not depending on j. (6.35) is the second
condition required for basis polynomials, which corresponds to (6.5) in Definition 6.2-(ii).
Furthermore, it is worth noting that pixel expansion m and contrast o can be calculated as

follows:
m=n!- Fdj | ei:<1,271 s (636)
1<i<
Foylegmo
o= ——=""— (6.37)
Fdj | e;=1,2=1

1<i<TI

Summarizing, in the case that every basis matrix consists of the concatenation of CP matrices,
we can rephrase Definition 6.2 for (n, n)-threshold access structures by using basis polynomials.

Theorem 6.10 (Koga et al. [66]) Let By,, j = 1,2,...,.J, be basis matrices for an (n,n, £, D)-
VSS scheme which are constructed by the concatenations of some CP matrices. Then, basis
polynomials Fy, corresponding to By, satisfy (6.33) and (6.35). Furthermore, pixel expansion m
and contrast « are given by (6.36) and (6.37), respectively. O

Example 6.11 Let us consider the (2,2, &, D)-VSS scheme with color sets £ = {1,c,y,g,0}
and D = {c,y, g}. Then, the basis matrices with m = 4 shown in [67] are given by

.

Be = | cory| = C2(0ch @ Cally 1), (6.38)
-

By = | yo1c| = C2(09) @ Ca(le 1)), (639)
U

Be = |yeon| = Calex) © Cu([2 ), (6.40)

The polynomial representations of B, B, and B become

F.=ac+vyz, (6.41)
Fy =ay + cz, (6.42)
Fy=cy+az, (6.43)

respectively. Letting = = a% + % + a% + %, it is easy to check that I, I, and Fj satisfy (6.33)

and (6.35). These basis matrices attain that m = 4 and a = % O
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Theorem 6.10 implies that the basis polynomials obtained by solutions of the simultane-
ous partial differential equations (6.33) and (6.35) give the basis matrices of (n,n, &, D)-VSS
schemes.

Example 6.12 For the (3,3, &, D)-VSS scheme with £ = {0,c,y,1} and D = {c,y, g}, let us
derive basis matrices from basis polynomials. From (6.32), the basis polynomials f, F; and F|
can be represented as

F.=a’c+ Pi(a,c,y)z+ Pya,c, y)2?, (6.44)
Fy = a’2y + Ql(au C, 3/)2 + QQ(CL; ¢, 3/)227 (645)
F, = acy + Ri(a,c,y)z + Ry(a, c,y)2?, (6.46)

where Pi(a,c,y), Px(a,c,y), Qi(a,c,y), Q2a,c,y), Ri(a,c,y), Raa,c,y) are homogeneous
polynomials of degree 2 which consist of a,c,y. Then, they satisfy the condition (6.33) as

follows.
[Fe—a’c] _, =0, (6.47)
[Fy o a’2yj| 2=0 = 07 (64—8)
[Fg —acy],_, = 0. (6.49)

Furthermore, from (6.35), they must also satisfy

EF, = ZF, = EF,, (6.50)

where = = a% + % + a% + %. Since we have that
EF. = (a* +2ac+ P) + (2P, +2R)z + (ER) 2%, (6.51)
EF, = (a® + 2ay + Q1) + (EQ1 + 2Q2)z + (2Q2) 2%, (6.52)
EF, = (ac+cy +ya+ Ry) + (ER; + 2Ry)z + (ERy) 2%, (6.53)

Py, Py, Q1, QQ2, Ry and R, must satisfy that

a® +2ac+ P, = a®> 4+ 2ay + Q, = ac + cy + ya + Ry, (6.54)
EP, 4 2P, = ZQ1 + 2Qs = ZRy + 2R», (6.55)
EP, = 2Q, = ZRs. (6.56)

Therefore, by solving (6.54)—(6.56), we obtain the following basis polynomials:

F. = d’c+ (2ay + cy)z + (a + )27, (6.57)
F, = a’y + (2ac + cy)z + (a + y)2?, (6.58)
Fy, = acy + (ay + ac + a*)z + (c +y) 27, (6.59)
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which correspond to the following basis matrices.

Be = C3([00c]) © Cs([0y1]) © Cs([0y1]) © Cs([eyl]) © Cs([011]) © Cs([c11])
[00c00c Oy101ly Oy10ly cyyllc 011011 cllcll]
= {0c00cO0 y001lyl y00lyl yclycl 101101 1cllcl], (6.60)
| c00c00 11yy00 11yy00 1lccyy 110110 1lcllc|

By = C5([00y]) © C5([0c1]) © C5([0cl]) © Cs([eyl]) © C5([011]) © Cs([y11])
[00y00y 0c101lc 0cl0lc ycclly 011011 yllyll]
= [{0y00y0 c001cl c001cl cylcyl 101101 1yllylj , (6.61)
| y00y00 11¢cc00 11cc00 1lyycc 110110 11ylly|
Bg = C3([0cy]) © C5([0c1]) © Cs([0y1]) © C5([001]) © Cs([e11]) © Cs([y11])
[cyc00y 0c101c Oy10ly 100100 cllcll ylly1l]

= |ycOcy0O c001cl y0Olyl 010010 1cllcl 1yllylj . (6.62)
| 00yycc 11cc00 11yy00 001001 1lcllc 11ylly|

These basis matrices attain that m = 36, and o = %. d

6.3.3 (n,n)-threshold Visual Secret Sharing Schemes

In the previous section, we show that if basis matrices consist of CP matrices, they can easily
be derived by solving the simultaneous partial differential equations (6.33) and (6.35). But, it is
difficult to obtain the solutions for (6.33) and (6.35) generally. However, in some special cases,
we can derive the solution as follows:

For a set of colors D = {d;,ds,...,d;}, assume thatd; = d§1> L d§2> RN d§"> where all
d§i>, 1 <1< n,1 <y < Jaredistinet. In this case, (6.33) and (6.35) become

Fy, — Hd?] =0, for 1<j<J (6.63)
=1 z=0
EFy, =ZFy, =---=ZFy,, (6.64)

respectively, where = is given by

(1]

n J

o 9

=> 7t (6.65)
im1 j=1 0d; o

In this case, the following theorem holds:

Theorem 6.13 (Koga et al. [66]) The basis polynomials satisfying (6.63)—(6.65) are given by

n—1 n—1 J
Fy;, = Z sm_izi + Z Z s&n_izi, (6.66)
=0

i=1 (=1
ireven icodd £#j
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where s is defined by

Z d§i1>d§i2> . d§iz>’ if1<¢<n,
Sjt = (Vig Vig Vi, }S (6.67)
’ i1 <tg<---<ip
1, if £ =0.
a

Proof of Theorem 6.13 Note that 5,1 = > ., dy and s;,, = [[i, dy) from (6.67). Hence,
since it holds that [Fy, — sjn].—0 = [Fu, — 1T, dy] —o0 = 0, Iy, satisfy (6.63) for all j =

1,2,...,J. On the other hand, =Fy, can be calculated as follows:

Ely,
(2) 0 0 ;
> (Sorr o) we e+ D2 (S g e
i=0 =1 i=1 (=1 =1
i:even i:odd  £#£j
b J n—1 J n—1
® Z i+ 1)Sjn— (Z+1z + Zzsjn 2 1—|—ZZ i+ 1)Spn—(i+1)2" +ZZZSM 2t
iteven ireven ﬁ#; zzodld i#; zzodld
n J n—1
= Zism_izi Ly Zzsjn 2 1—|—ZZZSgn 2 1—|—ZZZSgn i
i:lodd i:even Z#y zzeven i#; zzodld
— < n(J —1)z""t, ifneven
_ S R | - ) )
= 2D s+ { n2l, if 1 odd, (6.68)
i=1 (=1
where the marked equalities (a) and (b) hold from that
(a): s;, does not contain d§f>, j#7.
_ "9 .
(b): Z W Sjn—i = (1 + 1)8jn—(it+1)-
1=1 945
Therefore, it holds that =Fy, = =Fy, = --- = ZFy, since ZFy, does not depend on j for any d;.

|

Remark 6.14 Note that although the simultaneous partial differential equations (6.63)—(6.65) are
a special case of (6.33) and (6.35), the solutions of (6.33) and (6.35) can always be derived from
the solutions (6.66) as shown in the following example. O

Example 6.15 In this example, we derive the basis polynomials satisfying (6.47)—(6.50) based
on Theorem 6.13. In order to apply Theorem 6.13, we represent the conditions (6.47)—(6.49) as

[Fc — alagcl]zzo = 0, (669)

[Fy — asaqy],_, =0, (6.70)
[Fg — ascays],_ = 0. 6.71)
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Then, from (6.66) in Theorem 6.13, we obtain that

F. = ajasey + (asaq + agyy + y1as + asca + oy + y2as)z + (a1 + az + 01)227 (6.72)
F, = asaqyr + (a1a2 + agcy + crar + ascy + caya + yoas)z + (as + ag + y1)22, (6.73)
Fg = asCalY2 + (a3a4 + asy1 + y1a3 + a1a9 + asc; + C1a1)2 + (CL5 + co + y2)22. (674)

By lettinga, = as = --- =as =a, ¢y = ¢y = ¢, and y; = yo = y, we obtain
F.=a*c+ (a® + 3ay + 2cy)z + (2a + ¢) 22, (6.75)
F, = a*y + (a® + 3ac + 2cy)z + (2a + )2, (6.76)
F, = acy + (2ay + 2ac + 2a*)z + (a + ¢ +y)2°. (6.77)

Note that (6.75)—(6.77) contain the common term (a® + ac + ay)z + az*. From Theorem 6.7, we
can delete the common terms from (6.75)—(6.77). Hence, we finally obtain

F.=ad’c+ (2ay + cy)z + (a + )27, (6.78)
F, = a*y+ (2ac + cy)z + (a + y) 22, (6.79)
Fy, = acy + (ay + ac + a*)z + (c +y) 22, (6.80)

which attains that the pixel expansion m = 36 and contrast o = 2 O

g.

In the case that basis polynomials have no common terms, they are called minimal basis
polynomials. We can show in the following theorem that the minimal basis polynomials can be
uniquely determined from the simultaneous partial differential equations.

Theorem 6.16 (Koga et al. [66]) The minimal basis polynomials Fy,, j = 1,2,...,J, which
satisfy (6.33) and (6.35) are uniquely determined. O

Proof of Theorem 6.16 Suppose there exist another minimal basis polynomials Fdj that satisfy
(6.33) and (6.35), i.e.,

Efy, =EFy, =---=EFy,, (6.81)

and [ﬁ’dj —dj],—0 = 0for j = 1,2,...,J. Then, consider the difference homogeneous polyno-
mials fq,, j = 1,2,...,J, that is defined by

fa, = Fy, — Fu,. (6.82)

and the second difference homogeneous polynomial g = f4, — fdj/ for some fixed j and j'(# 7).
Since fq,’s satisfy that

falomo =0, forj=1,2,...,J (6.83)
Efy, =Sf, = =Sf4,, (6.84)
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g satisfies that

g|Z:0 = fdj |Z:0 - fdj/ |Z:0 = 07 (6'85)
Eg = Efdj - Efdj/ = 0. (686)
From (6.86), g can be expressed as
g=qz+ g2+ -+ ga12", (6.87)
where g;,© = 1,2,...,n—1, are homogeneous polynomials of degree n — ¢ which do not contain
z. Then, substituting (6.87) into (6.86), we obtain the following relation.
n—2
Zg= g1+ {0+ G+ Vg )2+ (Sgua) 2 =0, (6.88)
i=1
where = df = _ %. Equation (6.88) implies that g; = ¢g» = --- = g,—1 = 0, and hence, we

obtain that g = 0.
Since these arguments hold for any j, j’, we have

foo=fo==f, = (6.89)
which does not depend on j. If f # 0, Fy,’s or ﬁ’éj ’s are not minimal from (6.82). Hence, if both

Fy,’s and ﬁ’dj ’s are minimal, it holds that f = 0. This means that the minimal basis polynomials
are uniquely determined. O

The basis polynomials given by (6.57)—(6.59) and (6.78)—(6.80) in Examples 6.12 and 6.15,
respectively, are the same, and they are the minimal basis polynomials. It is clear from Theorem
6.16 that pixel expansion m is also uniquely determined by the simultaneous partial differential
equations. However, since the minimal basis polynomials depends on the condition (6.33), the
pixel expansion m also depends on the way how each d; is constructed from the colors in £ as
shown in the following example.

Example 6.17 Let us consider the (3,3, £, D)-VSS scheme with color sets D = {y, m,c,r, g, b}.
If we use £ = {0,y, m, c, 1} and the conditions

[Fy, — a*y].—0 = 0, [Fr — a®m].—o = 0, [F. — ya’c].—o = 0,
[Fy — amy,—o = 0, [Fg — acy],—o = 0, [Fp — acm],—o = 0, (6.90)

which means that we use r = m Uy, g = clly, b = ¢ U m, then we obtain the following basis

polynomials with m = 60 and o = 11—0:
F, = a*y + (2ac + 2am + em + cy + my)z + (a + y) 2%, (6.91)
Fr = a®>m + (2ac + 2ay + cm + cy + my)z + (a +m)z?, (6.92)
F. = a’c+ (2am + 2ay + em + cy +my)z + (a + ¢)22, (6.93)
F, = amy + (a* + 2ac + am + ay + cm + cy)z + (m + y) 2>, (6.94)
F, = acy + (a® + ac + 2am + ay + em + my)z + (c + y)2°, (6.95)

Fy, = acm + (a* + ac + am + 2ay + cy + my)z + (¢ +m) 2% (6.96)
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On the other hand, if we use £ = {0,y, m, c,r, g, b, 1} and the conditions

[Fy — a®y).—0 = 0, [F — a*m].—¢ = 0, [F. — a*c].—o = 0,

[, — a*r].—0 = 0, [Fy — a*gl.—0 = 0, [F, — ab].—o = 0, (6.97)

we have
F,=ad*y+2a(m+c+r+g+bz+y (6.98)
Fo=a*m+2a(y+c+r+g+bz+mz? (6.99)
F.=ad*c+2a(y+m+r+g+b)z+c2? (6.100)
F,=a’r+2a(y+m+c+g+b)z+r2? (6.101)
Fy=a’g+2a(y+m+c+r+b)z+ gz (6.102)
Fy=a*v+2a(y +m+c+r+g)z+ b2 (6.103)
which attain m = 72 and o = % Note that each solution is minimal for each condition. But the
attainable pixel expansions are different. O

Example 6.17 implies that we must choose the condition (6.33) adequately in order to attain
smaller pixel expansion and higher contrast. However, it is hard to derive the conditions (6.33)
that can attain the smallest /m and highest a.

6.3.4 (k,n)-threshold Visual Secret Sharing Schemes

In this subsection, we show a method to derive basis matrices for (k,n,&,D)-VSS schemes
based on CP matrices. First, let Fd(f), Fd(f), o Fd(’;) be basis polynomials for a (k, k, £, D)-VSS
scheme, which can be derived by the method in Section 6.3.3. Then, we have the next theorem:

Theorem 6.18 (Koga [63], Koga et al. [66]) Let Fd(f), 7 =1,2,...,J, be basis polynomials for
a (k, k, &, D)-VSS scheme. Then, basis polynomials Fy,, Fy,., ..., Fy, defined by

Fy = 2""*F}, (6.104)

J

are the basis polynomials of the (k,n, £, D)-VSS scheme. a

Proof of Theorem 6.18 In the polynomial representation of VSS schemes, the deletion of arbi-
trary n — £ rows from the basis matrices is equivalent to apply the operator = to the corresponding
basis polynomials n — ¢ times. Therefore, in order to prove this theorem, it is sufficient to show
that

=k, — Cidy] = [ij) . djL —0 foranyj=12,....J,  (6.105)

:n—k-l—le . :n—k—f—le — ...
— 1 2

z=0

zn—kH gy (6.106)

where C} is a positive integer. Note that (6.105) and (6.106) correspond to Definition 6.2-(i) and
(i1), respectively.



76 Chapter 6. Introduction to Visual Secret Sharing Schemes

First, we show (6.105), which is equivalent to [E"‘dej — Cde(f)} Y = 0 for some positive
integer C;. By calculating E""“Fdj for (6.104), we obtain
ko g _ A
R ( Z, )E"‘k_ZFd(f) (2 )
i=0
- nz_k (n B k) =k (E""HF(’“)) S (6.107)
—~\ i J(n—k—i) 4 '

The last equality in (6.107) holds since Z"~**+! . z»=% — (). Substituting z = 0 into (6.107), we
have [E"‘dej —(n— k;)'Fd(f)} = 0, and hence, it is satisfied by C; = (n — k)!. Next, we
z=0

prove (6.106). E""““Fdj can be calculated as follows:

:n—k—l—le — =n—k+1 (Fd(k)zn—k)
J = ;

n—k+1
n—k+1\_, ri1- i
= Z ( , ): k+1 Fd(f) (: z k)

- 1
=0

n—k
_ 1 _ | . .
_ Z (n k‘i‘ ) (n k) ' (En—k—l—l—zF(j(f)) zn—k—z. (6108)

P i (n—k—1)

)

Furthermore, since Fd(f ’s are the basis polynomials of a (k, k, £, D)-VSS scheme, we obtain

=RV ==Y = =R, (6.109)
for all / > 1. By combining (6.108) and (6.109), (6.106) is established. O

Example 6.19 For the (2,3, &, D)-VSS scheme with £ = {0,y,¢c,g,0} and D = {c,y, g}, basis
polynomials are given from (6.104) by

F.=z-F% = acz + y2?, (6.110)
Fy:z~Fy(2) :ayz+cz2, (6.111)
Fo=2- Fg(Q) =cyz + azQ, (6.112)
where F\?, E? | F* are given by (6.41)~(6.43) in Example 6.11, which are the basis polyno-
mials of the (2,2, &, D)-VSS scheme. a

Remark 6.20 The basic idea of CP matrices and their polynomial representations are introduced
by Koga [63], and the algebraic construction of VSS schemes are developed in [66]. In this
thesis, the algebraic construction is described by using the notion of equivalence class, which is
introduced in [52]. Furthermore, it is slightly improved from [66] since the algebraic construction
in [66] cannot be applied to the case of 1 € D as follows.
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In [66], the simultaneous partial differential equations for basis polynomials Fy; are given by

ha, '

Falmo =] (dﬁ) , (6.113)
=1

EFy, = F', forall j, (6.114)

which correspond to (6.33) and (6.35), respectively. But, in the case of d; = 1 for some j, there
must exist at least one dy) = z in the right hand side of (6.113) although z = 0 is assumed in the
left hand side of (6.113), which is a contradiction. Hence, it is assumed in [66] that 1 & D.

On the contrary, it is easy to see that (6.33) is valid even in the case of 1 € D. Hence, we use
(6.33) instead of (6.113). O

6.4 Visual Secret Sharing Schemes for General Access Struc-
tures

In this section, we describe how to construct a VSS scheme for a given general access structure
I' based on a cumulative map ¢r defined in Chapter 4. Refer Chapter 2 for general access
structures.

Let T’ = {Aq, Ar} be a given general access structure for a share set V' = {V;, V5, ..., V,,}.8
Then, (k,n)-threshold VSS schemes in Definition 6.2 can be generalized to VSS schemes for
general access structure I as follows:

Definition 6.21 (Koga et al. [66]) For D = {d,ds,...,d,} and pixel expansion m, an n X m
matrix By, is called a basis matrix of d; for access structure I if all By;, j = 1,2,..., J satisty
the following conditions:

(i) For the minimal qualified sets Ag of T', it holds for any Q € A that

n (B, [QD) ~ [djdj -+~ dj 11---1], (6.115)

where the number of d; is constant. In the case of d; = 1, the right hand side of (6.115)
consists of only 1’s.

(ii) For any set F' € A, all By,[F], j = 1,2,...,.J, belong to the same equivalence class in
gl Im/n,

A VSS scheme for an access structure I' is called a (I', V', €, D)-VSS scheme if for each color
d; € D each pixel d; is determined by a matrix randomly selected from (By;) € €™ /~, where
By, is the basis matrix of d;. a

8Tn Part 11, we treat only perfect VSS schemes. Hence, for simplicity, notation I' = {Aq, A} is used for an
access structure in Part IT instead of I' = {A;, Ay} defined in Part I, where Aq is the family of qualified sets and
Ap is the family of forbidden sets.
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Note that the contrast can be defined in the same way as Definition 6.3.

Example 6.22 Let I'; = {Aq, Ar} be an access structure for V' = {Vj, V5, V3, V,}, which is
defined as follows:

Ag = {{Va, Va}, {Va, Va}, {V4, Va}}, (6.116)
Af = {{Vi,Va}, {W, Va}, {Va, Vi3 }. (6.117)

Then, the basis matrices of the (I'y, V', &€, D)-VSS scheme with &€ = {0,c,y,g,1} and D =
{c,y, g} are given by

[c00c0011yy0011yy0011ccyy10101clc|
B _ OccOccyy1111yy1111gg111111111111 6.118)
¢ |c0ccOclllylylllylyllglliglil11111|”’ '

0c00c0y001y1y001ylyclyc10101clcl]

[y00y0011cc0011cc0011yycc10101yly]
B _ OyyOyyccl111lccll11ggl111111111111 6.119)
¥ |yOyyOylllclclllclellgllglillllll|”’ '

| 0y00y0c001c1c001clcylcy10101ylyl]

[00yycc11cc0011yy000010011clclyly]
B _ ggccyyccllllyy111111011011111111 (6.120)
€ |cygycglllclclllylyl0110111111111|" '

| ycOcy0c001c1y001y1010010clclylyl

Then, it holds that m = 32, o = 13—6. O

We note that the multiple assignment map [47] treated in Chapter 4 is suitable for VSS
schemes. Let By, and ij, j = 1,2,...,J, be the basis matrices of (I', V', £, D)-VSS and
(t,t,E,D)-VSS schemes, respectively, where t is the cardinality of Af,i.e., A = {F1, Fo, ...,
F.} forI' = {Aq, Ar}. Letting W,y = {Wl(t), WQ(t), o Wt(t)} be the set of primitive shares

for the (¢, t, €, D)-VSS scheme, the cumulative map vr : {1,2,...,n} — oW o is defined by

ur(i) = | {W}t)}- (6.121)

JVig

Then, the basis matrices By, can be obtained from ij and the cumulative map ¢r as follows:

Ba[{Vi}] = n (Bo,[vr(0)]) (6.122)

It is pointed out (but not proved) in [1] that the basis matrices of VSS schemes with general
access structures for BW-binary secret images can be obtained by (6.122). The same arguments
hold for a color secret image as shown in the next theorem.

Theorem 6.23 (Koga et al. [66]) Let ' = {Aq, Ar} be a given general access structure. Then,
the basis matrices of the (I', V', £, D)-VSS scheme can be obtained from (6.122). O
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Proof of Theorem 6.23 From Chapter 4, the cumulative map ¢ (-) satisfies following condi-

tions.
def . _
Ur(A) = | (i) = W), forall A € Ag (6.123)
V;eA
def . 4
Ur(A) = | ¢r(i) C Wy, forall A € Af (6.124)
V;eA

Hence, for a qualified set Q = {V;,, Vi,,---, Vi, }, we have

1(Ba,1QD) = 0 (B, Lvr(n)]) U (B [n(ia)) U+ U (Ba, LGyl
7 (ij [[‘I’F(Q)]])
=1 (B’dj [[W(t,t)]]> : (6.125)

which is equivalent to [d; d;--+d; 11 --- 1] from the definition of By,.
Next, for a forbidden set F' = {V;,,V,, ..., V; }, it holds that

Bo, [0r(F)] ~ Bo,[Ur(F)] ~--- ~ Ba,[Ur(F)], (6.126)

since Up(F') C W, from (6.124). Hence, letting /3 be a matrix that is equivalent to (6.126),
we obtain

0(Ba; [¥r(i1)]) n(B[[¢r(in)])
1(Ba; [4r(i2)]) n(B[¢r(iz)])

~J

By,[F] = : (6.127)

n(Ba, [r(ia)]) n(Bloe(is)])

which does not depend on j. Therefore, Definition 6.21-(ii) holds for all By, [F'],j = 1,2,...,J.
O

Example 6.24 We derive the basis matrices of the (I'y, V', €, D)-VSS scheme with £ = {0, c,y,
g, 1}, D = {c,y,g}, and 'y = {Aq, Ar} which is the access structure defined by (6.116) and
(6.117) in Example 6.22. The cumulative map is given by

(1) = {ngS)}’ (6.128)
Yr(2) = {Wf?’), Wég)} : (6.129)
vr(3) = (W Wi}, (6.130)
vr(4) = Wi}, (6.131)
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where m(S) € W 33). By applying (6.122) to the basis matrices of the (3,3, &, D)-VSS scheme
in (6.60)—(6.62) in Example 6.12, we obtain

[c00c0011yy0011yy0011ccyy11011011cllc]
B _ OccOccyyl111yy1111gg1111111111111111 (6.132)
¢ |cOccOclllylylllylyligllgli1111111111}”’ '

0c00c0y001y1y001ylyclyc11011011cllcl]

[y00y0011cc0011cc0011yycc11011011y11y]
B o_ OyyOyycc1111ccll111ggl1111111111111111 6.133
¥ |yOyyOy1lllclclllclcllgllgl11111111111)° (6.133)

| 0y00y0c001c1c001clcylcy11011011y11y1]

[00yycc11cc0011yy0000100111cllcllylly]
7 _ |g8ccyyccllllyyl111110110111111111111 (6.134)
& |cygycglllclclllyly101101111111111111| " '

| ycOcy0c001c1y001y10100101c11cllyllyl]

For example, the second rows of BC, By, Bg are obtained by stacking the 1st and 2nd rows of
(6.60)—(6.62), respectively.

Finally, from Theorem 6.7, we can delete 4 X 4 submatrix which consists of all 1 from
BC, By, Bg, and the basis matrices shown in (6.118)—(6.120) can be obtained. O



Chapter 7

Visual Secret Sharing Schemes for
Gray-scale Images

7.1 Introduction

In many studies of VSS schemes, a secret image is usually assumed to be huge letters and/or
simple geometrical shapes, e.g., circles, triangles, etc. But, if we can encrypt gray-scale images,
a picture, for instance shown in Figure 7.1, can be encrypted as a secret image. In [14], VSS
schemes for gray-scale images, for short VSS-GS schemes, are studied, and the necessary and
sufficient condition is derived to construct VSS-GS schemes for general access structures. How-
ever, concerning VSS-GS scheme, the optimality has not been considered sufficiently, and only
the minimum contrast is treated. In this chapter, we consider average contrast and brightness
offset in addition to the minimum contrast, and we give the optimal construction of VSS-GS
schemes for (n, n)-threshold access structures.

As we showed in Chapter 6, (n,n)-VSS schemes can be constructed algebraically by using
polynomials and simultaneous partial differential equations. This method is first derived for
color images in [66] and extended to BW-binary images in [72]. In this chapter, we extend this
method to gray-scale images. Furthermore, we show that the optimal scheme in all the (n,n)-
VSS-GS schemes can be constructed by the proposed method. In this chapter, we consider
VSS-GS schemes only for (n,n)-threshold access structures because VSS-GS schemes with
(k,n)-threshold or general access structures can be constructed from (¢, ¢)-VSS-GS schemes in
the same way as shown in Theorems 6.18 or 6.23, respectively.

This chapter is organized as follows. In Section 7.2, (n,n)-VSS-GS schemes, average and
minimum contrasts, and brightness offset are formally defined, and the polynomial representa-
tions of (n,n)-VSS-GS schemes are described. Section 7.3 is devoted to show that the optimal
(n,n)-VSS-GS scheme, in the viewpoint of resolution, can be constructed by using the poly-
nomial representation. Then, in Section 7.4, we derive tight upper bounds of the average and
minimum contrasts. Finally in Section 7.5, we extend gray-scale images to color images with
shades.

In Section A.1, we show examples of the VSS-GS-L schemes based on the results obtained

81
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Figure 7.1. Original secret image with 8-depths gray-scale.

in this chapter.

7.2 Preliminaries

7.2.1 Definitions

A secret image is assumed to be a gray-scale image with L depths, L. > 2, which is encrypted to
n images called shares. Let V. = {V1, V5, ...V, } be the set of shares. Each pixel on the secret
image is expanded to m subpixels. Parameter m is called pixel expansion, which should be as
small as possible in the viewpoint of resolution for decrypted images. Each subpixel consists
of white or black, and a gray depth of a pixel is realized by a composition of white and black
subpixels. Hence, we assume that £ = {0, 1} and the mixture is expressed by the “OR” operation,
whichis definedas0 L0 =0,1U0=0U1=1U1=1.

In VSS schemes for gray-scale images with L depths, for short VSS-GS-L schemes, a pixel
with the /-th gray depth, ¢ = 1,2, ..., L, is encrypted into an nxm matrix T(,. The (i, j) element
of T{y) represents the j-th subpixel of the i-th share, and it takes 0 or 1 when the corresponding
subpixel takes white or black, respectively. Then, (Aq, Ar)-VSS-GS-L schemes are defined as
follows:

Definition 7.1 A VSS-GS scheme is called an (Aq, Af)-VSS-GS-L scheme if each pixel with the
(-th gray depth is determined by matrix T{,) which is randomly selected for each pixel from the
following equivalence class (B ;).
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(i) For any minimal qualified set @ € Ag and pixel expansion m, the representatives By),
which are called basis matrices, satisfy that

m —w(n(Bm[Q)) = dn), (7.1)
w(n(Be-n[Q])) —w(n(Bw[Q])) = b, for £=2,3,....L, (7.2)

where w(v) stands for the Hamming weight of v, and d(y is the relative difference of
brightness between the (¢ — 1)-th and /-th gray depths. ¢, is an integer which satisfies
5(1) > Oandé(g) > 1forl = 2,3,...,[/.

(i) For any forbidden set F' € Af, all By [F], ¢ =1,2,...,L, belong to the same equiva-
lence class in £l ™/~ O

We note from the above definition that basis matrix B,y corresponds to the darkest pixel
while B expresses the brightest one in the decrypted image. We also note that Definition 7.1
can be considered as the special case of Definition 6.2 such that £ = {0,1} and d; € D is a gray
with the j-th depth.

Next we define contrasts and brightness offset which guarantee the clearness and the bright-
ness of decrypted images, respectively.

Definition 7.2 Let B, be the basis matrices of an (Aq, Ar)-VSS-GS-L scheme. Then, relative
contrasts are defined as oy = 6%) for ¢ =2,3,..., L, where m is the pixel expansion. Further-
more, the minimum contrast, the average contrast, and the brightness offset of a decrypted image
are defined as

Omin = QI%’lélgnL Q(p), (73)
> )

ave = — T, 7.4
a 7] (7.4)

o1
8=-"L, (7.5)

m
respectively.! O

Qmin Tepresents the worst clearness in two adjacent gray depths while av,y . gives the average
clearness of a decrypted image.

In the case of BW-binary images, i.e., L = 2, these contrasts au,i, and e coincide with
each other and they are equal to a contrast

)
ans = -2, (7.6)
m

6 : 13 : . bEl 13 : b2l
n [14], Q) = % is called as “relative differences” rather than “relative contrasts”.
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which is defined by Naor-Shamir [81] for BW-binary secret images. Hence, o, and . can
be considered as extensions of ayg. Since ayg does not reflect the effect of brightness offset (3,
Verheul and Van Tilborg [117] proposed another contrast

0(2)
m (3 +200))
But it is pointed out in [36] that ayy has a defect such that ayy is always equal to 1/m when
d(1) = 0. Instead of vy, Eisen and Stinson [36] proposed a new contrast

(7.7)

ayy =

02 _ ans
m+oqy 1+

(7.8)

aps =

where two effects of ayg and 3 are included in the contrast agg. In [36],[117], it is shown for
the BW-binary case that 3 effects the clearness, and the larger the value of §(9) is and the smaller
the value of d(y) is, the clearer the decrypted image is. In other words, large oy and small 3 are
desirable. However, such consequences cannot be applied to the case of gray-scale generally.

In the case of VSS-GS schemes, the brightest pixel on a decrypted image cannot become com-
plete white while complete black can be realized. In addition, the darkest pixel on a decrypted
image is not always complete black. Hence, even if two VSS-GS schemes have the same relative
contrasts oy, the brightness offset 3 may be different. The larger 3 is, the brighter the decrypted
image is. When 3 = 0, i.e., d(1) = 0, then the darkest pixel is complete black. For instance, Fig-
ure 7.2-(a) has 3 = 0 and vy = = for £ = 2,3,...,8, which means omin = Qave = 7. Figure
7.2-(b) has the same relative differences « (s as Figure 7.2-(a), but Figure 7.2-(b) has 3 = 11—6.
In Figure 7.2, (b) is more natural than (a) because the complete black areas on (a) are much
more conspicuous than other areas. But if pixel expansion m is smaller, Figure 7.2-(a) may look
clearer than (b). These facts mean that it is difficult to determine the optimal value of 3 because
it depends on the size and/or contents of a secret image, and hence 3 should be treated separately
from iy Or aaye. In this paper, we derive the maximum qy,;, and «v,ye for a given [3.

We note that gray-scale secret images are treated in [14], [67]. But, [67] does not consider the
contrast for gray-scale secret images. Although the relative contrasts and the minimum contrast
are introduced in [14], the average contrast and the brightness offset are not considered.

Example 7.3 The (3, 3)-VSS-GS-3 scheme with §1y = 1, §(2) = 2, and é3) = 1 is constructed
by the following basis matrices

[0001001001111]
By = [0010010010111] , (7.9)
0100100100111

[0000011101101]
By = [0000101011011] , (7.10)
0001000110111

[0000011011011]
Bz = [0000101101101] , (7.11)
0000110110110
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(a)a(g):a(g):---:a(g):f—G,andﬁzo

(b) o) = @) =+ =) = 15.and f = g

Figure 7.2. Comparison between two decrypted images with 3 = 0 and § = 11—6.
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which have pixel expansion m = 13. Since w(n(By)[V])) = 9, w(n(B[V])) = 10, and
w(n(Be)[V])) = 12 hold, we note from (7.1) and (7.2) that the basis matrices attain relative
differences 6(1) = 1, d(2) = 2, d(3) = 1. From Deﬁnition 7.2, the contrasts and brightness offset
become az) = 15, A(3) = 155 Omin = 155 Qave = 55, and # = . Since the first and second rows
of B, B(2), and B3 satisty the following equivalence relatlon

Boy[{V1, Va}] ~ By[{V1, Va}] ~ B)[{V1, Va}]
l0000010101111]

0000101010111 (7.12)

and the similar relation holds for other combinations of two rows, the security condition, i.e.,
Definition 7.1-(ii) is also satisfied. O

7.2.2 Polynomial Representation of VSS-GS Schemes

In Chapter 6 we showed the algebraic construction of VSS schemes for color images [66]. In
this method, basis matrices are corresponded to polynomials, and it is shown that basis matri-
ces are derived algebraically by solving some simultaneous partial differential equations for the
polynomials. Kuwakado-Tanaka [72] modified the method to apply to VSS-BW schemes. In this
subsection, we extend the method to VSS-GS schemes.

First, for any integer p satisfying p < n, we define the constant-column-weight (CCW) matrix
M,,,, with weight p as the n x (7) matrix that has all kinds of column vectors with Hamming
weight p [72]. For instance, M, 4 is given by

001110
011001
110010
100101

My ~ (7.13)

Note that there are ( )! matrices that are equivalent to M, ,,. But, by the benefit of the equivalence
class, it suffices to consider only the representative, which is any one of the matrices.

Let M}, bean (n—1) x (;‘) matrix obtained by deleting a row from M/, ,,. Then, it can easily
be checked that M,,,, and M]/),n satisfy M]/),n ~ My 1p-1© My,_q,ie.,

<M]/2,n> = <Mp—1,n—1> © <Mp,n—1> (714)

independently from the deleted row. Now we identify an equivalence class (), ,) with a mono-
mial 2 (“ ) where p and n — p represent the numbers of 1 (black) and O (white), respectively, in
each column of M, ,. We also represent formally concatenation operator ® with plus operator
+. If we use these representations (Mp—13-1) © (Mp 1> can be identified with homogeneous
= 1)1,(n — T Z;‘j"pp ryi» Which is equal to (£ + 8‘1)% This fact means from
(7.14) that the partial differential operator az + aa represents the deletion of an arbitrary row

from representative M, ,,, and hence all matrices in (M, ,).

polyn0m1al
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Example 7.4 For M, 4 given by (7.13), the polynomial representation of (Ms4) is
one row is deleted from M5 4, the deleted matrix Méj 4 satisfies from (7.13) that

Sor- If any

001110 001110 001 110
MéA ~ 1011001 ~ [010101f = {010| ® |101
110010 100011 100 011

Hence, by the polynomial representation, (M, 4) can be described as homogeneous polynomial

z1a2 z2a1 0\ 2%a?
Z4 + 29 which is equal to (£ + 2)Z2-. O

In the polynomial representation, there is one-to-one correspondence between all equivalence
classes in £"™/~, which are generated from finite concatenations of CCW matrices in £, and
all homogeneous polynomials with degree n. Now, assume that a basis matrix By) is constructed
by the concatenation of CCW matrices as follows.

By = @ My [#0s] (7.15)

where 115, are nonnegative integers and M 4 stands for the u-times concatenation of matrix
M,ie, M ®M®---© M. Then the equivalence class of a basis matrix By in (7.15) can be

Vo
u times

represented by the corresponding homogeneous polynomial F{;(z, ) such as

zpa" p

Fuy(z,a) Z Ot et (7.16)

which is a basis polynomial.
Hence, in the case of (n, n)-threshold access structures, the properties in Definition 7.1 that
(Aq, Ar)-VSS-GS schemes must satisfy can be described by the basis polynomials as follows.

Theorem 7.5 Let Fiy(z,a), ¢ = 1,2,..., L, be basis polynomials which are identified with
basis matrices By of the (n,n)-VSS-GS-L scheme. Then the construction of the basis matrices
satisfying Definition 7.1 is equivalent to solve the following simultaneous partial differential

equations.
Flo(0,1) = Fiy_py(0,1) = % (7.17)
ZFu(z,a) = EFg) (2, a) = - = EF (2, a), (7.18)
where = = £ + 2 and F{;)(0,1) = 0. Furthermore, pixel expansion m is given by
m = nlF(1,1), (7.19)
for any /. O

Proof of Theorem 7.5 In the same way as Theorem 6.10, [66] and [72], it can be checked that
(7.17) and (7.18) correspond to Definition 7.1-(i) and (ii), respectively. Equation (7.19) holds

Pagn—P
zra D

pl(n—p)! 2}

because the number of columns in the CCW matrix M, ,, is given by n!
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7.3 Minimum Pixel Expansion of (1, n)-VSS-GS Schemes

In this section, based on the polynomial representation, we show how to construct the (n,n)-
VSS-GS scheme that achieves the minimum pixel expansion for given relative differences. Note
that we can easily extend (n,n)-VSS-GS schemes to (k,n)-VSS-GS schemes and to VSS-GS
schemes with general access structures by using Theorems 6.18 and 6.23, respectively.

7.3.1 Generality of Polynomial Representation in (n, n)-VSS-GS Schemes

If a basis matrix consists of the concatenation of CCW matrices, it can be represented by the
corresponding basis polynomial. But we further show in the next theorem that the basis matrices
of any (n,n)-VSS-GS scheme can be represented by the basis polynomials.

Theorem 7.6 For any (n, n)-VSS-GS-L scheme, basis matrices By, B(z), . . . , B, can be con-
structed by the concatenations of CCW matrices in the case that all the basis matrices contain no
common column vectors except zero column vectors. O

From Theorem 6.7, we can assume that all the basis matrices contain no column vectors ex-
cept the column zero vector because such common vectors play no role, and hence such common
vectors can be removed or changed to the zero vectors to make a pixel bright.

Proof of Theorem 7.6 We first prove that for any column vector v in any By, By must also
contain all vectors with the same Hamming weight as v

In the case that v is the zero column vector, Theorem 7.6 holds obviously. Hence, assume
that v with w(v) > 1 is a nonzero column vector of basis matrix B y). Then there is at least one
basis matrix B, [ # ¢, that does not contain the vector v. Although B(;) does not contain v,
it is possible that B, and B(l) have the same column vectors. In such cases, By and B(; can
be represented as B ~ B(g) © X, Bgy ~ B(l) ® X, where B(g and B(l) contain no common
column vectors. Obviously, v must be contained in B(g) Since it must satisfy from Definition
7.1 (ii) that any n — 1 rows in B(g) are equivalent to the corresponding n — 1 rows in B(l), B(l)
must contain all n column vectors vy, vo, ..., v, that differ one Hamming distance from v. On
the other hand, for eachv;, i1 = 1,2,...,n, B(g) also must have all n column vectors that differ
one Hamming distance from v;. These facts mean that B(g) must have all the column vectors that
differ even Hamming distances from v.

Since the Hamming distance between any two vectors having the same Hamming weight is
even, all the vectors with Hamming weight w(v) must also be contained in B(g).

We can also show by the similar argument that if B, contains the same column vector v
s-times, then each vector with Hamming weight w(wv) is also included in B, s-times. Hence, in
the case of (n, n)-VSS-GS schemes, any basis matrix can be represented by the concatenation of
CCW matrices, i.e., the basis polynomials. O
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7.3.2 Minimum Pixel Expansion of (n,n)-VSS-GS Schemes

In this subsection, we derive the optimal (7, n)-VSS-GS scheme in the viewpoint of pixel expan-
sion m, in other words resolution, for given relative differences (), £ =1,2,..., L.

Theorem 7.7 Let m be the pixel expansion of an (n,n)-VSS-GS-L scheme which has relative
differences 0y, ¢ = 1,2, ..., L. Then the minimum pixel expansion m* is given by

m* =2""1A 44, (7.20)

where 6 = 6.1y and A = ZELZQ d(¢)- The basis matrices that attain m™ are given by

- A A A
By =M} o | M @ ol (7.21)
p{)e:vgn podd
where A(g) = 2512 5(”. O

Proof of Theorem 7.7 From Theorems 7.5 and 7.6, we can use the basis polynomials shown in
(7.15) instead of the basis matrices in the construction of (n,n)-VSS-GS schemes. From (7.16)
and (7.17), f1(¢),0 must satisfy that

¢
K0 = Z o) =0+ A, (7.22)
=1
and
0= By, < By <o < Ly = 0+ A. (7.23)
Since it holds that
Fl(z,a) S ( ) dar (7.24)
EFy(z,a) = ey + 1o pr1) :
(0 pare ©).p (£),p+1 p|(n_p_1)|

and ZF (2, a) must satisfy (7.18), ju)p + f4(¢)p+1 must be independent of /. Hence, for some
nonnegative integers i, {i(),, must satisfy that for any ¢

Hp = [e)p + 1oy pr1- (7.25)

Since all 1, and p1() ,, are nonnegative integers, we have that

o2 % Hs 729
for any p. Letting F'(z, a) be
F'(z,a) = EF(l)(z a) =ZFp)(z,a) = - = EF (2, a)
Pgn—P— 1

= Zup o (7.27)
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pixel expansion m is given from (7.19) as follows.

m=(n— 1 F(1,1) = niup<n_ 1) (7.28)

p=0 p

In order to minimize pixel expansion m, we must minimize all z,. In the following, we show
that such minimization is possible.

Since it holds from (7.23) and (7.26) that pg > WaxX [0 = Mo = 0 + A, o can be

represented as iy = €9 + 0 + A for some nonnegative parameter £, > 0. Substituting ji into
(7.25), we have ppy 1 = €0 + 0 + A — pp) 0. Then piy can be represented as p1y = g9 + 1 + A
for another nonnegative parameter £; > (0 because it is obtained from (7.23) and (7.26) that

> 1I£Za§XL M1 =0 +0+A— 1IgnéignL Heyo = €0+0+A—p1y0 = €0+ A. Next we have from

(7.25) that p)2 = 11 — fue),1 = €1 — 0 + pue),0. Hence, it is also obtained from (7.22), (7.23)

and (7.26) that sy > géang M2 =€1— 0+ 1I£Za§)% Heyo = €1 — 0 + fr),0 = €1 + A. Repeating

the similar procedure, we have that g =¢g + 0 + A andforp =1,2,...,n,

Hp = €p +Ep1 + A, (7.29)

He)0 — O, if p is even,

Ky p = Ep—1 + { A6~ po, ifpisodd, (7.30)

where €, > 0 are parameters and i) o is given by (7.22). Since i, should be as small as possible,
the optimal 1, is obtained by letting €, = 0 for all p as follows.

0+ A, ifp=0,
A ifp> 1.

Hp =

(7.31)

Y

This optimal case can be attained from (7.22) and (7.30) by

B Ay, if p > 21is even,
Hyp = { A — Ay, ifp>1isodd, (7:32)

and the minimum pixel expansion m* is obtained from (7.28) and (7.31) by

n—1

. n—1
m :/~L0+Z/~Lp< )
p=1 p
Lty |
:5+A+AZ
p=1

D
=0+A+AQ 1)
= 2" A 4§, (7.33)

Finally, the optimal basis matrices shown in (7.21) are obtained from (7.15),(7.22) and (7.32). O

We note from the proof of Theorem 7.7 that in case of m > 2"~!A + §, the basis matrices
can be constructed by selecting £, > 0 adequately. Hence we have the following corollary.
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Corollary 7.8 The (n,n)-VSS-GS-L scheme with relative differences d(,) and pixel expansion
m can be constructed if and only if it holds that

m > 2" A 6. (7.34)
]

Theorem 7.7 gives the minimum pixel expansion m* for given relative differences 9. But,
when we can select the minimum values of d(y), i.e., 01y = 0, 0y = L1 for £ = 2,3,..., L, we
have that A = L. — 1 and § = 0. This case attains the overall minimum of pixel expansion m* in
all allowable dy).

Corollary 7.9 (Naor-Shamir [81], Blundo et al. [14]) The minimum pixel expansion m* in all
the (n,n)-VSS-GS-L schemes is given by 2" (L — 1). O

This corollary coincides with the results shown in [14] and, in case of L = 2, [81].

Remark 7.10 We note that an (n,n)-VSS-GS scheme can be constructed in a different way.
We first transform a gray-scale secret image into a BW-binary image with L-depth halftones,
e.g., by the dither method [83]. Then we encrypt the binary image by the basis matrices of an
(n,n)-VSS-BW scheme. If the differences of the (¢ — 1)-th and /-th halftones are ¢, which are
determined by a dither matrix, each pixel must be expanded to at least A subpixels in the case
of d(1y = 0. Since 2"~ subpixels are required to realize any (n,n)-VSS-BW scheme, the total
pixel expansion becomes 2"~ ' A, which coincides with (7.20) in the case of §;) = 0. Hence,
such construction of (n,n)-VSS-GS-L schemes is also optimal. O

7.4 Maximum Contrasts and Minimum Pixel Expansion

In Section 7.2.1, we pointed out that the optimal brightness offset 5 may depend on the size or
contents of a secret image. However, for a given (3, the contrasts should be maximized. Hence,
for a given 3, we derive the maximum i, and aye in Section 7.4.1 and the minimum pixel
expansion that attains the maximum average contrast cv,ye in Section 7.4.2.

7.4.1 Maximum Average Contrast and Minimum Contrast

Blundo et al. [14] showed that a VSS-GS-L scheme with a given access structure I exists if and
only if it holds that Zngg oy < ajg, Where ajyg is the maximum ayg defined in (7.6) for the
VSS-BW schemes with access structure I'. In the case of (n,n)-VSS-GS schemes, the above
inequality becomes

L
> ag <27y (7.35)
(=2
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because the maximum contrast oy g is given by a,g = 27~ as shown in [81]. This condition

given by (7.35) can also be derived directly from Corollary 7.8 by dividing both sides of (7.34)
by m and letting 6 = 0. Furthermore, we can also obtain the condition in the case of § # 0, i.e.,
(B # 0 from (7.34) as follows.

Corollary 7.11 An (n,n)-VSS-GS-L scheme with relative contrasts a(y), a(a), - - ., (z,—1) and
brightness offset 5 can be constructed if and only if it holds that

L
Y oap <27 (1 -p), (7.36)
=2

and a/(y) and 3 are rational numbers. O

Corollary 7.11 can be derived from Corollary 7.8. But we have from Corollary 7.11 only that
m > K (2" 'A +6) (7.37)

for some integer ' > 1. Hence, Corollary 7.8 cannot be derived directly from Corollary 7.11.
In [14], it is described that (7.37) with (K = 1,A = L — 1,6 = 0) is obtained directly from
(7.36) with 3 = 0 in the (n, n)-threshold case although K = 2"~! is assumed in their proof of
[14, Theorem 3.2]. Therefore, their proof for (n,n)-VSS-GS schemes is not rigorous.

Note that the case of § = 0 does not always give a clear image. Corollary 7.11 gives how the
value of [ effects the relative contrasts.

Next, from Corollary 7.11 and Theorem 7.7, we derive the maximum Qaye and auyip.

Theorem 7.12 In all the (n,n)-VSS-GS-L schemes, the average and minimum contrasts, (e
and oy, are bounded by

@ 1-8 ® 1

aves ming S 7.38
Cave, & 9n-1(L —1) = 20-1(L — 1) (7.38)

for L > 2. There always exist the basis matrices that attain the equality of (a), and inequality (b)
holds with equality when 5 = 0. O

Proof of Theorem 7.12 From Corollary 7.11 and (7.4), it is obvious that inequality (a) holds
with respect to avaye. On the other hand, for vy, inequality (a) follows from that (L — 1)auin <
Sor,a@ < 27 D(1 — 3), where the first inequality holds with equality if and only if

5(2) = 5(3) == 5(L)- (7.39)
Finally, inequality (b) holds because of 0 < 3 < 1. O

We note from the proof of Theorem 7.12 that both ayy;, and o,y can be maximized at the
same time in any (n,n)-VSS-GS-L schemes by letting d, satisty (7.39) and 6 = 0. The next
example attains the maximum o, and cvy. in all the (3, 3)-VSS-GS-4 schemes.
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Example 7.13 Letting 6(;) = 0 and d(2) = d(3) = (1) = 1, the basis polynomials of the optimal
(3, 3)-VSS-GS scheme with the maximum i, and auye is given from (7.16), (7.22) and (7.32)
by

e
SN D0 D T S
NN D0 0 SN
NN B D0 T SN
which achieve auin = Qave = 15, 5 = 0 and m = 12. O

7.4.2 Minimum Pixel Expansion with Maximum Average Contrast

In this subsection we consider the minimum pixel expansion that attains the maximum average
contrast avaye for a given brightness offset 3. From Corollary 7.11, the relative contrast o and
the brightness offset § must satisfy (7.36), and the equality case in (7.36) maximizes the average
contrast o,... Therefore, we consider such a case.

Theorem 7.14 In an (n, n)-VSS-GS- L scheme, assume that relative contrasts a(sy, o), . . -,
a(r) and brightness offset 3 satisfy (7.36) with equality, and each /¢y and 3 are given by rational
number o) = Z—f for(=2,3,...,Land § = %, where py and ¢, are relatively prime. In case of
£ =0,p; = 0and ¢g; = 1. Then, the minimum pixel expansion m* is given by the least common

multiple of ¢1, g2, ..., qL. O

Proof of Theorem 7.14 Let ) be the least common multiple of q1, go, .. ., qr. Then, o) and 3

satisfy that
» A
O P Q@
ap =" = " - (7.44)

m qrL

Since p, and ¢y are relatively prime, m must be a multiple of ¢, for every ¢, and hence, it cannot

A
5 PrL—
g=20 _Pr_ )\QL_' (7.45)

become smaller than \. Since pg% is an integer, we can set d(y) as d(y) = pg%. In this case, it
holds from (7.20) that

L L
£ one n— e A
m* =2 125(f)+5(L):2 1)\Z—+pL_
—2 — 1t qrL

L
-\ <2"—1 Za(@ + 5) =\ (7.46)
=2
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where the last equality follows from the equality case of (7.36). Hence, A is the minimum pixel
expansion. O

We note from the proof of Theorem 7.12 that the minimum pixel expansion m™* given in
Theorem 7.14 also attains the maximum vy, if cvp) and (3 satisfy (7.36) with equality and o5y =

O[(3) — e e e — O[(L).

Example 7.15 We construct the (3,3)-VSS-GS-4 scheme with relative contrasts oz = 1,
a@) = 2, au) = & and brightness offset 3 = L which satisfy >y, aq) = 27C-D(1 — 1)
Since the least common multiple of denominators of c(, and 3 is given by A = 32, we can attain
m* = 32. Actually, we can realize this m* by letting d(») = Aoy and 61y = A\G, i.e., 0) = 4,

d2) = 2, 03y = 3, and d(4) = 2, which derive the following basis polynomials.

N
- T o
Pio(.0) = 9% + 257 + 557 + X 5r 7.49
R W o

O

Finally we consider the minimum pixel expansion m* in the case that both oy, and o,y are
maximized at the same time for 3 = 0. From Theorem 7.12, the maximum of a,;, and v, can
be achieved when oy = W forall ¢ = 2,3,..., L. In this case, the pixel expansion is
given by 2"71(L — 1) from Theorem 7.14. We note from Corollary 7.9 that this m* is equal to

the minimum pixel expansion in all the (n, n)-VSS-GS-L schemes.

7.5 VSS Schemes for Color Images with Shades

In this section, we give a method to construct the basis matrices of (n, n)-threshold VSS schemes
for color images with shades, VSS-CS schemes for short, based on basis polynomials. But, note
that VSS-CS schemes with general access structures can easily be derived from (n,n)-VSS-CS
schemes by using the cumulative map in the same way as shown in Section 6.4 or [1], [47], [66].

7.5.1 Preliminaries

In this subsection, we extend Definitions 6.21 and 7.1 to the case of VSS-CS schemes with
general access structures.

Let £ be the set of colors printed on shares. In order to represent colors with shades, we
modify the definition of D for color images with shades as follows:
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We express the colors of pixels with shades in a decrypted secret image DI by capital san-
serif fonts Xy, ¢ =1,2,..., L. Each X(e)» which is composed of x and z, stands for the /-th
bright color of x (# z). In the case of x = 0, the color with shades becomes gray and we express
the gray depth by A(y) for £ = 1,2,..., Lo. We assume that X(,,) is brighter than X,,), i.e., X))
contains more x than X, if £; > /5. In the case that all subpixels in a decrypted pixel are 1, we
represent the pixel color by Z. For the simplicity of notation, we define X ) = Z for any x € £.
Note that X1y # Z for any x(# 1) € £, and in the case of x = 0, the set {A),Aw), ..., Ay}
represents the gray scale with Ly depths discussed in the previous sections [14], [52].

For a set {X(0)(= Z), X1), X(2), - - -, X(L,0 }» let 5X(z) denote the difference of the numbers of
x between X,y and X(y. In case of x = 1, define that 6z = 0. Note that 5X(z) > 1 for any
x # 1 and ¢ > 1. Then we assume that the color of each pixel on a secret image S/ can be
approximated by selecting a color x € & and parameter dx , adequately, and hence, there exists
one-to-one correspondence between the set of colors of ST and that of DI.

Let D be the set of all the colors with all kinds of brightness included in a decrypted image
DI. Then, for X, and Z € D, we can define a mapping y : D — & that gives a hue 7(X(y)) =
x e andy(Z) = 1.

Remark 7.16 The above definition of decrypted pixel colors includes both the definitions for
lattice-based VSS schemes [43], [66], [67] and VSS-GS-L schemes [14], [52]. On the other hand,
meanvalue-color mixing (MCM) VSS schemes [45], [117] cannot be treated by the above defi-
nition because in the MCM-VSS schemes, each pixel on decrypted images is composed of the
three primary colors (r, g, b) and 1. But, since the MCM-VSS schemes requires large pixel ex-
pansion, it seems to be hard to realize a VSS scheme for a general access structure with n > 3.
O

Now, we can define VSS schemes for color images with shades for general access structures
{Aq, Ar} as follows.

Definition 7.17 A VSS scheme for an access structure I is called a (I, V', £, D)-VSS-CS scheme
if it has color sets D and &, and for every £ € {1,2,..., Ly} each pixel associated with D(,) € D
is determined by a matrix Tp,,, randomly selected from (BD(Z)> € & ~, where Bp,,, is the
basis matrix of D, that must satisfy the following conditions:

(i) Itholds for any Bp,, and any Q € A, that

1 (Bo [Q1) ~ [ 1 (D) 7 (Dw) -7 (D) 11-+-1]. (7.51)

In the case that Bp,,, [Q] represents Dy for some ¢ > 1,y (D(s)) appears S 0p,,, times
in (7.51) where dp,,,, | = 1,2,...,¢, are positive integers. In the case of £ = 0, the right
hand side of (7.51) consists of only 1’s.

(i) For any set F' C Ap, BD(Z) [F] are equivalent for any D € D. O
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7.5.2 Algebraic Construction of VSS-CS Schemes

In Sections 7.2 and 7.3, we have constructed (n, n)-VSS-GS-L schemes based on CCW matrices.
A CCW matrix can be considered as a modified version of CP matrix introduced in Section 6.3.1
for VSS schemes for color images. Hence, the CCW matrices with colors are called different
column permutation matrices, which are defined formally in the following.

Let £ be the set of colors used in encryption and D be the set of colors in a decrypted image.
First, recall the CP matrix defined in 6.3.1. As an example, a CP matrix is given as follows.

cyycyy
Cs ([eyy]) ~ [yeyyey| . (7.52)
yycyyc

Now we assume that a color x € £ is obtained by

x=xP U X )@ e ux® e )0 x (7.53)

up times ug times up, times

where x(¥ € € appears u; times and $_1*, u; = n. Note that if x # 1, then it must hold from the

definition of L that all x{ # 1 forall i = 1,2,..., hy. Let v, be an n-dimensional row vector
given by
v =[x e ox® @) ) L)
Ul t‘irmes U t‘irmes Uhy ‘trimes
déf |:(X<1>)u1 (X<2>)u2 . (X<hx>)uh><i| ) (7'54)

Then the number of different column vectors obtained by the permutations of ‘v, is given
by N(vy) o (, ." ). Adifferent column permutation (DP) matrix D, (vy) is defined as a
matrix that consists of such N (vy) different columns. For example, in the case of vy = [cyy],

cyy
Ds(vg) = D5 ([c'y?]) ~ |yey| - (7.55)
yyc

We note that any CP matrix can be represented by the concatenations of DP matrices. For in-
stance, C3([cyy]) and Ds([c'y?]) satisfies from (7.52) and (7.55) that

Cs([eyy]) ~ Ds([c'y?]) © Ds([c'y?]). (7.56)

It is worth noting that any n — 1 rows of DP matrix D,,(vy), say D, (vy), is equivalent to the
concatenation of DP matrices with n — 1 rows. As an example, it holds that

Dy([c'y?)) ~ | Y| ~ Da(lcly']) © Da([c?)), (7.57)
ycy
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where [c’y?] = [y?]. Generally, it holds for u; > 1,7 = 1,2, ..., h,, that

(Dl () = (D, ([V) " (e () ]) )
= (Dt ([ (e ()
O (Dpy ([ (x @yt (e yun] ) )
@0 <Dn—1 ([(X(l))ul (X<2))u2 L (X(hx>)uhx—1}>> . (7.58)

We now describe the polynomial representations of basis matrices which consist of the con-
catenation of DP matrices. We identify each equivalence class of basis matrices with the corre-
sponding homogeneous polynomial of degree n in the following way.

First, we identify colors x'*’ and 1 with variables 2" and z, respectively. We also identify the
equivalence class of DP matrices (D,,(vx)) and the concatenation operation ® with a monomial

(D) yu, . .
H?;l (xu? and operation -+, respectively.

Assume that the equivalence classes of basis matrices Bx > 0 < /¢ < Ly, representing colors
X(¢y € D are constructed by the concatenation of equivalence classes of DP matrices D,,(vx) as

follows.

(Bxy) = {Dn(vx)) © -+ © (Dn(vy)) O(X), (7.59)

g

le 6X(l) N (Uy) times

where S0, Ox, is a multiple of N(vx) and X consists of the concatenation of DP matrices
that contain at least one 1 in every column.? Then, let Fx,,, be a basis polynomials, which is a
homogeneous polynomial of degree n, corresponding to (Bx ) Z)>.

From the assumption (7.59), the basis polynomial Fx , must satisfy that

5
Fi,, — Zl ! X“’ H ~0. (7.60)

z=0

On the other hand, the polynomial corresponding to the right hand side of (7.58) is given by

i (I(i>)ui—1 ﬁ (x(i/>>ui/ hx (x(i>>ui

== 7.61
i=1 i'=1 i=1
il #i

where = = Z? 1 a . Therefore, if any n — 1 rows of By, are equivalent for any x and ¢, the
basis polynomial Fx (», Must satisfy that

EFx,, = F, (7.62)
where = = 3" . = 9 and F is a homogeneous polynomial of degree n— 1 that depends on neither
x nor /.

Summarizing the above, we have the following theorem.

2In the case of X0y = Z, (Bx(0)> is obtained by letting Zle Oxgy =0
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Theorem 7.18 Suppose that basis matrices By ,, are obtained by the concatenation of DP matri-
ces as shown in (7.59). Then, the basis polynomials Fx, corresponding to B, satisfy (7.60)
and (7.62). O

In the case that L, = 1 for all x and all the basis matrices consist of CP matrices, the basis
polynomials can be obtained by solving simultaneous partial differential equations (7.60) and
(7.62) as shown in Section 6.3.2 or [43],[66]. But in general cases, it is difficult to derive the
explicit solutions of (7.60) and (7.62). Hence, we consider the case that A, = 1 and u; = n for
all x. In this case, it holds that N (v,) = 1 for all x, and (7.60) becomes

£ n
X
Fyy = :5X<l>E] — 0. (7.63)
=1

z=0
Then, the basis polynomials are given by

Lz
P, = Z O /(@ Z o)+ Y Y ag, f@), (164)

I=t+1 xeg(p)_{z,x} =1
where (D) is defined by
(D) = {7 (Dw) : Dy € D}, (7.65)
and f° and f* are given by
o ~
fo(x) = Z I (7.66)
. ~
fo(z) = Z O (7.67)

t:odd

Note that (2 + 2)f°(z) = (& + Z)f*(z). (7.66) and (7.67) can easily be obtained from the
results shown in [52], [67],[72], and hence we omit the derivation.
Furthermore, it is easy to check that the pixel expansion of Bx , corresponding to (7.64) is

given by

= > Zéx(l) 2t (7.68)

xe¢(D) =1

Note that the above construction coincides with the method shown in [67] in the case of (n,n)-
threshold access structures.

Example 7.19 Let us consider the (3,3, &, D)-VSS-CS scheme with £ = {g,y,1} and D =
{G), Gy, Yy }- If we set 0 ,, = dy,, = 1 and dg,, = 1, (7.63) and (7.62) are given by

3 3 3
9 9 Y
[FG(U - §:| L = 07 [FG(Q) - 2§:| L = O7 lFY(1) — §:| i = O7 (7'69)

=Fg,, = EFe,, = EFy,, (7.70)
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where = = - + 2. + £.. Then, from (7.64), the solutions of (7.69) and (7.70) are given by

Foo, = f°(9) + [*(9) + *(v), (7.71)
Fo, =21%(9) + f* (), (7.72)
Fryy = [°(y) +21°(g)- (1.73)
Since f°(x) and f*(x) correspond to
[xx11]
D3([x*]) ® D3([x1?]) = |[xIx1|, (7.74)
x11x
[11xx]
Ds([1%]) © Ds([x*1]) = | 1x1x| (7.75)
1xx1

respectively, the basis matrices corresponding to g, .., Fg,.., Fy, .. are given as follows:
y > £'Gayr FY

_ggllllggllyj
Bg,, = |glgllglglyly| , (7.76)
[gl1glggllyyl]
_ggllggllllyj
Bg,, = |glglglgllyly|, (7.77)
_gllggllglyy{
_yyllllggllgg_
By, = |ylyllglglglg| . (7.78)
|yllylggllggl
Note that from Theorem 6.7, we can eliminate the column ?[111] from (7.76)—(7.78). O

7.6 Conclusion

In this chapter, we considered the optimal construction of (1, n)-VSS-GS schemes to minimize
the pixel expansion for given relative differences J(y), relative contrasts o), or to maximize the
minimum and average contrasts au,i, and .y, for a given brightness offset 3.

First we showed that basis polynomials can represent any (n,n)-VSS-GS schemes. Then
we derived algebraically the attainable minimum pixel expansion for given relative differences
d(x) by using the polynomial representation of VSS-GS schemes. Furthermore, we clarified the
maximum value of contrasts au,;, and a,ye, and we derived the minimum pixel expansion for
given relative contrasts o) and brightness offset 3. Finally, we defined the VSS-SH schemes
for (n,n) access structures and constructed the basis matrices for such VSS-SH schemes.

Note that (n, n)-VSS-GS schemes can easily be extended to (k, n)-VSS-GS schemes or VSS-
GS schemes with general access structures in the same way as shown in Section 6.4 [1], [66]. But
it is difficult to derive the optimal (k,n)-VSS-GS scheme in the case of £ < n. We note that
Theorem 7.7 does not hold for the (k, n)-threshold case. For instance, the optimal construction
of the (2,n)-VSS-BW scheme shown in [12] cannot be represented by any basis polynomials.






Chapter 8

Visual Secret Sharing Schemes for Plural
Secret Images

8.1 Introduction

In Chapters 6 and 7, we assumed that a single secret image is encrypted in a VSS scheme, but
VSS schemes with two or more secret images are studied in [35], [53], [60],[62],[107]. Kato-
Imai [60] proposed a method to reproduce different secret images as the number of shares is
increased, and Suga et al.[107] treated VSS schemes for plural secret images and some access
structures which can be represented by a graph. Furthermore, Droste [35] showed a method to
decrypt different secret images for every subset of n shares, which is improved by Klein-Wessler
[62] to attain smaller pixel expansion than Droste’s method. However, note that [35], [60], [62],
[107] treat only BW-binary secret images, and VSS schemes have not yet been studied for general
cases such that secret images are plural color images and their access structures are general.

In this chapter, we propose a method to construct a VSS scheme for ¢ plural images, a VSS-
q-PI scheme for short, which can treat color images with shades. In the framework of VSS-¢-PI
schemes, we assume that each participant holds one share, and usual VSS schemes for one secret
image can be treated as VSS-1-PI schemes. Furthermore, VSS schemes with n identification
(ID) images [2] can be considered as VSS-(n + 1)-PI schemes by treating the n ID images as
secret images that can be decrypted from a single share.

Note that it is difficult to realize VSS-¢-PI schemes, compared with VSS-1-PI schemes, be-
cause each pixel of plural secret images must be encoded under the condition that any decrypted
images must not leak out any information of the other secret images. In fact, as we will show
in Section 8.2.3, the decrypted images of VSS-¢-PI schemes treated in [60], [107] leak out some
information of the other secret images. But, by defining the correct security conditions of VSS-
g-PI schemes, we can establish the construction method of VSS-¢-PI schemes that can attain
perfectly the security conditions without degenerating the quality of decrypted images compared
with the methods in [35], [107].

This chapter is organized as follows. In Section 8.2, the access structures of VSS-¢-PI
schemes are formally defined, and a color matrix is introduced to describe the colors of plural

101
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secret images. Section 8.3 is devoted to show how to construct VSS-¢-PI schemes. Furthermore,
in Section 8.4, we discuss an extended construction method by duplicating secret images, which
can extend the range of VSS-¢-PI schemes that our method can be applied to. Finally, in Section
8.5, we clarify what advantages VSS-¢-PI schemes have, compared with ¢ individual VSS-1-PI
schemes. The contents of this chapter are published in [53].

Furthermore, some examples of images in VSS schemes with plural secret images are shown
in Appendix A.4.

8.2 Definitions

8.2.1 Access Structures

Let V = {V},V,,...,V,} and 2 Dbe the set of n shares and the family of all the subsets of V/,
respectively. We suppose that all secret images are encrypted at once into n shares. Each secret
image is denoted by ST, i = 1,2, ..., ¢, which has the same size. Let .A«Z i=1,2,...,qbe
the family of qualified sets for the i-th secret image, and let Ar be the famlly of forbidden sets.
Then, any set in Agi» can decrypt the i-th secret image ST while any set in Af cannot gain

any information of any secret image. We call [' = {{.A«Z i=1> AF} an access structure for q
secret images.
Note that each Ag» and Af satisfy the following monotonicity.

AcAY = A € AL forany A’ 2 A (8.1)
AcAr= A € AF forany A'C A (8.2)

Therefore, for each .A«Z and A, the minimal qualified sets of the i-th secret image .A«Z and
the maximal forbldden sets A{ can be defined as follows.

.,4«Z ={A¢€ .A«Z A g Agi» for any A’ C A} (8.3)
At ={A e Ar: A’ & A forany A’ D A} (8.4)

.A«Z and Af are naturally required to satisfy

{UA«Z } Udr=2 , (8.5)

A AR =0, (8.6)
.A«Z «Z = () fori # 1. (8.7)

The requirement (8.7) comes from the assumption that all the secret images are different. It is
worth noting that a VSS-1-PI scheme with an access structure {Agl», A} coincides with a usual
VSS scheme with the same access structure for one secret image, which is treated in Chapters
6-7, [1],[10], [14], [66].
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Go) AL ]
< Il
Gy
4 N
<" DN
(a) STELD (b) S1¢2) (c) Location of shapes in (a) and (b)

Figure 8.1. An example of plural secret images

We also define V &7 the set of significant shares for the i-th secret image, as follows.

v — U A. (8.8)
eAl-

Example 8.1 Let V' = {V;, V5, V3, V,} be the set of shares. Suppose that any two out of three
shares {V1, Va, V3} can decrypt the secret image ST¢') shown in Figure 8.1 (a), and set {Vz, V;}
can decrypt the secret image S7?) shown in Figure 8.1 (b). But, sets {V1, V4}, {V5, V4} or any
one share must not leak out any information of both secret images. This access structure can be
represented as follows.

AGY = (Vo) VA Vi) {Va, Vi), V2, Vi, Vi)

(Vi, Vo, Vib, {VA, Vi, Vit {Va, Vs, Vid, {V4, Vi, Vi, Vi) (8.9)
ALY = ({Va, i}, {Vi, Vs, Vi), {Va, Vi, Vi), {Vi, Vo, V3, Vi }} (8.10)

In this case, it holds that AS” ™ = {{Vi,Va}, {Vi,Va}, {Va, Va}}. ASY ™ = {{V5, Vi}}, Af =
V), iV, Vi, {(Va, Vi, VO = 1y v, Ve, V@ = {15 V1. Note that because of
{(Vi, Vo, Vs} ¢ ALY, set {Vi, V5, V5} must not leak out any information of ST although it
can decrypt ST¢1), 0

8.2.2 Color Matrix

Let & be the set of colors used in encryption, and denote by D" the set of colors with shades on
decrypted image DI, i = 1,2,... q. We assume that each {&€, D)} coincides with {£, D}
defined in Section 7.5. Dg)» € DY ¢ =1,2,..., Lywy, stands for a color with hue d‘* and
the (-th depth of shades. Hence, we can define a map v : D% — &, which gives the hue
v(D(y)) = d for Dy € D and v(Z) = 1 similarly to Section 7.5. Furthermore, let 5&2 be the



104 Chapter 8. Visual Secret Sharing Schemes for Plural Secret Images

relative difference of shades, which is defined as the difference of numbers of d between D, 1)
and Dy in D).

Now we define a color matrix. Let D° be D % D) D2 x ... x D@} Then, in a VSS-
q-PI scheme, all the combinations of colors appeared in decrypted images can be represented by
a color matrix D, which is defined as follows.

D = [clc2 cK]

DL D2 ... DK ()
DN D)2 ... DK (2)

= . . , . = . ; (8.12)
Dl pla2 ... plank ()

where K = [[2,|D%], ¢ € D and v are a g-dimensional column vector and a K-
dimensional row vector, respectively, and D)7 is a color included in D).

We assume that D is public. In usual VSS schemes, i.e., VSS-1-PI schemes, D becomes a
row vector with elements D)7 ¢ DY) Although one color D&/ is encrypted for each pixel
in VSS-1-PI schemes, color vector ¢ with ¢ colors must be encrypted for each pixel in VSS-¢-PI
schemes.

Example 8.2 In the case of Example 8.1 with two secret images ST¢) and ST¢*) shown in
Figure 8.1 (a) and (b), DY) and D) are given by D) = {G(1), G2y} and D) = {Y 1), Ry},
respectively, and hence the color matrix becomes

G GGG r{
D=[ccclct] = 1SR 2 2) | — . 8.13

: =1 YaYaRroRn r( ®19
Note that D consists of green pixels with two levels of shades while D2 consists of yellow
and red pixels. O

Remark 8.3 Consider the case that the shapes in Figure 8.1 (a) and (b) are located as shown in
Figure 8.1 (c). There are three regions in Figure 8.1 (c), which correspond to the column vectors
c?, ¢® and ¢* in D. But the color matrix D should be composed of four column vectors ¢!, 2, ¢3,
and c* because of K = 4. Note that if the public D consists of ¢?, ¢® and ¢*, we can know from
DI that the color of the region ¢? in Figure 8.1 (c) is G(2) on DI because Y1y on D¢
corresponds only to Gy on DI{1). Therefore, all vectors in D must be included in D even if

some vectors are not appeared in the secret images. O

8.2.3 Definition of VSS-¢-PI Schemes

Let m be pixel expansion which should be as small as possible in the viewpoint of the resolution
of decrypted images. We encrypt each ¢’ into an n X m matrix 77 = [t/ | € E" where t/, € &,
1 <u<n, 1< v < m,denotes the color of the v-th subpixel on the u-th share in a pixel
represented by a vector ¢’.
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If a given set A C V is included in two or more Agi», then two or more secret images can
be decrypted from A. Let I(A) be the set of indices of the secret images that can be decrypted
from A, i.e.,

I(A) = { AeAwlgigﬁ. (8.14)

For instance, I(V') = {1,2,...,¢},and I(A) = () forany A € Ag.
Now we define a VSS-¢-PI scheme for a general access structure I'.

Definition 8.4 For a color matrix D = [c'c? - - - ¢’], an n X m matrix B is called a basis matrix
of a vector ¢/ = [D{)7 D{2)i ... DUaDJ] if BI satisfies the following conditions:

(i) Forevery i, jandany A € .A«Z it holds that
n (Bj[[A]]) ~ [7 (D<<i>>,j) ~ (D<<i>>,j) ey (D<<i>>,j) 11--. 1} . (8.15)

In the case that B[ A] represents a color X, with some ¢ > 1, we have that D) = X,
(DY) = x, and (D)) appears 3°;_, 5&22 times in (8.15). Note that the positive

integer 5&22 may depend on DI and Xy, but not on j. In the case of £ = 0, the right
hand side of (8.15) consists of only 1’s.

(ii) Forany set A C V/, it holds that B/[A]] ~ B[ A] for any j and j’ satisfying ¢/[I(A)] =
' [I(A)].!

A VSS-¢-PI scheme for an access structure I is called a (I', V', £, D)-VSS-q-PI scheme if it has
color matrix D for color set &, and for every j € {1,2,..., K} each pixel associated with ¢’ is
determined by a matrix 77 randomly selected from (B’) € £"™/~, where B’ is the basis matrix
of ¢/. 0

Example 8.5 In the VSS-2-PI scheme treated in Examples 8.1 and 8.2, basis matrices B!, B2, B3
and B* are given by

1gglll 1gglll 1gglll 1gglll

1 |glglll o |1gglll 3 |glglll 4 |1gglll
B = gglyrl » B”= 1ggyrl B = gglryl » B = lggryl| "~ (8.16)

111ylr 111ylr 111rly 111rly

It is easy to check that (8.16) satisfies the conditions (i) and (ii) in Definition 8.4. For example,

it holds for {Vi,Va} € AS"™ that n (B3[{V1, Va}])) ~ [g11111], n (B*[{V1, Va}]) ~ [ggll11],

5&% = 1, and 5«1» = 1. These relations mean that B® and B* represent Gy and G(s) on

DI, respectlvely Furthermore, it holds for {V3,V,} € .A«2 that n (B2[{V5, V4}]) ~
Wmm(M%MWNmeﬁ_ﬁ)meWMmem@-
resent Y () and R(;) on DI{?), respectively.

LI [I(A)] = t[D&Dd Didd ... D3] if T(A) = {iy, 4o, ..., ir}. ¢/ [0] = ¢/ [0] for any j and 5.
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It holds that for Ayay = {Vi, Vs, Vi}, B'[Asss] ~ B[Auss] and B2[Auas] ~ B*[Asas],
i.e., Ajo3 does not leak out the colors of pixels on DI¢?). Hence, the basis matrices given by
(8.16) attain that both A3 € Agl» and Aqo3 & Agz». Furthermore, it can easily be checked that
BU[A] ~ B2[A] ~ B*[A] ~ B'[A] for any A € Ar. o

Remark 8.6 The condition (i) in Definition 8.4 means that any A~ € Agi»_ can decrypt the
secret image ST, But, ST cannot always be decrypted by stacking all the shares included
in A € .A 40 For instance, in Example 8.5, n(B[V]) ~ [111111] for all j, which does not
satisfy the condition (i) in Definition 8.4, although V' € A«l and V € A«2 We must select a
set A~ € .A«Z included in A to decrypt S7¢, 0

Note that A € Af satisfies the following condition from I(A) = () and (8.6).

(i)’ Forany A € Af, all B'[A], j = 1,2,..., K, are included in the same equivalence class
in &M/,

In the case of VSS-1-PI schemes, any A(C V) satisfies either A € A«l or A € Af since
the access structures have only two categories .AQ and Ag. Hence, in this case, it suffices to
consider only the conditions (i) and (ii)’, which coincide with Definition 7.17 (i) and (ii). Based
on this consideration, VSS-¢-PI schemes are defined by (i) and (ii)’ in [60], [107]. However, the
conditions (i) and (ii)’ are not sufficient for ¢ > 2 because as shown in the following example,
the condition (i)’ does not guarantee that any A ¢ Agi» does not leak out any information of
secret image ST even when A € .A«Z for some other secret image ST ().

Example 8.7 Consider the access structure given by (8.9)—(8.11) in Example 8.1 again. Then,
matrices B!, B2, B®, and B* defined by (8.17) satisfy conditions (i) and (ii)’.

gglllll 11gglll 11gglll 11gglll

~1  |glgllll ~o | 11gglll| ~53  [1glglll ~4  |11gglll

B = lgglyrl » B” = 1l1ggyrl B = gligryl|’ B = 1l1ggryl .17
1111y1r 1111y1r 1111rly 1111rly

Note that A2 = {Vi, o}, A1z = {V1,V3}, Ags = {V5, V3}, A3 = {14, V5, V3} are not
included in Ag». The above matrices satisfy that

B'[Aw] ~ BY[Ais], B[Av] ~ B*[As],

B'[As] ~ B’[Aus], B*[Aus] ~ B*[Au],

B'[Ays] ~ B3[Ays], B*[Ags] ~ BY[Ass]. (8.18)
Hence, any one of A,, A3, Ass does not leak out any information about DI¢?). But, it holds
that B'[Ay93] % B3[Ajas], n(B'[A1s]) ~ [111111] and n(B3[A1a3]) ~ [gl1111]. This
means that from pixels with G(;y on DI{", we can distinguish yellow pixels from red pixels on
DI which correspond to B and B3, respectively, by investigating the shares of A;»3. Hence,
the matrices given by (8.17) are inadequate as the basis matrices of this access structure. On the
contrary, the basis matrices B!, B2, B* and B* given by (8.16) satisfy B'[A1a3] ~ B3[A123]
and B2 [[Algg]] ~ B4[[A123]]. O
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8.3 Construction Method of VSS-¢-PI Scheme

8.3.1 Construction Method

In this subsection, we describe a method to construct (I', V', €, D)-VSS-¢-PI schemes.
First, for a given access structure T', define .A«Z and A" as follows.

((z _ {A e A«Z - A C ‘/*«i»}7 (819)
A<F<Z ={AcVv@.AgaAly (8.20)

It is easy to check that .A«Z n A =, .A«Z U Al = o @ .A«Z and A% have the mono-
tonicity in the same way as Ag and Af, respectively. Therefore, I‘«Z = {flg>, ALY can be
considered as the access structure of the VSS-1-PI scheme with secret image S7 for share set
V@ Then, letting £ be the set of colors necessary to encrypt S, the basis matrices of
the (T4 V{0 g4 5())-VSS-1-PI scheme can be constructed by the method in Section 7.5.
Therefore, letting |V<<Z | x m&) matrices GU7, for j = 1,2,..., K, be the basis matrices of
the (D4, V@ g4 5(0)-vSS-1-PI scheme, where m () is the pixel expansion for secret im-
age ST, then G represents a color D) and satisfies that G/ = G&J" if D& and
D{@)." are the same color. Furthermore, basis matrix G+ satisfies conditions (i) and (ii)’, i.e.,
the number of (D7) included in (G [ A]), 321, 5&22 where x & (D), is constant

forany A € AS”7, and it holds that G{D1[A] ~ GUI2[A] ~ ... ~ GUDK[A] for any
Ae AW,
Next, we construct an 7 x m{ matrix H%)J defined by

g Hv«% ﬂ — G«i»,j’ (8.21)
H [[VW ﬂ —J (8.22)
where matrix J consists of only 1’s and V ¢ means the complement set of V¢ on V. Then
we construct n X m basis matrices B7, j = 1,2,..., K, by
B =()HW, (8.23)
i=1

where m = Ym0,

We now consider two categories ©; and O, for the access structures of VSS-¢-PI schemes.
Definition 8.8

(1) An access structure I" is in ©; if it satisfies A N v # () for any 4 and ¢’ such that
Ac A" and i € I(A) — {i}.

(i) An access structure ' is in O, if it satisfies that A N V) =£ () for any i and i( 4) such
that A € Ag»_. 0
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Remark 8.9 It is obvious from the above definition that ©, C Oy, and it holds generally that
O, € O;. Furthermore, there exist access structures that are not included in ©;. O

Example 8.10 Assume that an access structure I';p is defined by

Ar = {{Va}}, (8.24)
AT = v, (8.25)
<<2 = {{V1, Vu}}. (8.26)

Then, I';p does not belong to O, and hence, nor ©,. From (8.25), secret image SI¢ can be
obtained only from V;. Hence, ST can be considered as the identification (ID) image of share
1 although ST¢?) is a secret image. The above access structure I'; is a modified version of the
(2,2)-VSS scheme with two ID images [2], [43], and note that VSS-¢-PI schemes include such
VSS schemes with ID images as special cases.

Next, consider the access structure I, treated in [107], which is given by

Ar = {{Vi}, {(Va}, {Vs}, {Via}, {V5} } (8.27)

AT = [, Vo), {VA, Vs ), {Va, Vi, {V, i}, {Va, Vi), (8.28)

ALY = (i, Va}, VA, i}, {Va, Vi, {Va, Vi, Vs, V3. (8.29)

Then, I'; is included in ©; but not in O,. O

Theorem 8.11 B’, j = 1,2,..., K, given by (8.23) are the basis matrices of the (I', V', £, D)-
VSS-g-Plscheme, if |£] = 2and " € Oy, orif || > 3and " € O,. O

Example 8.12 We show how the basis matrices given by (8.16) can be derived from Theorem
8.11 for the access structures I' given by (8.9)—(8.11) in Example 8.1 and the color matrix D
given by (8.13) in Example 8.2. Note that the access structure I" belongs to ©,. From (8.19) and
(8.20), we have AM = {{Vi}, {Va}, {V5}} and A® = {{V4}, {Vi}}. Then the basis matrices
G-I of the (D, V) £(1) 2€1))-VSS-1-PI scheme and the (I'¢?), V) £(2) »(2))_vss-
1-PI scheme are given by

1bb 1bb
Gl — )3 — | p1b ’ G2 — 4 — | 1pp ’
bbl 1bb
and
Gl — gtz — YIT) s _ grena _ |1 (8.30)
yrl|’ rly |’ '
respectively. Hence we obtain from (8.21) and (8.22) that
1bb 1bb
1bb blb
@1 — s — 2 — s —
i a 1bb |’ a a bbl|’

111 111
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111 111

e _ vz — |1 prens _ ppeena _ |11 8.31)
ryl|”’ ylr| "~ '
rly yrl

Finally, basis matrices B, B, B® and B* are given from (8.23) as follows.
B! = gl o g1 g2 — gh2 o g2,
B3 = g3 o g3 gt — gt o g2, (8.32)

which are equivalent to (8.16). O

Remark 8.13 In [107], it is shown that the access structure I'y given by (8.27)—(8.29) in Example
8.10 can be represented by a graph. In the case of |E| = 2, as treated in [107], (8.23) gives the
basis matrices. But in the case of [£| > 3, (8.23) does not give the basis matrices for I', generally
because I'; does not satisfy the condition of Theorem 8.11, i.e., I'y & O,. O

8.3.2 Proof of Theorem 8.11

In this subsection, we prove Theorem 8.11. We first show that matrices H ") given by (8.21)
and (8.22) satisfy the next lemma.

Lemma 8.14 For any i ¢ I(A), it holds that
H«i»’l[[A]] ~ )2 [A] ~ -+~ H((i>>,K[[A]]. (8.33)
]

Proof of Lemma 8.14 From (8.14), we note that A € A" if i ¢ I(A). Hence, from the
monotonicity of A | it holds that A N V& ¢ A8 fori & I(A).
H{)I] A] can be represented as

HO9[A] = g [[(A N V<<i>>) U (A N W)ﬂ . (8.34)

In (8.34), it holds fori ¢ I(A) that HSD 1 [ANV D] ~ HER2Z[ANV ] ~ o ~ HEK[AN
V7 since H[V D] satisfies (8.21) and ANV D € AL On the other hand, from (8.22),
all the elements of H¢1[ ANV ] are 1 for every j. Therefore, (8.33) holds for any i ¢ T(A).

]
Proof of Theorem 8.11 First, we show that B’ given by (8.23) satisfies the condition (i) in
Definition 8.4. Substituting (8.23) into n( B[ A]) for A € Ag»_, we have

wia s (urn)

q
~n(HI[A]) o1 @ HMA]

il #i

~ n(g«i»,j [A]) ® 77(X«i>>’j) 0 ?7(Y«i>>’j)7 (8.35)
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where X7 and Y7 are defined as

x g — @ H«’»J[[A«i»‘]], (8.36)
i'e ()—{i}

y i — @ H«i/»’j[[A]]. (8.37)
i'g ()

Note that since G/ is the basis matrix of the (I'{) V() g€ (i
it satisfies the condition (i) in Definition 8.4 for the (I V() g 4(
First consider the case of |€] = 2 with & = {1,e}. In this case, n(G¥7), (X)), and
n(Y ©7) are vectors with two colors, e and 1. Hence, if for each i, n(X{7) @ n(Y €)7) are
equivalent with respect to ~ for any j, (8.15) is satisfied for (B’[A]). From Lemma 8.14, we
have that

VSS-1-PI scheme,

>>)_
»)-VSS-1-PI scheme.

A

7j
7j

A

HOMA] ~ HO2[A] ~ -~ HEDE[A] (8.38)

for any i’ ¢ I(A). Hence, for each i, n(Y {)7) are equivalent for any j. Furthermore, for any
i € I(A) — {3}, n(H DI A]) can be represented as

n(HI[A]) = (HO [ (A0 V) U (AnvET) ). (8.39)

Since (8.22) holds and we have that A N V") # () for such 4’ from the assumption I" € O in
Theorem 8.11, n(H ") A])) consists of only 1°s. Hence, all (X €7) are also equivalent for
any j.

In the case of |E] > 3, n(X{7) and n(Y {7) may have three or more colors, and hence
(8.15) may not be satisfied even if n(X 7) @ n(Y{7) are equivalent for any j. But, because
for any i’ # i, A N V) = () in (8.39) holds from the assumption I' € ©, in Theorem 8.11, all
elements in (X $7) © (Y @-7) are 1 from (8.22). Hence, (8.15) holds for (B[ A]).

Next, let us check that B7’s satisfy the condition (ii) in Definition 8.4. For A € Ag, B/[A]
can be represented as

q
BI[A] = @ HGI[A]
i=1

~ @ HYWA]| © @ HOI1A]] (8.40)
ic () iZ ()

Suppose for the set A C V that j and j'(# j) satisfy ¢/[I(A)] = ¢/ [I(A)], which means that
D& = D" for any i € I(A). Then, it holds that G{) = G&7" from the definition of
G4)7, and hence H 7 = HSJ" from (8.21) and (8.22). Furthermore, for any i ¢ I(A), it
holds from Lemma 8.14 that H1[A] ~ HC2[A] ~ ... ~ HY)E[A]. Therefore, it holds
that BI[A] ~ B''[A]. O
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8.4 Construction Method by Duplicating Secret Images

In the previous sections, we have shown how to construct VSS-¢-PI schemes for the case that an
access structure I is included in ©; or ©, for |E] = 2 or |E] > 3, respectively. In this section,
we treat the case that I" is not included in ©; nor O,.

In the previous sections, we assumed that all secret images are different. But we note that
even if some secret images are the same, we can encrypt the plural secret images including the
same images in the same way as the case of all different secret images.

Suppose that an access structure [' = {{.A«Z 1> AF} is given, which may not be included

in © nor ©,. For this I', we consider the union of all .A«Z . Let us assume that the union has ¢
elements A;,i =1,2,...,4q,1i.e.,

UA«Z —{A}, Ay, A} (8.41)

Then, for each A;, we define .A«Z

A = (A} for 1<i<q (8.42)

For such {A«Z }

~, we can define a new access structure [ = {{.A«Z —1> AF} for the set of
Z:
>, 1 =1,2,...,q, some of which may be the same image. Furthermore, we

secret images, S[
define the set of significant shares VY for ST Tike (8.8), the set of colors D and the color
matrix D. ,

Note that the forbidden sets of I are the same as I', and it holds that A; = V«Z» for all 7.

Hence, we have

AL~ = {V«i»} for 1 <4< . (8.43)

Remark 8.15 In the case of Ar = {0}, I" coincides with the access structure proposed in [35]
for BW-binary plural secret images. Furthermore, applying (8.41) and (8.42) to the access struc-
ture of a VSS-1-PI scheme for a BW-binary secret image, the basis matrix obtained by (8.23)
coincides with the basis matrix given in [10]. O

Lemma 8.16 For the access structure f’, the following two statements hold.

1. Forany i € I(V ( ) {i}, it holds that V«i» «Z

' £0.
2. If

I (V«i») _ (8.44)

then it holds that V""" 1 «Z # () for any i’ (# 1). O
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Proof of Lemma 8.16 Note from the definition of V«i» that V«i» =+ V«i ) for any i # 7'

1. Forany ¢’ € I(V'"") — {i}, it holds that V' > v*”

0.

, which means that V ﬁ V<<Z =+

2. Suppose that v n V«Z = () for some #'(# 7). Then we have that v - V«Z», which
implies that i’ € I(V ) — {i} and violates (8.44). O

From Lemma 8.16, Theorem 8.11 and (8.43), the next theorem holds for the access structure I.

Theorem 8.17 Suppose that the access structure [ is constructed by (8.41) and (8.42) from I'.
Then, in the case of || = 2, or in the case that |£| > 3 and I" satisfies (8.44) for all 4, the basis
matrices of (f’, V. £, f))—VSS—(j—PI scheme can be obtained by (8.23). O

Theorem 8.17 implies that the basis matrices of the VSS-¢-PI scheme with the access struc-
ture I can always be constructed by (8.23) if |£| = 2. However, in the case of |£| > 3, if an
access structure requires ID images, we cannot obtain the basis matrices of the access structure

from (8.23) because V«Z» must reproduce the ID image and a secret image, and hence, (8.44)
does not hold. The VSS scheme with color ID images is proposed for |€| > 3 in [43], where the
basis matrices not satisfying (8.15) are used.

Finally, we note that for the construction shown in the above, pixel expansion m is given
from (7.68) by

q )
mzzlm«Z Z Z 25% ol =1 (8.45)

i=1 XGC(D

where ((-) is defined by (7.65), if we construct the basis matrices H 7 in (8.23) based on the
construction given in Section 7.5.2.

For example, the pixel expansion of the VSS-2-PI scheme with the access structure given by
(8.27)—(8.29) for black-white secret images is 12 if the method shown in Section 8.3 is used with
the star graph decomposition [107]. But, if we use (8.41) and (8.42), we have ¢ = 10, and the
pixel expansion becomes 20 from (8.45). In general, the pixel expansion attained by the method
shown in this section is larger than the method in Section 8.3. However, it is reported that a VSS
scheme with 144 (= 12 x 12) subpixels can be used [45], and hence, it is not hard to use the
VSS-2-PI with 20 subpixels in practice.

8.5 Comparison with Trivial Schemes

In the framework of VSS-¢-PI schemes, we assume that each participant has one share. But, in
some cases each participant may be allowed to have two or more shares. In such cases, VSS
schemes for ¢ plural secret images can easily be constructed by using ¢ individual usual VSS
schemes, i.e., VSS-1-PI schemes, with access structure T'¢)) = {Ag»,ﬂﬁi»} for each secret
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image ST In such trivial VSS schemes, shares V" V,\ V%) are constructed for the
i-th secret image, and the /-th participant has share set {XQ<<1>>, YQ<<2>>, e Vg«q»}. In this section
we compare the VSS-¢-PI schemes with such trivial schemes.

The trivial schemes can realize any access structures although the VSS-¢-PI schemes cannot
realize them if they don’t satisfy the conditions described in Theorems 8.11 or 8.17. Furthermore,
the pixel expansion of the trivial scheme is less than the VSS-¢-PI scheme for the same access
structure. This means that the trivial schemes attain higher resolution than the VSS-¢-PI schemes
in decrypted images. However, in the trivial schemes, each participant must hold securely ¢ plural
shares. On the contrary, each participant must hold securely only one share in the VSS-¢-PI
scheme.

Furthermore, the VSS-¢-PI schemes have the following advantages compared with the trivial
schemes.

1. The VSS scheme with ID images [2], [43], which is considered as a special case of the
VSS-¢-PI scheme, cannot be realized by the trivial scheme.?

2. Consider the case that a lot with win and lose is made by a VSS scheme, where secret
images ST(") and ST represent win and lose, respectively.

In the case of the trivial scheme, letting V") = {Vl(W), VQ(W)} and V) = {Vl(L), VQ(L)}
be the share sets of the (2, 2)-threshold VSS-1-PI scheme for secret images SI") and
ST, respectively, the lot can be realized if a dealer holds {V\"", V,'’} and distributes
VQ(W) or VQ(L) to people participating in the lot. In this case, two times decryption, i.e.,
stacking shares, is required to know the result of the lot.

On the contrary, in the case of the VSS-¢-PI scheme, we can use the access structure
P70 with ASY™ = {{Vi,Va}}, AY)™ = {{Vi,Va}} and Af = {{V5,V3}}. Letting
{V1, V2, V3} be the share set, a dealer holds V; and distributes V5 or V3 to the people. In
this case, by only once decryption, we can know the result of the lot.?

This advantage of speedy decryption becomes larger as the number of results in the lot
becomes larger, and the advantage may be essential in commercial uses.

3. Next, consider the case that a VSS scheme is used as a tally. We have groups X,Y, 7,
and Alice, Bob and Carol belong to X and Y, X and Z, Y, respectively. Each of them
wants to prove to Peggy which groups he/she belongs to. In the case of the trivial schemes,
the tally can be realized by letting V%) = {Vl(X), VQ(X)}, v = {Vl(y), VQ(Y)}, and
V@ = (V9 VP be the sets of shares of the (2,2)-threshold VSS-1-PI schemes
for secret images SI(X), ST ST(2), respectively, and distributing {V,"), v, v#},
{VQ(X), VQ(Y)}, {VQ(X), VQ(Z)}, and VQ(Y), to Peggy, Alice, Bob, and Carol, respectively.

In the case of the VSS-¢-PI scheme, the tally can be realized by letting {V;, V5, ..., Vs}
be the share set of the VSS-¢-PI scheme for the access structure given by .AEQX)_ =

>The VSS schemes with color ID images are treated in [43]. However, the VSS schemes with color ID images
cannot be constructed by our method. See the next paragraph of Theorem 8.17.
3This kind of lot is now commercialized by TOPPAN PRINTING co., Itd.
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(Vi Vi {Vi, Va3 AQ)™ = {{Va, Vi), {Va, Vs}}, and AS)™ = {{V5,V5}}, and dis-
tributing {V1, Va, V3}, Vi, Vi, Vi to Peggy, Alice, Bob, and Carol, respectively.

In either case, by showing his/her shares to Peggy, each person can prove the groups
that he/she belongs to. However, note that, for instance, the following attacks are possible
in the case of the trivial scheme although the same attacks cannot succeed in the case of
VSS-g-PI scheme.

(a) If Alice conspires with Bob, Alice can deceive Peggy by showing {VQ(X), VQ(Y), VQ(Z)}
to prove that Alice belongs to all of X, Y, Z. (b) Bob can hide by showing only VQ(Z) that
he belongs to X. (c) Assume that an adversary wants to impersonate Alice. Such imper-
sonation attack can be achieved by stealing VQ(X) from Bob and VQ(Y) from Carol besides
by stealing {V.™), V"} from Alice.

As shown above, the VSS-¢-PI schemes have advantages than the trivial schemes in many cases.

8.6 Conclusion

In this chapter, we considered methods to construct visual secret sharing schemes for ¢ plural
secret images (VSS-¢-PI scheme) with general access structures. In the proposed VSS-¢-PI
schemes, each qualified set of shares can decrypt their own secret images, but it does not leak
out any information of the other secret images. Furthermore, the proposed scheme can encode
color and/or gray-scale secret images in addition to black-white images. Finally in Section 8.5,
we discussed the merits of the VSS-¢-PI schemes compared with the trivial schemes.
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Conclusions of Part 11

9.1 Summary of Results

In Part II, we proposed new construction methods of VSS schemes for general access structures,
which can be applied to any type of plural secret images.

In Chapter 7, the algebraic constructions of VSS schemes for gray-scale images were consid-
ered. First, we discussed the contrast of VSS-GS schemes as an extension of BW-binary images
in [36], [81],[117]. Then, we gave the modified polynomial representations of VSS-GS schemes
[72]. The extended algebraic constructions can attain the optimal (n,n)-VSS-GS schemes in
the sense of the minimum pixel expansions for given contrasts. We also constructed the basis
polynomials of VSS schemes for color images with shades.

From Chapters 6 and 7, (k,n)-VSS schemes for any kind of secret images can easily be
constructed based on the algebraic constructions. Furthermore, as it is shown in Section 6.4,
VSS schemes can also be constructed for any general access structures.

Finally in Chapter 8, we proposed VSS schemes with general access structures that can en-
code plural color secret images with shades. The proposed VSS schemes include most of previ-
ous VSS schemes as special cases. Furthermore, the security conditions were defined in the exact
way as decrypted images must not leak out any information of the other secret images, which
is not satisfied in [35], [107]. We also proposed the construction method of VSS schemes that
attain the security condition without degenerating the quality of decrypted images. We showed
in Section 8.5, how the proposed VSS schemes have advantages compared with trivial schemes,
which consists of several VSS schemes for individual secret images.

9.2 Future Works

In this thesis, we considered the general construction methods of VSS schemes. By the proposed
methods, (k,n)-VSS schemes can be constructed systematically, although they may not be the
optimal (k,n)-VSS schemes. But, in the construction of VSS schemes, we consider only the
original cumulative maps, which is not efficient as shown in Chapter 4. Hence, by using the
optimal multiple assignment maps in Chapter 4, it may be possible to construct more efficient

115
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VSS schemes for general access structures. In such cases, the objective functions of integer
programming problems may be different from the objective function appeared in Section 4.

In Part II, we only treat perfect VSS schemes. But, in order to attain higher quality of de-
crypted images, ramp VSS schemes must be studied, which can be defined similarly to the ramp
SS schemes treated in Chapters 3 and 4. In the ramp VSS schemes, there exists a trade-off
between the quality of decrypted images and the security. Kato [59] presented a kind of (3, 2, 3)-
threshold VSS schemes which can decrypt a secret image from three shares although no informa-
tion of the secret image is obtained from one share. In this case, if we have two shares, some parts
of the secret image appears. But, in many cases, we can imagine the secret image correctly from
the partially appeared image. Therefore, Kato’s ramp VSS schemes is not secure in the sense
of ramp VSS schemes. Furthermore, [59] did not give any definition of ramp VSS schemes for-
mally. On the other hand, (2,2)-VSS schemes with ID images such as gray-scale pictures are
considered in [25],[78]. In their scheme, the security of a secret image is weakened to attain
high quality of ID images and hence their method can also be considered as a kind of ramp VSS
schemes with ID images. However, the ramp VSS schemes have not studied theoretically at all,
and they are important VSS schemes for future works.

Recently, another definitions of VSS schemes are proposed in [45] and [111] for BW-binary
images and color images with shades, respectively.

In [111], VSS schemes are designed under the assumption that in the case of BW-binary
secret images, negative images obtained by reversing white and black pixels are equal to their
positive images. The optimization of pixel expansion and contrast in such VSS schemes may be
interesting problems.

As we pointed out in Remark 7.16, the meanvalue-color mixing (MCM) VSS schemes pro-
posed in [45] can treat color images with shades, although they require large pixel expansion.
Hence, the realization of the MCM-VSS schemes with smaller subpixels may also be an impor-
tant future work.



Appendix A

Examples of Visual Secret Sharing
Schemes

In this appendix, we give some examples of shares and decrypted images of VSS schemes treated
in this thesis.!

A.1 Visual Secret Sharing Schemes for BW-binary Secret Im-
ages
Figures A.1-A.3 are the examples of shares for a (2, 2)-threshold VSS scheme with a BW-binary

image. The basis matrices of shares V,°" and V,”" shown in Figures A.1 and A.2, respectively,
are given by

01 01
Bl = [10:| and BO = [01:| s (A])

which are obtained by the method proposed by Naor-Shamir [81]. Figure A.3 is the decrypted
image obtained by stacking up V;?" and V,?", and it holds that « = 1 and m = 2.

I'These examples of VSS schemes are constructed by the software program provided by Prof. H. Koga.

117
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Figure A.1. The first share of a (2, 2)-threshold VSS scheme for a BW-binary image: V;?"V

Figure A.2. The second share of a (2, 2)-threshold VSS scheme for a BW-binary image: V,?"V
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Figure A.3. The decrypted image obtained from V,?" and V,BW
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A.2 Visual Secret Sharing Schemes for Color Images

In this section, we show three examples of VSS schemes for color images treated in [66], [67]
and Chapter 6.

Figures A.4—A.6 are the shares and decrypted images of a (2, 2)-threshold VSS scheme with
color set D = {0, g, b}. The basis matrices are given by

~ [o1gb1 _ [b1go1 ~ [g10b1
Bo= lOgllb] » Bo = [bgllo} and B = [gOllb] ’ &-2)

which have contrast o = % and pixel expansion m = 5.
Next example is a (2, 3)-threshold VSS schemes with color set D = {c, g, y}. If we use basis

matrices
01clcO11lylly clylycl10110 0lylyOllcllc
B. = [101c0clyllyl| , B; = [1lclycyl01101|, and B, = |101yOylcllcl|,
cc0011yllyll yycc11011011 yy0011lcllicll

(A.3)

then we can obtain shares V,“2, V.02, and V,? shown in Figures A.7-A.9, and it holds that
o = &, m = 12. The decrypted image from V,“? and V,C? is shown in Figure A.10. Note that
the same decrypted images can be obtained from the other combinations of 2-out-of-3 shares.
The third example is a VSS scheme with color set D = {c, y, g} for the access structure given
by (6.116) and (6.117). If we use the following basis matrices given by (6.118)—(6.120), shares

VO3, V3, VE3, and V,©3 are obtained as shown in Figures A.11-A.14.

[c00c0011yy0011yy0011ccyy10101clc|
B _ OccOccyyl1111yy1111gg111111111111 (A4)
¢ |c0ccOclllylylllylyllgllglil11111|”’ ’

0c00c0y001y1y001ylyclyc10101clcl]

[y00y0011cc0011cc0011yycc10101y1y]
B _ OyyOyyccl1111lccll11ggl111111111111 (A.5)
Y |yOyyOylllclclllclellgllglillllll|”’ '

| 0y00y0c001c1c001clcylecyl0101ylyl]

[00yycc11cc0011yy000010011clclyly]
B _ ggccyyccllllyy111111011011111111 (A6)
& |cygycglllclclllyly10110111111111) " ’

| yc0cy0c001c1y001y1010010clclylyl

Then, it holds that « = 2 and m = 32. From a qualified set {V;“% V"*}, we can obtain

the decrypted image shown in Figure A.15 although no information can be decrypted from a
forbidden set {V,©3, V,°3} as shown in Figure A.16.
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Figure A.4. The first share of a (2, 2)-threshold VSS scheme for a color image: V,“1

Figure A.5. The second share of a (2, 2)-threshold VSS scheme for a color image: V,“*
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Figure A.6. The decrypted image obtained from V¢! and V<!
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Figure A.8. The second share of a (2, 3)-threshold VSS scheme for a color image: V">
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Figure A.9. The third share of a (2, 3)-threshold VSS scheme for a color image: V2

Figure A.10 The decrypted image obtained from V2 and V,°2. (“UT” is the abbreviation of

Univ. of Tokyo.)
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Figure A.11 The first share of a VSS scheme for a color image with the access structure given by
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Figure A.12 The second share of a VSS scheme for a color image with the access structure given
by (6.116) and (6.117): V&3
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Figure A.13 The third share of a VSS scheme for a color image with the access structure given
by (6.116) and (6.117): V.3
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Figure A.14 The fourth share of a VSS scheme for a color image with the access structure given
by (6.116) and (6.117): V3
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Figure A.15. The decrypted image obtained from V,“® and V,?
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Figure A.16 The image obtained from ;% and V,©® which has no information about the secret
image
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A.3 Visual Secret Sharing Schemes for Gray-scale Images

In this thesis, we treated the VSS-GS-L schemes in Chapter 8. Here, we show an example of a

VSS-GS-8 scheme, which has the following basis matrices. It holds that m = 15, § =
8.

Q) = %fOl‘fZQ,?),..

~ |000000001111111]
~ |000000001111111]

~ |000000001111111]

[011111110000000]

[000111110000011]

[000001110001111]

[000000010111111]

~ |000000001111111]

~ [000000001111111
~ |000000001111111

~ |000000001111111

[001111110000001]

[000011110000111]

[000000110011111]

[000000001111111]

~ |000000001111111 "

Figures A.17—-A.19 are the two shares and decrypted image of this example.

1

5 and

(A7)

(A.8)

(A9)

(A.10)
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Figure A.17. The first share of a (2, 2)-threshold VSS-GS-8 scheme: V¥
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Figure A.18. The second share of a (2, 2)-threshold VSS-GS-8 scheme: V.,
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Figure A.19. The decrypted image obtained from V¢ and V&
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A.4 Visual Secret Sharing Scheme with Plural Secret Images

In this section, we present two examples of VSS-¢-PI schemes treated in Chapter 9.

First, we show an example of a (2, 2)-threshold VSS scheme with ID images which can be
considered as a special case of VSS-3-PI schemes. Let DI and DI¢?) be the ID images for
each share V' VP with color sets D) = {0, c} and D?) = {0, g}, respectively, while let
DI®) be the decrypted images with color set D) = {b,y}. In this case, the color matrix is
represented as follows.

0000cccc ;
c
Djp = |00gg00gg| = [¢rp €ip €ip €ip €ip €in Cip Cip |, (A.11)
bybybyyb
Then, the following bases matrices B} p.J =1,2,...,8, corresponding to each column vector

¢, can be constructed according to Ishihara-Koga [43].

. [btyor] .,  [y1bo1] _,  [blyol] _,  [ylbol
Bip = lbyllO ’ ybllg|’ (A.12)

P ID T yb110| TP T | byllg ID =
5 _ 6 7 s
Bip = by110|* ~IP = |yb110| "’ TP~ |byllg|’ TIP " |ybllg|" (A-13)
y y

Figures A.20-A.22 are two shares V;/? = DI VP = DI} and decrypted image. In this
VSS scheme, note that both ID images, DI and DI‘?) do not satisfy the condition (i) in
Definition 8.4.

Next, let us consider a VSS-3-PI scheme such that three secret images can be decrypted from
arbitrary 2-out-of-3 shares, V;*, V,;F¥, and V;'*. Assume that three decrypted images I D!,
ID®) and I DY) have color sets D) = {r,y}, D{?) = {g y}, and D) = {b,y}, and can be
decrypted from share set {V,I'L V,PLY {VPE VPEY and {V/PE V,PE), respectively. Then, the
color matrix is represented as follows.

yyyyrrrr
)
D" = |yyggyygg| = [Cpy, Cpr Chr, Cpr Cpr, b1 Cpp €, | (A.14)
bybybyby

Then, we have the following basis matrices based on the method proposed in Chapter 9.

[yym11111bly] [yym11111ylb

Bp; = |yylmyycllll|, B%, = |yylmyycllll], (A.15)
(111 1yylcbyl | (111 1yylcybl]
[yym11111bly] [yym11111ylb

B, = |yylmcyyllll|, Bp, = |yylmcyyllll|, (A.16)
(111 1yclybyl | (111 1yclyybl]
myyl1111bly] myylllllylb

B3, = | ymlyyycllll|, B%, = | ymlyyycllll|, (A.17)
| 1111yylcbyl] | 1 111yylcybl]
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myyl1111bly myyl111lylb
BYL, = | ymlycyyllll| , B%, = | ymlycyyll1l| . (A.18)
1111yclybyl 1111yclyybl

Figures A.23—A.25 are the shares of this example, and three decrypted images are shown in
Figures A.26-A.28. All the decrypted images have contrast o = % and pixel expansion m = 11.
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Figure A.20 The first share of a (2, 2)-threshold VSS scheme with ID images: V|'? (The first ID

is VASE.)
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Figure A.21 The second share of a (2, 2)-threshold VSS scheme with ID images: V,/” (The first
ID is FACE.)
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Figure A.22. The decrypted image obtained from V/” and V,/P
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Figure A.23. The first share of a VSS-3-PI scheme: V,I'X
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Figure A.24. The second share of a VSS-3-PI scheme: V,J'*
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Figure A.25. The third share of a VSS-3-PI scheme: V,/'*
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Figure A.26. The decrypted image obtained from VX and V'~
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Figure A.27. The decrypted image obtained from V;'* and V,'*
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Figure A.28. The decrypted image obtained from V,”* and V7%
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